Information society and
data protection

The European Commission launched a drive in 2012 to modernise the European Union’s (EU) data protection
framework, the most far-reaching reform of EU data protection legislation in 20 years. The importance of
personal data protection, an area of EU responsibility, to key business sectors and third countries across the
globe has made this reform package one of the most important EU legislative files in the civil liberties area.

The Court of Justice of the European Union contributed to the reform package by elaborating case law on a key
aspect of the package: the requirement of independence for data protection authorities. Work originating

in previous years in two other important areas remained on the EU’s agenda in 2012: balancing security and
privacy, especially in the context of data retention, Passenger Name Records (PNR) and biometric passports; and
ongoing debates about the fundamental rights implications of developments in information and communication
technology, including with respect to the Anti-Counterfeiting Trade Agreement (ACTA), social media and

internet-based services.

3.1. Reform of EU data
protection legislation

On 25 January 2012, the European Commission proposed
the most important reform of EU data protection legisla-
tion in 20 years.

In its policy communication,' the European Commission
explains that its main aim is to put individuals in control
of their personal data. The Commission seeks to ensure
that consent is given explicitly and freely when it is
required; internet users have an effective right to be
forgotten and aright to data portability; and administra-
tive and judicial remedies serve to reinforce the rights
of data subjects.

The European Commission also explains that it wants
to ensure that data protection rules support a single
digital market across the EU. The Commission is there-
fore proposing to lay down data protection rules at EU
level through a regulation which is directly applicable
in all Member States and does not require further

1 European Commission (20123).

Key developments in the area of information
society and data protection

EU institutions launch the most far-reaching reform of
EU data protection legislation in 20 years and stress the need
for uniform rules across the EU to regulate this policy area.

Various voices raise concerns in a number of EU Member
States about certain aspects of the European Commission’s
reform proposals, such as over-regulation or whether such
proposals need to be made at EU level. They take issue, for
example, with the Commission’s decision to use a requlation,
which sets immediately applicable rules, rather than

a directive, which defines common minimum EU standards,
but permits national implementation that takes into account
different legal traditions.

The Court of Justice of the European Union (CJEU) develops
its line of jurisprudence on the complete independence of
data protection authorities.

The revision of the EU Data Retention Directive is postponed,
while national implementing legislation continues to face
constitutional challenges in a number of Member States. The
CJEU is asked to deliver an opinion on the fundamental rights
compliance of the Directive.
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The Council of the European Union reaches political
agreement on the proposed PNR Directive, but the European
Parliament suspends cooperation on a number of legislative
files including this one during the second half of 2012,

delaying the legislative procedure.

The European Parliament rejects the ACTA, which means
that neither the EU nor its individual Member States can
join the agreement.

The responsible national data protection authority audits
Facebook at its European headquarters and expresses
satisfaction at the progress achieved, but fundamental rights
concerns persist in other EU Member States.

A national data protection authority investigates Google’s

new privacy policy, pursuing a mandate from the Article 29
Working Party on behalf of the 27 EU Member States.
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transposition into national law. Thus, the Commission
wishes to achieve uniformity of the data protection legal
framework across the EU and estimates that this would
lead to net savings for companies of about €2.3 billion
a year alone in administrative burdens. The Commission
also wishes to simplify the regulatory environment by
doing away with formalities such as general notification
requirements; the Commission estimates that would
lead to net savings of €130 million a year in administra-
tive burdens. The Commission is also proposing to set
up a ‘one-stop-shop’ system for data protection in the
EU: data controllers (including natural or legal persons

Table 3.1: Elements of the data protection reform package

EU instrument Title

Communication

Communication from the Commission to the European Parliament, the
Council, the European Economic and Social Committee and the Commit-
tee of Regions, Safequarding privacy in a connected world, A European

and public authorities which determine the purposes,
conditions and means of the processing of personal
data) in the EU will deal with a single data protection
authority (DPA) alone, namely the DPA of the Member
State in which the company is based.

“In this new digital environment, individuals have the right
to enjoy effective control over their personal information.
Data protection is a fundamental right [...] and needs to be
protected accordingly. Lack of confidence makes consumers
hesitant to buy online and accept new services. Therefore,
a high level of data protection is also crucial to enhance
trust in online services and to fulfil the potential of the
digital economy, thereby encouraging economic growth
and the competitiveness of EU industries.”

European Commission (2012), Communication from the Commission

to the European Parliament, the Council, the European Economic and
Social Committee and the Committee of the Regions, Safeguarding

privacy in a connected world — A European Data Protection Framework
for the 21st Century, COM(2012) 9 final, Brussels, 25 January 2012

All the main European bodies and institutions working
in the field of privacy and data protection - the
European Data Protection Supervisor (EDPS),> Article
29 Working Party,? the European Economic and Social
Committee (EESC),* the Committee of the Regions s the
FRA,¢ the European Data Protection Commissioners,”
the EU Member States and different associations and
non-governmental organisations active in the field of
data protection® - have commented on the proposed
reform. FRA submitted an opinion on the fundamental
rights aspects of the reform package at the request of
the European Parliament (see box p. 74).

Reference

COM(2012) 9 final,
Brussels,
25 January 2012

Data Protection Framework for the 21st century

Draft regulation

Protection Regulation)

Draft directive

Proposal for a Regulation of the European Parliament and of the
Council on the protection of individuals with regard to the processing
of personal data and on the free movement of such data (General Data

Proposal for a Directive of the European Parliament and of the Coun-
cil on the protection of individuals with regard to the processing of
personal data by competent authorities for the purposes of prevention,

COM(2012) 11 final,
Brussels,
25 January 2012

COM(2012) 10 final,
Brussels,
25 January 2012

investigation, detection or prosecution of criminal offences or the ex-
ecution of criminal penalties, and the free movement of such data

2 EDPS (2012a).

Article 29 Data Protection Working Party (2012a)

and Article 29 Data Protection Working Party (2012b).
European Economic and Social Committee (2012).
Committee of the Regions (2012).

FRA (20123).

European Data Protection Commissioners (2012).
European Digital Rights (EDRI) (2012a) and EDRI (2012b).
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The EDPS welcomed the regulation, which sets
immediately binding standardised rules for all EU
Member States, because it will eliminate differences
in the current national implementing laws. The rules
will strengthen the rights of individuals and make
those who control personal data more accountable for
how they handle such data. The regulation also rein-
forces the role and powers of national data protection
authorities by empowering them to issue significant
fines. The EDPS is particularly pleased to see that the
instrument of a requlation is proposed for the general
rules on data protection.

The EDPS expressed concerns that the European
Commission has chosen to regulate data protection
in the law enforcement area through a separate,
self-standing legal instrument that provides less pro-
tection than the proposed regulation. The EDPS also
remarked that the main overall weakness of the data
protection package is that it fails to remedy the patchi-
ness of EU data protection rules. According to the EDPS,
the reform package leaves many EU data protection
instruments unaffected, such as the data protection
rules for EU institutions and bodies. It also leaves aside
all specific instruments adopted in the area of police
and judicial cooperation in criminal matters, such as the
rules on Europol and Eurojust and the Priim Decision.?

The data protection reform was on the agenda
of the Informal Meeting of the Justice and Home
Affairs Ministers which took place in Nicosia on
23-24 July 2012.° The main discussion points were the
potential to further develop the digital single market
without imposing disproportionate administrative bur-
dens on those processing personal data; and a review
on a case-by-case basis of the empowerment of the
Commission to adopt the delegated and implementing
acts contained in the proposals.”

In some EU Member States, especially in the national
parliaments, the European Commission proposals raised
concerns. One such concern related to the principle of
subsidiarity, or whether such proposals needed to be
made at EU level and might not better be addressed
nationally, and another to the impression that the
European Commission proposals were too far reaching
and too detailed, thus posing the risk of overregulation.

These concerns were, for instance, voiced in Belgium,>
the Czech Republic (especially in relation to the draft

9 EDPS (2012b).

10 The agenda is available at: www.statewatch.org/news/2012/
jun/eu-jha-informal-jul-agenda.pdf.

11 Cyprus, Cyprus Presidency of the Council of the European
Union (2012).

12 Belgium, Chamber of Representatives (2012).
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directive),s Estonia,"* Germany,s Slovenia™ and Sweden.”
In Lithuania, in contrast, the prevailing view was that the
proposals did not contradict the principle of subsidiarity.”

FRA ACTIVITY

Exploring fundamental right aspects
of data protection

At its third annual Symposium in May 2012, FRA
brought together 50 experts to focus on the fun-
damental rights dimension of the data protection
reform package. The experts, who represented
national government agencies and specialised
bodies, international and non-governmental
organisations, data protection authorities, uni-
versities and companies, split into three working
groups at the symposium to examine:

- the ‘right to be forgotten’, which would allow
people to require organisations that hold their
data to delete them unless there are legitimate
grounds to keep them;

- the right to portability, which would allow peo-
ple to transfer their electronic information, such
as a Facebook friend lists or iTunes music, to
3 competitor’s account without hindrance;

- the independence and powers of data protec-
tion authorities; and

- profiling, which, according to the proposed reg-
ulation’s definition, is a method that uses auto-
mated processing to evaluate personal aspects
or analyse or predict a natural person’s perfor-
mance or behaviour.

For more information, see: FRA (2012), FRA Symposium

report - European Union data protection reform: new fun-

damental rights guarantees, 10 May 2012, available at:

http://fra.europa.eu/sites/default/files/fra_uploads/2280-
FRA-Symposium-data-protection-2012.pdf

In other Member States, the issue of subsidiarity was
coupled with the perceived lack of consistency between
the proposed requlation and the proposed directive.
This and other arguments were often combined with the
suggestion to adopt a single legal instrument instead;
preferably a directive that would define common
minimum standards, but permit better standards at
national level. This line of argument surfaced in the

13 Czech Republic, Committee for EU Affairs of the Senate of the
Parliament of the Czech Republic (2012).

14 Estonia, State Chancellery (2012).

15 Germany, Federal Council (2012).

16 Slovenia, Ministry of Justice and Public Administration (2012).

17 Sweden, Swedish Parliament (2012).

18 Lithuania, Committee on Legal Affairs of the Seimas of the
Republic of Lithuania (2012).
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Czech Republic,” Estonia,>> Germany,>' Lithuania,?**
Slovenia* and Sweden.>

FRA ACTIVITY

Highlighting the fundamental rights
implications of the proposed data
protection reform package

The data protection reform package is the first
legislation proposed since the entry into force of
the Charter of Fundamental Rights of the European
Union in 2009 that explicitly aims at comprehen-
sively guaranteeing a fundamental right, namely
the fundamental right to data protection. At the
request of the European Parliament, FRA issued
an opinion on the proposed EU data protection re-
form package, suggesting ways to strengthen its
fundamental rights safequards.

Inits opinion, FRA suggests inserting a general fun-
damental rights clause and an explicit guarantee
that delegated and implementing acts, which are
specific legislative powers given to the European
Commission, cannot limit fundamental rights in any
manner contrary to Article 52 of the Charter, which
sets out the scope and principles of Charter rights.

The opinion also suggests concrete amendments
to the draft text to ensure a better balancing of
key fundamental rights, such as freedom of ex-
pression, freedom of the arts and sciences, free-
dom to conduct a business, the rights of the child
or access to documents with the fundamental
right of data protection.

Moreover, the opinion highlights the need to in-
corporate ‘sexual orientation” into the list of sen-
sitive data, thus qualifying it for a higher level of
protection, with a specific reference to Article 21
of the Charter on non-discrimination to enable
the collection of sensitive data for statistical re-
search purposes, thereby clarifying the legality of
such data collection to support the fight against
discrimination.

For more information, see: FRA (2012), Opinion of the European
Union Agency for Fundamental Rights on the proposed data
protection reform package, FRA Opinion 2/2012, Vienna,

1 0ctober 2012; available at: http://fra.europa.eu/sites/
default/files/fra-opinion-data-protection-oct-2012.pdf

Another strand of argument focused on the eco-
nomic impact of the proposals, drawing attention to

19 Czech Republic, Senate of the Parliament of the Czech
Republic (2012).

20 Estonia, Estonian Data Protection Inspectorate (2012).

21 Germany, Federal Commissioner for Data Protection and
Freedom of Information (20123).

22 Lithuania, Committee on Human Rights of the Seimas of the
Republic of Lithuania (2012).

23 Slovenia, Ministry of Justice and Public Administration (2012).

24 Sweden, Parliament (2012).

the administrative burdens for the private sector and
alleged excessive sanctions. These concerns were raised
in the Czech Republic,* Estonia,*¢ the Netherlands,*
Slovenia,?® Sweden* and the United Kingdom 3°

Individual EU Member States gave specific topics
special attention. For instance, in Germany, the
Federal Commissioner for Data Protection and
Freedom of Information (Der Bundesbeauftragte fir
den Datenschutz und die Informationsfreiheit) raised
concerns that the proposed regulation would only
oblige companies with more than 250 staff to appoint
data protection officers, thereby only covering 0.3 % of
companies in Germany.

At the European Parliament, the responsible rapporteur
presented a draft report on the draft directive forming
part of the data protection reform package to the Civil
Liberties, Justice and Home Affairs (LIBE) Committee 3
The rapporteur for the draft regulation published his
report on the draft requlation in January 2013.

While these discussions maintained momentum for
the important process of modernising the EU data
protection legislation, a similar process was also
taking place in the Council of Europe, mainly in the
Consultative Committee (T-PD) of the Convention
for the Protection of Individuals, with regard to the
Automatic Processing of Personal Data (hereafter
referred to as ‘Convention 108’) which prepared the
modernisation of Convention 108.33

The objectives of this modernisation exercise are to
better address challenges for privacy resulting from the
use of new information and communication technolo-
gies and to strengthen the potential of the Convention
to serve notjust as a European standard, but as a global
standard as well, in the area of data protection 3

25 Czech Republic, Senate of the Parliament of the Czech
Republic (2012).

26 Estonia, State Chancellery (2012).

27 Netherlands, Minister for European Affairs and International
Cooperation (2012), pp. 3-7.

28 Slovenia, Ministry of Justice and Public Administration (2012).

29 Sweden, Parliament (2012).

30 United Kingdom, Ministry of Justice (2012).

31 Germany, Federal Commissioner for Data Protection and
Freedom of Information (20123).

32 European Parliament, Committee on Civil Liberties, Justice
and Home Affairs (2012a).

33 Council of Europe, Bureau of the Consultative Committee of
the Convention for the protection of individuals with regard
to automatic processing of personal data (2010).

34 Council of Europe, Consultative Committee of the Convention
for the protection of individuals with regard to automatic
processing of personal data (2012).


http://fra.europa.eu/sites/default/files/fra-opinion-data-protection-oct-2012.pdf
http://fra.europa.eu/sites/default/files/fra-opinion-data-protection-oct-2012.pdf

Information society and data protection

FRA ACTIVITY

Ensuring the independence of data protection authorities

The FRA opinion on the data protection reform package specifically addresses the independence of national
data protection authorities. The opinion recalls that it would be advisable for the independence criteria to be
detailed to guarantee their practical effectiveness, and to include a reference to the ‘Paris Principles’, which set
forth the independence criteria for National Human Rights Institutions (NHRIs), and other available standards to
offer a more comprehensive definition of independence.

The FRA opinion argues that while data protection authorities have a more focused and narrow mandate than NHRIs,
both types of institutions are meant to function as independent monitoring bodies in the fundamental rights field.

The opinion lists the factors that ensure independence under the Paris Principles:
pluralism in the composition of an institution, reflecting society’s composition;
a suitable infrastructure, in particular adequate funding and budget autonomy;

a stable mandate of the institution’s members expressed through appointment and dismissal conditions and
the exclusion of voting rights for government representatives within the governing bodies of institutions.

Moreover, the opinion observes that the proposed consistency mechanism contained in the draft requlation
gives the Commission not only the power to adopt a reasoned opinion aimed at the suspension of the draft
measures of the national data protection authorities, but also the power to adopt implementing acts.

FRA concludes that these proposed powers of the Commission may be difficult to reconcile with the guarantees
of independence under Articles 8 (3) and 47 of the Charter of Fundamental Rights of the European Union and
other international standards of independence.

For more information, see: FRA (2012), Opinion of the European Union Agency for Fundamental Rights on the proposed data protection reform
package, FRA Opinion-2/2012, Vienna, 1 October 2012; available at: http://fra.europa.eu/sites/default/files/fra-opinion-data-protection-oct-2012.pdf

3.2. Complete independence
of Data Protection
Authorities

The CJEU continued to develop the concept of complete
independence of data protection authorities under
EU law in 2012, further delineating the precise require-
ments regarding independence in relation to influence
and supervision, for instance, in the case of the Austrian
Data Protection Authority. The CJEU, which first dealt with
this issue in Commission v. Germany3s in 2010, stressed
that although the Austrian authority enjoys functional
independence - meaning that no instruction can lawfully
beissued to it - this alone is insufficient to protect it from
all external influence. The independence required under
EU law is intended to preclude not only direct influence in
the form of instructions, but also any indirect influence
which may affect the DPA’s decisions 3¢

“The independence required under the second subparagraph
of Article 28(1) of Directive 95/46 is intended to preclude not
only direct influence, in the form of instructions, but also, [...]
any indirect influence which is liable to have an effect on the
supervisory authority’s decisions.”

CJEU, C-614/10, European Commission v. Republic of Austria,
16 October 2012, paragraph 43

35 CJEU, (-518/07, European Commission v. Federal Republic of
Germany, 9 March 2010.

36 CJEU, C-614/10, European Commission v. Republic of Austria,
16 October 2012.

The European Commission also brought an action before
the CJEU against Hungary, asking the court to declare
that Hungary had failed to fulfil its obligations under
the EU Data Protection Directives” by removing the data
protection supervisor from office prematurely:® The
case was still pending at the end of 2012.

3.3. Data retention

The EU Data Retention Directive,?® which has been
the subject of fundamental rights concerns ever since
its adoption in 2006, promotes the fight against ter-
rorism and serious crime through the retention of
traffic (mainly traffic data on telephone calls made and
received, emails sent and received and websites visited)
as well as location data (mainly the telephone number
or internet protocol address used).

The directive prescribes that the national laws of
EU Member States must require providers of publicly
available electronic communications services and public
communications networks to retain traffic and location
data for a period of between six months to two years
from the date of the communication.

37 Directive 95/46/EC of the European Parliament and of the
Council, 0) 1995 L 281.

38 (JEU, (-288/12, European Commission v. Hungary, action
brought on 8 June 2012.

39 Directive 2006/24/EC of the European Parliament and of the
Council, 0) 2006 L 105.
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The transposition of the directive continued to face
difficulties that resulted in proceedings both before
the CJEU, and before national constitutional courts.
On 11 July 2012, the European Commission brought
Germany before the CJEU for only partially and insuf-
ficiently transposing the directive.4 This followed
a March 2010 German Federal Constitutional Court ruling
in which it held that the Federal Republic’s transposition
measures were unconstitutional and void. Since then,
Germany has failed to meet its obligation to transpose
the directive in full, the European Commission argued.
The European Commission contends that the CJEU should
impose a penalty of €315,036.54 a day against Germany.

Separately, on 31 May 2012, the European Commission
formally decided to end infringement proceedings
against Austria, which had notified it that it had fully
transposed the Data Retention Directive. The Commission
also decided to withdraw the request for a penalty pay-
ment from the CJEU against Sweden while maintaining
before the court the request sentencing Sweden to pay
a lump sum for the directive’s late transposition.+

In Ireland, the High Court referred a case to the
CJEU with questions concerning the compatibility of
the data retention directive with key fundamental
rights, specifically freedom of movement, freedom of
expression and the right to privacy, data protection
and good administration.

National Constitutional Courts became involved in
Austria and in Slovakia. In Austria 11,139 persons
filed a joint complaint to the constitutional court.4
In December 2012, the Austrian Constitutional Court
expressed doubts about the compatibility of the EU Data
Retention Directive with the EU Charter of Fundamental
Rights and referred the case to the CJEU.44 Moreover,
a petition with 106,067 signatures against data reten-
tion was submitted to the parliament.s

In Slovakia, a group of Members of Parliament filed
a complaint against the national implementation of
data retention before the Constitutional Court on
9 October 2012. The complaint asks the Constitutional
Court to refer the case to the CJEU for a preliminary
ruling, if necessary, questioning it on the validity of the
Data Retention Directive.4¢

40 CJEU, (-329/12, European Commission v. Federal Republic of
Germany, action brought on 11 July 2012.

41 European Commission (2012b).

42 (JEU, ¢-293/12, Reference for a preliminary ruling from the
High Court of Ireland, lodged on 11 June 2012 - Digital Rights
Ireland Ltd v. Minister for Communications, Marine and
Natural Resources, Minister for Justice, Equality and Law
Reform, The Commissioner of the Garda Siochana, Ireland
and the Attorney General, 25 August 2012.

43 Austria, AK Vorrat (2012a).

44 Austria, Constitutional Court (2012).

45 Austria, AK Vorrat (2012b).

46 EDRI (2012¢).

In the Netherlands, the need to use data retention
to solve serious crimes was questioned. The Ministry
of Security and Justice invited Bits of Freedom, an
organisation specialising in digital civil rights like data
protection and privacy, to submit its review evaluating
the Data Retention Telecommunication Act, which
implemented the directive.+

Bits of Freedom points out that neither the Dutch
government, nor the European Commission has been
able to empirically prove that data retention has led to
a significant increase in the number of serious criminal
cases solved. The prosecution and secret services fre-
quently seize data when competence is lacking and
procedural safeguards are not met. Additionally, Bits of
Freedom warns of function creep - the use of data for
other purposes than those foreseen by law.

3.4. Passenger Name Record
(PNR) data

In 2011, the European Commission introduced a new
proposal for a PNR Directive,* concerning data that
include information such as passenger names and
details on their contacts, ticketing and itinerary. The
PNR Directive would complement the various PNR
agreements with third countries.

The Council of the European Union reached a gen-
eral approach on establishing an EU-PNR system in
April 2012, which permitted the Council to start negotia-
tions with the European Parliament under the ordinary
legislative procedure.s® The discussion in the Council
touched, among other things, on two main issues.

The first concerned whether the proposed new rules
should cover the collection of PNR data only for flights
from and to third countries or whether they should
also cover flights within the EU. The proposed compro-
mise would allow, but not oblige, EU Member States
to also collect PNR data concerning selected intra-EU
flights. The proposed system potentially affects the
right to privacy, the right to data protection and the
prohibition of non-discrimination.

The second key question was the retention period of
PNR data (whereas the Data Retention Directive dis-
cussed earlier traffic and location data concerns). The
initial European Commission proposal provides for a total
retention period of five years. After 30 days, however,
the PNR data would have to be masked out, so that the
recognisable person-related elements of the PNR would

47 Netherlands, Bits of Freedom (2012), p. 1.
48 Ibid., pp. 2-9.

49 European Commission (2011).

50 European Commission (2012¢).



no longer be visible to a ‘front-desk’ law enforcement
officer but only to a few specially authorised individuals.

A number of EU Member States considered that this
initial 30-day storage period was too short from an
operational point of view. The Council agreed to prolong
the first period of fully accessible data to two years and
maintain the overall retention period of five years.s

In the European Parliament, the rapporteur of the
committee responsible for this proposal, the Committee
on Civil Liberties, Justice and Home Affairs (LIBE),
presented a draft report on 14 February 20125* that
agreed with the bulk of the European Commission’s
approach to the transmission and use of PNR data. The
rapporteur also agreed that the Commission and law
enforcement bodies had presented persuasive evidence
of the PNR system’s effectiveness and contended
that such a system was necessary, proportional and
of added value.

The rapporteur was convinced that the inclusion of
intra-EU flights would add clear value. He proposed
no changes to the controversial definitions of ‘terrorist
offence’ and ‘serious crime’ or to the proposed retention
period of five years in order to ensure the necessity
and proportionality of the measure, but he did suggest
adding a definition to clarify the term ‘masking of data’.

Members of the LIBE committee tabled 489 amendments
to his draft.s3 The Committee on Transport and Tourisms#
and the Committee on Foreign Affairsss also contributed
opinions that differed substantially from the LIBE rappor-
teur’s draft report and expressed caution regarding the
proposal based on fundamental rights considerations.

In June 2012, the European Parliament suspended its
cooperation with the Council of the European Union on
the EU PNR dossier and four other legislative dossiers.s¢
The work in the LIBE committee on the draft report only
resumed towards the end of 2012.

51 Ibid.

52 European Parliament, LIBE committee (2012b).

53 European Parliament, LIBE committee (2012¢).

54 European Parliament, Committee on Transport and
Tourism (2011).

55 European Parliament, Committee on Foreign Affairs (2012).

56 European Parliament (20123).

Information society and data protection

3.5. Biometric passports

The EU Regulation on Biometric Passportss” has raised
fundamental rights concerns since its inception in 2004. In
the aftermath of the tragic events of 11 September 2007,
EU Member States asked the European Commission to
take immediate action to improve document security.
The Council of the European Union decided to integrate
biometrics into European passports. Passports and
travel documents now include a high-security storage
medium for memorising computerised data, with suf-
ficient capacity to guarantee the integrity, authenticity
and confidentiality of the data included. The storage
medium contains a facial image and two fingerprints.

On 12 June 2012, the German Administrative District
Court of Gelsenkirchen referred a question for pre-
liminary ruling to the CJEU, asking it to determine
whether the EU Regulation on Biometric Passports was
valid.s® Some three months later, in September 2012,
the highest Dutch administrative court also referred
four cases to the CJEU, asking it whether the same requ-
lation infringes citizens’ right to privacy and whether
the fingerprints could be collected if used only for
passport or identity card issuance.

In all these cases, authorities refused to issue
passports/ID cards to the applicants because they
declined to provide their fingerprints.> The issue raises
two key fundamental rights concerns: fingerprints are
taken not just of suspects but of every citizen, raising
questions of necessity and proportionality with regard
to data protection and privacy protection; and con-
cerns that these fingerprints are not used just to check
the authenticity of identity documents but for other
purposes as well.

In the Council of Europe, the 2005 progress report on
the application of the principles of Convention 108¢°
to the collection and processing of biometric data® is
being updated in order to be in line with the moderni-
sation proposals of Convention 108, as well as to deal
with developments in biometric technology (see also

» Chapter 2 in this Annual report).

57 Council Regulation (EC) No. 2252/2004.

58 (JEU, C-291/12, Reference for a preliminary ruling from
the Verwaltungsgericht Gelsenkirchen (Germany) lodged
on 12 June 2012 - Michael Schwarz v. Stadt Bochum,

8 September 2012.

59 CJEU, References for preliminary rulings from the Raad van
State (Netherlands) in C-446/12, Willems v. Burgemeester
van Nuth lodged on 3 October 2012; C-447/12, H.J. Kooistra
v. Burgemeester van Skarsterlén, lodged on 5 October 2012,
(-448/12, Roest v. Burgemeester van Amsterdam, lodged on
8 October 2012; and (-449/12, van Luijk v. Burgemeester van
Den Haag, lodged on 8 October 2012.

60 Council of Europe, Convention for the protection of
individuals with regard to automatic processing of personal
data, CETS No. 108, 1981.

61 Council of Europe (2005).
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3.6. The protection of
intellectual property
rights

3.6.1. Anti-Counterfeiting Trade
Agreement (ACTA)

The Anti-Counterfeiting Trade Agreement (ACTA) is
a controversial international trade agreement whose
purpose is to establish international standards for intel-
lectual property rights enforcement. The agreement
aims to establish an international legal framework for
combating intellectual Property Rights (IPRs) infringe-
ments, namely counterfeiting and copyright infringe-
ments on the internet (piracy).> Besides the EU and its
Member States, ACTA signatories are Australia, Canada,
Japan, Mexico, Morocco, New Zealand, Singapore, South
Korea, Switzerland and the United States.®

“The goal of the ACTA negotiations is to provide an
international framework that improves the enforcement
of intellectual property right (IPR) laws. It does not pur-
port to create new intellectual property rights, but to
create improved international standards as to how to act
against large-scale infringements of IPR.” For its oppo-
nents, ACTA is controversial for a number of reasons.®

ACTA is a mixed agreement - it contains different sets
of provisions, which partly fall under the EU’s exclusive
competence and partly under its shared competence
with Member States.¢® The entry into force in the EU,
therefore, requires all EU Member States to ratify it and
the European Parliament and Council of the European
Union to consent to it.” On 26 January 2012, the EU
and 22 EU Member States (excluding Cyprus, Estonia,
Germany, the Netherlands and Slovakia which were
“expected to do so on the completion of their respective
domestic procedures”) signed ACTA.¢8

Due to the growing concerns, the EDPS issued a second
opinion on ACTA® on 24 April 2012, complementing its
earlier February 2010 opinion. The second opinion pro-
vides guidance on the privacy and data protection issues
ACTA raises and assesses some of its legal provisions.

62 European Parliament (2012b).

63 ACTAis open for signatures until 1 May 2013 and it would
enter into force in countries that ratified it after ratification
by six countries.

64 European Commission, Trade (2008); see also European
Parliament (2012c).

65 European Parliament, Directorate-General for External
Policies, Policy Department (2011), p. 6.

66 European Parliament (2012b).

67 European Parliament (2012c).

68 European Parliament (2012b).

69 EDPS (2012¢); see also EDPS (2012d).

The opinion holds that ACTA fails to spell out precisely
the measures to be deployed to tackle infringe-
ments of intellectual property rights on the internet,
a failure which could have side effects on individuals’
fundamental rights if the measures are implemented
improperly. It underlines that many of the measures
to strengthen the enforcement of intellectual property
rights online could involve the large-scale monitoring of
users’ behaviour and of their electronic communications.

Because such measures intrude significantly into
persons’ private spheres, they should only be imple-
mented if they are necessary and proportionate to the
aim of enforcing intellectual property rights.

The opinion also argues that ACTA does not sufficiently
take into account effective judicial protection, due pro-
cess, the principle of the presumption of innocence, and
the right to privacy and data protection.”

The Committee on International Trade delivered
a negative recommendation concerning ACTA. The
recommendation says that: “the intended benefits of
this international agreement are far outweighed by
the potential threats to civil liberties”.* The European
Parliament received numerous petitions asking
Members of the European Parliament to vote against
ACTA. More than 2.8 million internet users from across
the globe?z signed one of the petitions against ACTA.7
Those who signed the petitions fear that the agreement
will pose a threat to a free and open internet.

In July 2012 the European Parliament rejected the
agreement in plenary session. This rejection means
that neither the EU nor its individual Member States
can join the agreement.’+

Although the European Commission has said it is
convinced that ACTA is fully in line with EU standards
and does not interfere with citizens’ fundamental rights
of freedom of expression and data protection, it nev-
ertheless asked the CJEU on 10 May to rule on whether
ACTA violates those rights and freedoms.’”s Whereas
the European Parliament rejected ACTA, the European
Commission still intends to seek the CJEU’s legal opinion.
However, on 19 December 2012, 3 Commission spokes-
person announced that the Commission had decided to
withdraw its referral to the CJEU.7

70 EDPS (2012¢e).

71 European Parliament (2012¢).

72 European Parliament (2012d).

73 Text of the petition available at: www.europarl.europa.
eu/pdfs/news/public/focus/20120220F(S38611/20120220
FCS38611_en.pdf.

74 European Parliament (2012b).

75 European Commission (2012d); see also European
Commission (2012e).

76 See video at: www.youtube.com/watch?v=VC(BTFh3IhQY.
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3.6.2. (JEU analyses the limits
of the protection of intellectual
property rights

The CJEU also analysed the limits of the protection
of intellectual property rights in 2012. In the Sabam
(Société Belge des Auteurs, Compositeurs et Editeurs)
case, the CJEU ruled that a social network “cannot be
obliged toinstall a general filtering system, covering all
its users, in order to prevent the unlawful use of musical
and audiovisual work”77

Sabam, the Belgian society for collecting music
royalties, brought the social network Netlog, which
allows users to create and exchange content, to court to
require it to install filtering systems aimed at preventing
infringements on its website by Netlog’s large Belgian
membership. Sabam asked the Belgian Court to impose
a penalty payment of €1,000 per day if the injunction
was not respected. But much user-generated content
re-works copyrighted material to produce new crea-
tions, making assessments of legality particularly dif-
ficult and inappropriate for automatic filtering systems.

On 10 July 2010, the Brussels Court of First Instance
denied the penalty payment request and asked the CJEU
to rule whether or not a national judge may require
a hosting service provider to filter most of the informa-
tion stored on its servers in order to identify electronic
files containing musical, cinematographic or audiovisual
work, and subsequently to block the exchange of such
files. The injunction that Sabam requested covered all
Netlog customers to avoid any potential future abuses.

0On 16 February 2012, the (JEU decided that it is against
EU law to order such a measure. The judgment contains
important interpretations of the following fundamental
rights: intellectual property; freedom to conduct a busi-
ness; data protection and freedom of information. The
court held that the protection of intellectual property
is a fundamental right protected by Article 17 (2) of the
Charter of Fundamental Rights of the European Union,
but remarked that this right is not absolute. According
to the court, an injunction requiring the installation of
a filtering system is complicated and costly, and for
this reason an infringement of the freedom to conduct
a business of the hosting service provider protected by
Article 16 of the EU Charter of Fundamental Rights. The
court held that such a measure also infringes the funda-
mental rights of the users of the services of the hosting
service provider, namely the protection of personal data
protected by Article 8 of the Charter and freedom of
information protected by Article 11 of the Charter. All
these fundamental rights need to be balanced with the
protection of intellectual property and can, as a conse-
quence, serve as a justification for its limitation.

77 CJEU, (-360/10, Sabam v. Netlog NV, 16 February 2012.
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“Indeed, the injunction requiring installation of the

systematic analysis and processing of information

those users to be identified [...].”

CJEU, (-360/10, Sabam v. Netlog NV, paragraph 49

3.7. Social media and
internet-based services

Social media and other internet-based services raise
fundamental rights concerns regarding the scope of the
data collected and their use, concerns which are not
always clear to users of these services. The consent of
users could, therefore, be called into question as they
are not always fully informed and cannot always assess
the consequences of their consent.

In 2012, the Council of Europe adopted two
recommendations in this area: a recommendation on
the protection of human rights with regard to search
engines’® and a recommendation on the protection of
human rights with regard to social networking services.”

The latter recommendation specifically suggests that
social networking services seek the informed consent
of users if they wish to process new data about them,
share their data with other categories of people or
companies and/or use their data in ways other than
those necessary for the specified purposes for which
they were originally collected.®

3.71. Facebook

As Facebook’s European headquarters is based in Dublin
(Facebook Ireland), Irish data protection law is appli-
cable to the social network’s dealings with all its users
in the EU. On 21 September 2012, the Office of the Irish
Data Protection Commissioner published the outcome
of its review of how well Facebook Ireland had imple-
mented recommendations made in the commissioner’s
December 2011 audit, which had assessed Facebook
Ireland’s compliance with Irish Data Protection law and,
by extension, EU law in this area.

The audit report finds that Facebook Ireland had
implemented the great majority of the recommenda-
tions to the satisfaction of the commissioner, particu-
larly in the following areas:

78 Council of Europe, Committee of Ministers (20123).
79 Council of Europe, Committee of Ministers (2012b).
80 Ibid.

contested filtering system would involve the identification,

connected with the profiles created on the social network
by its users. The information connected with those profiles
is protected personal data because, in principle, it allows
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o the provision of better transparency for users in
how their data are handled;

o the provision of increased user control over settings;

o the implementation of clear periods for the deletion
of personal data or an enhanced ability for the user
to delete items;

o the enhancement of the user’s right to have ready
access to their personal data and the capacity of
Facebook Ireland to ensure rigorous assessment
of compliance with Irish and EU data protection
requirements.

Those recommendations which Facebook Ireland had not
yet implemented by the time of the audit report were
highlighted with a clear timeframe for implementation.

Promising practice

Providing data protection guidelines
for direct marketing companies

The Estonian Data Protection Inspectorate has
produced another update to its non-binding
guidelines on data protection rules to help
companies involved in direct marketing improve
their practical implementation of these rules.
The guidelines do not offer legal analysis;
they aim instead to inform the data processors

of their responsibilities in detailed and
easy-to-understand language. The guidelines are
intended to prevent breaches of data protection
rules. Direct marketers have previously made
use of earlier versions of the guidelines.

For more information, see: Estonian Data Protection
Inspectorate, The use of electronic contact information in
direct marketing. Guidelines, available at: www.aki.ee/
download/2025/Elektrooniliste%20kontaktandmete %20

“I am satisfied that the Review has demonstrated a clear

and ongoing commitment on the part of Facebook Ireland

to comply with its data protection responsibilities by way

of implementation, or progress towards implementation, of
the recommendations in the Audit Report. | am particularly
encouraged in relation to the approach it has decided to
adopt on the tag suggest/facial recognition feature by in fact
agreeing to go beyond our initial recommendations, in light of
developments since then, in order to achieve best practice.”’

kasutamine%2o0otseturustuses.pdf

3.7.2. Google

In March 2012, Google opted to merge 60 separate
privacy policies for individual Google-owned sites into
one single policy for all its services. The move allowed it
to combine data from different sites —including YouTube,

Billy Hawkes, Irish Data Protection Commissioner, 21 September 2012
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The Irish Data Protection Authority invited the student
group Europe-v-facebook.org, whose detailed com-
plaints about Facebook Ireland were addressed as part
of the audit, to indicate if the changes brought about
by the audit dealt adequately with their complaints,
and the group provided detailed comments. The group®
concluded that the Irish Data Protection Authority had
taken very important first steps but that full compliance
with the law was not yet ensured. The group noted that
the Irish Data Protection Authority did not have a tech-
nical expert or a single legally trained official while it
faced “a whole armada of lawyers from Facebook”.8

Not all data protection authorities in the EU shared
the opinion of the Irish Data Protection Authority.
The Independent Centre for Privacy Protection of
Schleswig-Holstein, Germany, publicly criticised the
Irish authority’s audit report and announced that it
would continue its efforts to ensure full compliance
with the law.%4

81 Ireland, Office of the Data Protection Commissioner (2012).

82 Europe-v-facebook.org (2012).

83 Ibid.

84 Germany, Independent Centre for Privacy Protection
Schleswig-Holstein (2012).

social network Google+ and smartphone system
Android - in order to better target its advertising.

The Article 29 Working Party mandated the French
data protection authority, Commission on Information
Technology and Liberties (Commission nationale de
Iinformatique et des libertés, CNIL) to carry out an
investigation into Google’s new privacy policy. The EU
Data Protection Authorities published their common
findings in a joint letter on 16 October 2012.%

They established that Google’s changes had neglected
to give users an opt-out option. In addition, Google had
failed to place any limit on the “scope of collection and
the potential uses of the personal data”, meaning that it
might be in breach of several data protection principles,
such as purpose limitation, data quality, data minimisa-
tion, proportionality and right to object. They further
highlighted the wide range of potential uses that Google
might have for the data, including product development
or advertising. EU data protection laws place limits on
such activities, they said.

Although Google has not been directly accused of
acting illegally, EU Data Protection authorities have
expressed concerns about “insufficient information to
its users (especially its passive users)” and “about the

85 Article 29 Data Protection Working Party (2012¢).
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combination of data across services”.?s They therefore
instructed Google to give clearer information about
what data are collected for what purpose. They also
instructed Google to: modify its tools in order to avoid
excessive data collection and to take effective and public
measures to comply quickly with the recommendations.
Otherwise authorities in several countries could take
action against it.®

Promising practice

Recognising the best and the worst
in privacy and data protection

In Belgium, the NGOs Ligue des droits de
I’Homme and Liga voor Mensenrechten gave
awards in January for the best and worst annual
initiatives in privacy and data protection. As
innovations that threaten privacy enter society
each year, an awards ceremony for the best and

worst initiative, a Winston and a Big Brother,
respectively, can serve as a useful watchdog.
Nominees sent spokespersons to defend and
justify their positions. Citizens can vote for their
candidates. In 2012, the Belgian Data Protection
Authority took part, as did the media.

For more information, see: www.bigbrotherawards.be/
index.php/fr; www.liguedh.be; and www.mensenrechten.be

Following an investigation,® Google promised to delete
collected data that remained from its Street View
service as part of their Wi-Fi mapping exercise in the
United Kingdom. This latter practice, which resulted in
the gathering and storage of fragments of personal data
including emails, complete URLs and passwords, raised
fundamental rights concerns because under data pro-
tection principles only specific data for specific purposes
may be collected.

The company, in a letter dated 27 July 2012 to the United
Kingdom Data Protection Authority, the Information
Commissioner’s Office (ICO), admitted that a “small por-
tion” of the information that had been collected from
its Street View cars when they had toured the United
Kingdom was still “in its possession”.2? In response, the
ICO said it would examine the contents of the informa-
tion Google had discovered. The ICO said that Google
may have breached the terms of the agreement fol-
lowing a 2010 investigation into the issue.

86 Ibid.

87 France, CNIL (2012).

88 United Kingdom, Information Commissioner’s Office (1CO)
(2010).

89 Letter of Google France SARL to ICO, available at: www.
ico.gov.uk/news/latest_news/2012/~/media/documents/
library/Corporate/Notices/20122707_letter_Google_to_ICO.
ashx.
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“We are also in touch with other data protection authorities
in the EU and elsewhere through the Article 29 Working
Party and the GPEN [Global Privacy Enforcement Network]
network to coordinate the response to this development.
The ICO is clear that this information should never have
been collected in the first place and the company’s failure
to secure its deletion as promised is cause for concern,”
the ICO added.>°

Outlook

EU institutions are expected to debate the reform of
EU data protection legislation in 2013, particularly in the
Council Working Party on Information Exchange and Data
Protection and in the European Parliament’s LIBE com-
mittee. It remains to be seen to what extent EU institutions
will take up the fundamental rights concerns expressed
by FRA, EDPS and Article 29 Working Party.

Besides the discussion surrounding this major reform
package, more specific policy measures will also continue
to dominate data protection debates.

Since the evaluation of the Data Retention Directive
found that there was a need to clarify the relationship
between the Data Retention Directive and Article 15 of
the EU e-Privacy Directive 2002/58/EC, it is likely that
the revision of the Data Retention Directive will only take
place once the Data Protection Reform has been adopted.

With regard to the draft PNR directive, the European
Parliament has ended its suspension of cooperation and
the debate in the European Parliament will thus gain
momentum in 2013. It remains to be seen if the LIBE com-
mittee, and the Plenary of the European Parliament, will
align themselves with the draft report of the rapporteur
and support the proposed PNR directive or oppose it on
fundamental rights grounds.

Important signals can also be expected from the CJEU
in Luxembourg. The CJEU is expected to deliver a judg-
ment in the case against Hungary addressing once more
the requirement of independence for data protection
authorities and to further develop and elaborate its line
of jurisprudence on this aspect of effective data protec-
tion in practice. Cases on data retention referred to the
CJEU might offer further insights into the fundamental
rights dimensions of this EU measure. Rulings concerning
biometric passports will play an important role in deter-
mining the legality of including biometrics in EU passports
and travel documents.

Apart from such developments in EU legislation, policies and
case law, the wider public will continue to see debates on
the data protection dimension of internet-based services.

90 United Kingdom, ICO (2012).
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