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1. Summary

FRANET contractors are requested to highlight in 1 page maximum the key developments in the area
of surveillance by intelligence services in their Member State. This introductory summary should enable
the reader to have a snapshot of the evolution during the reporting period (mid-2016 until third quarter
of 2022). It should mention:

the most significant legislative reform/s that took place or are taking place and highlight the
key aspect/s of the reform, focusing on oversight and remedies.

relevant oversight bodies’ (expert bodies (including non-judicial bodies, where relevant), data
protection authorities, parliamentary commissions) reports/statements about the national legal
framework in the area of surveillance by intelligence services.

List of the different relevant reports produced in the context of

FRA'’s surveillance project to be taken into account
FRA 2017 Report:
Surveillance by intelligence services: fundamental rights safeguards and remedies in the EU - Volume
1I: field perspectives and legal update

FRANET data collection for the FRA 2017 Report:
Country studies for the project on National intelligence authorities and surveillance in the EU:
Fundamental rights safeguards and remedies - Legal update

Country studies for the project on National intelligence authorities and surveillance in the EU:
Fundamental rights safeguards and remedies - Monthly data collection on the current reform of
intelligence legislation (BE, FI, FR, DE. NL and SE)

FRA 2015 Report:
Surveillance by intelligence services: fundamental rights safeguards and remedies in the EU — mapping
Member States’ legal framework

FRANET data collection for the FRA 2015 Report:
Country studies for the project on National intelligence authorities and surveillance in the EU:
Fundamental rights safeguards and remedies

FRANET contractors are requested to highlight in 1 page maximum the key developments in the area
of surveillance by intelligence services in their Member State. This introductory summary should enable
the reader to have a snapshot of the evolution during the reporting period (mid-2016 until third quarter
of 2022). It should mention:

the most significant legislative reform/s that took place or are taking place and highlight the
key aspect/s of the reform, focusing on oversight and remedies.

relevant oversight bodies’ (expert bodies (including non-judicial bodies, where relevant), data
protection authorities, parliamentary commissions) reports/statements about the national legal
framework in the area of surveillance by intelligence services.

Since mid-2016, the legal framework governing the operation of intelligence services was amended
several times. The most important amendment was the exclusion of intelligence services from the scope
of application of the Personal Data Protection Act (3axon 3a 3awuma na auunume dannu). The change
was adopted in February 2019 as part of an overall legislative reform aimed to bring Bulgarian
legislation in compliance with the General Data Protection Regulation and Directive (EU) 2016/680.
Based on the understanding that the General Data Protection Regulation and Directive (EU) 2016/680
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do not apply to the processing of personal data outside the scope of application of EU law,' the
parliament changed the general rule defining the scope of application of the Personal Data Protection
Act (3axon 3a 3awuma na auunume oannu). Thus, the old provision stipulating that the law shall apply
to the processing of personal data for the purposes of national defence and national security “insofar as
a specific law does not provide otherwise” was replaced by a new rule, according to which the law
“shall not apply to the processing of personal data for the purposes of national defence and national
security unless otherwise provided by a special law”.” This change also has an impact on the powers of
the national data protection authority. Under the old regime, the Commission for Personal Data
Protection (CPDP) (Komucus 3a 3awuma na auunume oannu, K3JIJI) was empowered by law to
supervise compliance with data protection rules by intelligence authorities, unless a special law
provided otherwise. The new wording of the law, however, requires the data protection authority to be
explicitly authorised by the special laws governing the operation of the various intelligence services in
order to retain its supervisory powers over the processing of personal data by these services.

This change was accompanied by corresponding amendments to the special laws governing the
operation of the different intelligence services.

e In the Military Intelligence Act (3akon 3a 6oennomo pazysuasane), the provision that personal data
shall be processed in accordance with this act and the Personal Data Protection Act (3axon 3a
sawuma Ha quynume Oannu) was replaced by a new rule stating that (1) personal data shall be
processed only in accordance with this act, and (2) the control over the protection of the rights of
individuals in the processing of their personal data and access to such data shall be exercised by the
Commission for Personal Data Protection (CPDP) (Komucusa 3a 3awuma na nuunume OanHu,
K3JLd) under the terms and conditions of the Personal Data Protection Act (3axox 3a 3awuma na
auunume Oaunu).” Despite the change, the national data protection authority retained its
competencies related to the protection of the rights of individuals whose personal data have been
processed by the military intelligence services.

e In the State Intelligence Agency Act (3axon 3a Jupowcasna acenyus ,,Pazysnasarne”) all rules
referring to the Personal Data Protection Act (3axkon 3a 3awuma una auunume OanHu) Were
repealed.* Unlike the other laws governing the operation of intelligence services, in this law no
explicit provision was included to retain the competencies of the data protection authority in relation
to the protection of the rights of individuals whose personal data have been processed. The law
envisages that the procedure for processing personal data shall be laid down in an internal legal act
issued by the agency’s chairperson, which, however, is not public.’

e In the State Agency for National Security Act (3axon 3a [Jvporcasua acenyus ,, Hayuonanna
cucyprocm”) some of the provisions referring to the Personal Data Protection Act (3akon 3a
sawuma na auunume oannu) were amended, but the provision stipulating that the control over the
protection of the rights of individuals in the processing of their personal data and access to such
data shall be exercised by the Commission for Personal Data Protection (CPDP) (Komucus 3a

! Bulgaria, National Assembly (Hapoono cv6panue) (2019), Explanatory report to the Draft Amendments and Supplements
to the Personal Data Protection Act (Momusu kvm 3axononpoexm 3a uzmenenue u 0onviHeHue Ha 3akoHa 3a 3awuma Ha
nuunume oannu), 18 July 2015.

2 Bulgaria, Amendments and Supplements to the Personal Data Protection Act (3axon 3a usmenenue u donvinenue na 3axona
3a 3awuma na auunume dannu), 26 February 2019.

3 Bulgaria, Military Intelligence Act (3axon 3a soennomo pasysnasane), 13 November 2015, last amended 26 March 2021,
Art. 78.

4 Bulgaria, State Intelligence Agency Act (3axon sa fvpocasna azenyus ,, Pasysnasane’), 13 October 2015, last amended 4
August 2020, Art. 27 and Art. 28.

5 Bulgaria, State Intelligence Agency Act (3axon 3a [vpoicasna azenyus ,, Pasysnasane™), 13 October 2015, last amended 4
August 2020, Art. 27 and Art. 28.
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sawuma Ha auunume oannu, K3JI1) under the terms and conditions of the Personal Data Protection
Act (3axon 3a 3awuma na auunume dannu) was preserved.®

Regardless of these changes in the powers of the Commission for Personal Data Protection (CPDP)
(Komucusa 3a sawyuma na auynume oannu, K3JI), in accordance with Article 11 of the amended
Convention of the Council of Europe for the Protection of Individuals with Automated Processing of
Personal Data (Convention 108+), the independent and effective supervision of the processing of
personal data has been preserved. On the one hand, the use of special intelligence means and the storage
and destruction of information collected through such means (including the storage and destruction of
information acquired by the intelligence services through the so-called “covert surveillance™), is
controlled by the National Bureau for Control over Special Intelligence Means (NBCSIM)
(Hayuonanno 610po 3a xonwmpon na cneyuannume pasysnasamennu cpedcmea, HBKCPC).” On the
other hand, the access, authorisation, storage and destruction of electronic communications (including
the storage and destruction of collected traffic data) is controlled by the Committee for Oversight of the
Security Services, the Deployment of Special Intelligence Means and the Access of Data under the
Electronic Communications Act (Komucus 3a KoHmpon Hao ciydcoume 3a Cu2ypHoCcm, NPUiLacaHemo u
UBNON36AHENO HA CReYUATHUme pa3y3Hasamennu cpedcmsea u 00Cmvna 00 OaHHume no 3aKona 3a
eekmponnume cvobuyenus).”

The other amendments to the legal framework governing the operation of intelligence services adopted
during the reporting period were not related to the use of surveillance or the collection and processing
of data.

The legal framework governing the use of special intelligence means was amended several times since
mid-2017 and more amendments are under discussion. None of these changes, however, are related to
the use of surveillance by intelligence services.

According to official data published by the National Bureau for Control over Special Intelligence Means
(NBCSIM) (Hayuonanno 610po 3a konmpoa na cneyuainume pasysnasamennu cpeocmea, HBKCPC),
the relative share of special intelligence means used by national intelligence services is significantly
lower compared to police authorities and prosecutors. In 2021, for example, more than 86 % of the
requests for using special intelligence means came from the police and the prosecution services, about
10 % from the State Agency for National Security (SANS) (Jwvporcasua acenyus ,, Hayuonanua
cueypnocm”, JJAHC), and none from the State Intelligence Agency (SIA) (Jwporcasna acenyus
., Pasysnasane”, JIAP) and the Military Intelligence Service (MIS) (Cnyoicoa ,, Boenno pasysnasane”,
CBP).°

Bulgarian laws and practices relating to secret surveillance remain under ongoing review by the
Committee of Ministers of the Council of Europe in the exercise of its task of supervising the execution
of the ECtHR judgment in the case Association for European Integration and Human Rights and
Ekimdzhiev v. Bulgaria.'® Meanwhile, in January 2022, the Court delivered a new judgment holding
that both the system of secret surveillance and the system of retention and subsequent accessing of
communications data in Bulgaria did not meet the requirements of Article 8 of the European Convention
for the Protection of Human Rights and Fundamental Freedoms. According to the Court, although

¢ Bulgaria, State Agency for National Security Act (3axon 3a dvpowcasna azenyus ,, Hayuonamna cuzyprnocm’’), 13 October
2015, last amended 5 June 2020, Art. 37.

7 Bulgaria, Special Intelligence Means Act (3axon sa cneyuannume pasysnasamennu cpeocmea), 21 October 1997, last
amended 5 August 2022, Art. 35b.

8 Bulgaria, Electronic Communications Act (3axon 3a enekmponnume cvobuenus), 22 May 2007, last amended 26 April 2022,
Art. 261b.

° Bulgaria, National Bureau for Control over Special Intelligence Means (Hayuonanno 610po 3a Konmpon na cneyuainume
pasysHasamennu cpeocmea) (2022), Annual Report 2021, 26 May 2022.

10 European Court of Human Rights (ECtHR), Association for European Integration and Human Rights and Ekimdzhiev and
Others v. Bulgaria, No. 62540/00, 28 June 2007.
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significantly improved after they were examined by the Court in Association for European Integration
and Human Rights and Ekimdzhiev v. Bulgaria, the laws governing secret surveillance in Bulgaria, as
applied in practice, still fall short of the minimum safeguards against arbitrariness and abuse required
under Article 8 of the Convention in the following respects: (a) the internal rules governing the storage
and destruction of materials obtained via surveillance have not been made accessible to the public; (b)
the term “objects” that may be placed under surveillance is not defined in a way so as to ensure that it
cannot serve as a basis for indiscriminate surveillance; (c) the excessive duration of the initial
authorisation for surveillance on national-security grounds — two years — significantly weakens the
judicial control to which such surveillance is subjected; (d) the authorisation procedure, as it operates
in practice, is not capable of ensuring that surveillance is resorted to only when “necessary in a
democratic society”; (¢) a number of lacunae exist in the statutory provisions governing the storing,
accessing, examining, using, communicating and destroying of surveillance data; (f) the oversight
system, as currently organised, does not comply with the requirements of sufficient independence,
competence and powers; (g) the notification arrangements are too narrow; and (h) the dedicated remedy,
a claim for damages, is not available in practice in all possible scenarios, does not ensure examination
of the justification of each instance of surveillance (by reference to reasonable suspicion and
proportionality), is not open to legal persons, and is limited in terms of the relief available. The Court
also noted that those shortcomings in the legal regime appear to have had an actual impact on the
operation of the system of secret surveillance in Bulgaria with the recurring scandals relating to secret
surveillance suggesting the existence of abusive surveillance practices, which appear to be at least in
part due to the inadequate legal safeguards. Based on these findings the Court concluded that the
Bulgarian laws governing secret surveillance do not fully meet the “quality of law” requirement and are
incapable of keeping the “interference” entailed by the system of secret surveillance in Bulgaria to what

is “necessary in a democratic society”."’

A recent article on the need for reforms in the use of special intelligence means in the context of the
series of judgments against Bulgaria by the ECtHR recommended several legislative changes including,
among others, reducing the duration of the initial authorisation for surveillance on national-security
grounds from two years to one year (with an option for two extensions of up to one year each) and
extending the range of persons to be notified beyond those who have been illegally subjected to
surveillance.

! European Court of Human Rights (ECtHR), Ekimdzhiev and Others v. Bulgaria, No. 70078/12, 11 January 2022.

12 Stoichkov, O. (2022), ‘Special Intelligence Means and the Judgments of the European Court of Human Rights against
Bulgaria’ (‘Cneyuainu_pasysnasamennu cpeocmea u_pewenusma Ha_Esponetickusi_cv0 no_npasama_Ha_4o8eKd cpeusy
buvaeapus’), Lex.bg, 26 October 2022.
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2. Annexes- Table and Figures

2.1. Overview of security and intelligence services in the EU-27

FRANET contractors are requested to check the accuracy of the table below (see Annex pp. 93 - 95 of
the FRA 2015 report) and correct or add in track changes any missing information concerning security
and intelligence services in their Member State (incl. translation and abbreviation in the original
language). Please provide the full reference in a footnote to the relevant national law substantiating all
the corrections and/or additions made in the table.

Civil (internal) Civil (external) Civil (internal and Military
external)
BG State Agency for State Military Intelligence Service
National Security Intelligence (MIS) / Cryacoa ,, Boenno
(SANS) / Jvporcasna | Agency (SIA) / pasysnasane (CBP)!
Aeenyus Lvporcasna
., Hayuonanna aceHyusl
cueyprnocm *“ (AAHC) | ,, Pazysuasane”,
(IAP)"

The State Agency “Technical Operations” (SATO) (Jvpoicasna acenyus ,, Texnuuecku onepayuu”,
HATO), listed in the table as a civil internal security and intelligence service, does not exactly fit into
this category. This is the agency responsible for the technical implementation of special intelligence
means. It operates upon request by an authorised body and can act upon its own initiative only in cases
of imminent danger of a serious crime or in the event of a threat to national security.'> According to
Bulgarian law, there are three security and intelligence services: the State Agency for National Security
(SANS) (Avporcasna Acenyus ,, Hayuonanna cueypnocm”, JAHC), the State Intelligence Agency (SIA)
([vporcasna acenyus ,, Pazysnasane”, IAP) and the Military Intelligence Service (MIS) (Cayorcoa
,, Boenno pazysnasane”, CBP). When any of these services intends to use surveillance and has obtained
the required authorisation from the court, it can either (a) request SATO to apply the necessary
surveillance tools and provide the collected information, or (b) apply its own surveillance tools that it
is explicitly authorised by law to possess and use.

The civil internal intelligence service is the State Agency for National Security (SANS) (dvporcasua
acenyus ,, Hayuonanna cueypnocm”, JIAHC). It was established in 2008 with the adoption of the State
Agency for National Security Act (3axon 3a Jupacasua azenyus ,, Hayuonanna cueyprocm”™).'® The

13 Bulgaria, State Intelligence Agency Act (3axon 3a [vpowcasna azenyus ,, Pasysnasane’), 13 October 2015, last amended 4
August 2020.

14 Bulgaria, Military Intelligence Act (3axon 3a soennomo pasysnasane), 13 November 2015, last amended 26 March 2021.

15 Bulgaria, Special Intelligence Means Act (3akon 3a cneyuannume pasysnasamennu cpedcmea), 21 October 1997, last
amended 5 August 2022, Art. 18. In cases of imminent danger of committing a serious intentional crime or in the event of a
threat to national security, special intelligence means may be used without permission, based on an order of the Chairperson
of the State Agency “Technical Operations” (SATO) (Jepoicasua acenyus ,, Texnuuecku onepayuu”, JJATO), the Chairperson
of the State Agency for National Security (SANS) (Jvporcasna Acenyus ,, Hayuonanna cueypnocm”, JJAHC) or the Secretary
General of the Ministry of the Interior (Mol) (Munucmepcmeo na evmpewnume pabomu, MBP). In such cases, an authorisation
by the court should be provided within 24 hours to continue using the special intelligence means and validate the activities
carried out by that moment.

16 Bulgaria, State Agency for National Security Act (3axon 3a vpoicasna azenyus ., Hayuonanna cueyprnocm’), 20 December
2007, last amended 5 June 2020.
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agency operates as a specialised government body for counterintelligence, security and detection,
prevention and neutralisation of threats to the country’s national security.'’

The civil external intelligence service is the State Intelligence Agency (SIA) (Jwporcasna acenyus
., Pasysnasane”, JIAP). It was established in 2015 with the adoption of the State Intelligence Agency
Act (Bakon 3a /[vpocasna azenyus ,, Pazysnasane”) and replaced the former National Intelligence
Service (NIS) (Hayuonanna pazysnasamenna ciyac6a, HPC).'® Previously under the president, the new
agency is now directly subordinate to the government. The agency is a security service, which obtains,
processes, analyses and provides the state leadership with intelligence, assessments, analyses and
prognoses, related to the country’s national security, interests and priorities. '’

The Military Intelligence Service (MIS) (Cayorcoa ,, Boenno pasysnasane”, CBP) is the new name of
the military intelligence unit, formerly known as Military Information Service (MIS) (Cnyorcoa
., Boenna ungopmayus ). Previously governed by the Defence and Armed Forces of the Republic of
Bulgaria Act (3akon 3a ombpanama u evopwowcenume cunu Ha Penyénuxa Bvneapus),” since 2015 the
service’s organisation, operation, tasks and functions are regulated by the Military Intelligence Act
(Baxon 3a eoennomo paszysnasane).”’ In July 2020, the name of the service was changed to Military
Intelligence Service (MIS) (Cnyaicba ,, Boenno pasysuagane”, CBP).?

2.2. EU Member States’ legal framework on surveillance reformed since 2017

In order to update the map below (Figure 1 (p. 20) of the FRA 2017 report), FRANET contractors are
requested to state:

1. Whether their legal framework on surveillance has been reformed or is in the process of being
reformed since mid-2017 — see the Index of the FRA 2017 report, pp. 148 - 151. Please do not
to describe this new legislation but only provide a full reference.

2. whether the reform was initiated in the context of the PEGASUS revelations.

17 For more information about the organisation and activities of the State Agency for National Security, see the agency’s
website.

18 Bulgaria, State Intelligence Agency Act (3axon 3a [vporcasna azenyus ,, Pasysnasane’), 13 October 2015, last amended 4
August 2020.

19 For more information about the organisation and activities of the State Intelligence Agency, see the agency’s website.

20 Bulgaria, Defence and Armed Forces of the Republic of Bulgaria Act (3axon 3a omopanama u evopvocenume cuu na
Penyonuxa bvieapus), 12 May 2009, last amended 5 August 2022.

21 Bulgaria, Military Intelligence Act (3axon 3a soennomo pasysnasane), 13 November 2015, last amended 26 March 2021.

22 For more information about the organisation and activities of the Military Intelligence Service, see the service’s website.
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Figure 1: EU Member States’ legal frameworks on surveillance reformed since
October 2015

I L12ws and reforms have been introduced
Mo significant legal amendments

Since mid-2017, several legislative reforms took place affecting, in a different manner, the use of
surveillance by intelligence services.

The Special Intelligence Means Act (3axox 3a cneyuannume pasysnasamennu cpeocmsa), which is the
main legal act governing the use of surveillance, was amended nine times.?* None of the amendments
was related to the PEGASUS revelations.

A major amendment to the Personal Data Protection Act (3akon 3a 3awuma na ruunume OanHu) was
adopted in February 2019 as part of the overall legislative reform aimed to bring Bulgarian legislation
in compliance with the General Data Protection Regulation and Directive (EU) 2016/680. The
amendment excluded intelligence services from the scope of application of the data protection law.
Based on the understanding that the General Data Protection Regulation and Directive (EU) 2016/680
do not apply to the processing of personal data outside the scope of application of EU law,** the
parliament changed the general rule defining the scope of application of the Personal Data Protection
Act (Baxon 3a 3awguma na auunume oannu). Thus, the old provision stipulating that the law shall apply

23 Bulgaria, Special Intelligence Means Act (3axon 3a_cneyuannume pazysnasamennu cpedcmsa), 21 October 1997, last
amended 5 August 2022.

24 Bulgaria, National Assembly (Hapoono cvopanue) (2019), Explanatory report to the Draft Amendments and Supplements
to the Personal Data Protection Act (Momusu kvm 3axononpoexm 3a uzmenenue u 0onviHeHue Ha 3aKkoHa 3a 3awuma Ha
nuunume oannu), 18 July 2015.
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to the processing of personal data for the purposes of national defence and national security “insofar as
a specific law does not provide otherwise” was replaced by a new rule, according to which the law
“shall not apply to the processing of personal data for the purposes of national defence and national
security unless otherwise provided by a special law”.?* This change had an impact on the powers of the
national data protection authority, which, under the old regime, was empowered by law to supervise
compliance with data protection rules by intelligence services, unless a special law provided otherwise.
The new wording of the law, however, requires the data protection authority to be explicitly authorised
by law in order to retain its supervisory powers over these services.

This change was accompanied by amendments to the special laws governing the operation of the
different intelligence services.

e In the Military Intelligence Act (3axon 3a soennomo paszysuasane), the provision that personal data
shall be processed in accordance with this act and the Personal Data Protection Act (3akon 3a
sawuma na auyHume oannu) was replaced by a new rule stating that (1) personal data shall be
processed only in accordance with this act, and (2) the control over the protection of the rights of
individuals in the processing of their personal data and access to such data shall be exercised by the
Commission for Personal Data Protection (CPDP) (Komucus 3a 3awuma na nuunume oaunmu,
K3J11) under the terms and conditions of the Personal Data Protection Act (3axon 3a 3awuma na
nuunume Oannu).’® Despite the change, the national data protection authority retained its
competencies related to the protection of the rights of individuals whose personal data have been
processed by the military intelligence services.

e In the State Intelligence Agency Act (3axon 3a /Jepocasna acenyus ,, Pazysnasane”) all rules
referring to the Personal Data Protection Act (3axor 3a sawuma na auunume OaHHuU) Were
repealed.”’ Unlike the other laws governing the operation of intelligence services, in this law no
explicit provision was included to retain the competencies of the data protection authority in relation
to the protection of the rights of individuals whose personal data have been processed. The law
envisages that the procedure for processing personal data shall be laid down in an internal legal act
issued by the agency’s chairperson, which, however, is not public.®

e In the State Agency for National Security Act (3axor 3a Hwpoicasna acenyus ,, Hayuonanna
cueypnocm”’) some of the provisions referring to the Personal Data Protection Act (3axon 3a
sawuma Ha uyHume oannu) were amended, but the provision stipulating that the control over the
protection of the rights of individuals in the processing of their personal data and access to such
data shall be exercised by the Commission for Personal Data Protection (CPDP) (Komucus 3a
sawuma na auynume oannu, K3JIT) under the terms and conditions of the Personal Data Protection
Act (3axon 3a 3awuma na auunume oannu) was preserved.”’

Other amendments to the legal framework governing the operation of intelligence services were also
adopted during the reporting period, but they were not related to the use of surveillance or the collection
and processing of data.

25 Bulgaria, Amendments and Supplements to the Personal Data Protection Act (3axon 3a usmenenue u donvanenue na 3axona
3a 3awuma Ha auuHume dannu), 26 February 2019.

26 Bulgaria, Military Intelligence Act (3axor 3a soenrnomo pasysnasane), 13 November 2015, last amended 26 March 2021,
Art. 78.

27 Bulgaria, State Intelligence Agency Act (3axon sa [vporcasna azenyus ,, Pasysnasane”), 13 October 20135, last amended 4
August 2020, Art. 27 and Art. 28.

28 Bulgaria, State Intelligence Agency Act (3axon sa [Jvpocasna azenyus ,, Pasysnasane’), 13 October 2015, last amended 4
August 2020, Art. 27 and Art. 28.

29 Bulgaria, State Agency for National Security Act (3axon sa [Tvpoicasna azenyus ,, Hayuonanna cuzyprnocm’’), 13 October
2015, last amended 5 June 2020, Art. 37.
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The Internal rules on the procedures and operation of the Committee for Oversight of the Security
Services, the Deployment of Special Intelligence Means and the Access of Data under the Electronic
Communications Act ceased to apply with the dissolution of the parliament under which this committee
was established. According to Bulgarian law, the committee, elected by each successive parliament,
adopts its own internal rules. The rules of the current committee were adopted on 3 November 2022.%
Despite the fact that each newly elected committee adopts its own internal rules, there have been no
major changes affecting the committees’ powers, including their oversight role

2.3. Intelligence services’ accountability scheme

FRANET contractors are requested to confirm whether the diagram below (Figure 5 (p. 65) of the FRA
2017 report) illustrates the situation in your Member State in an accurate manner. If it is not the case,
please suggest any amendment(s) as appropriate and substantiate it/them with specific reference to the
legal framework.

The diagram (Figure 5 (p. 65) of the FRA 2017 report) illustrates in an accurate manner the situation in
Bulgaria in terms of accountability of intelligence services.

Figure 5: Intelligence services’ accountability scheme
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2.4. Parliamentary oversight of intelligence services in EU Member States

FRANET contractors are requested to confirm that the map below (Figure 6 (p. 66) of the FRA 2017
report) illustrates the situation in your Member State in an accurate manner. If it is not the case, please
suggest any amendment(s) as appropriate and substantiate it/them with specific reference to the legal
framewortk.

The map (Figure 6 (p. 66) of the FRA 2017 report) illustrates in an accurate manner the situation in
Bulgaria in terms of parliamentary oversight of intelligence services. In Bulgaria, there is one

30 Bulgaria, Internal rules on the organisation and activities of the Committee for Oversight of the Security Services, the
Deployment of Special Intelligence Means and the Access of Data under the Electronic Communications Act (Bumpewiiu
npasuna_3a_opeanuzayusma u_oeurocmma Ha Komucusima 3a_koHmpon Had cayicOume 3d_cucypHOCH, NPUldedaHemo u
UBNON36AHEMO _HA _CNeYUAIHUME _DA3V3HABAMENHU CPeICmed _U_Jocmvnd 00 OaHHUmMe no_3aKOHA 34 _eleKmpPOHHUme
cvobwenus), 3 November 2022.
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specialised parliamentary committee dealing solely with the exercise of oversight of security services
(including intelligence services) and the use of surveillance techniques. In the present parliament, this
is the Committee for Oversight of the Security Services, the Deployment of Special Intelligence Means
and the Access of Data under the Electronic Communications Act (Komucus 3a xommpon nao
cayaicoume 3a cucypHOCH, NPUIA2AHEMO U U3NOI36AHEMO HA CReYUATHUME PA3Y3HABAMETHU CPeOCmEd
u 0ocmvna 0o 0anHume no 3aKoHa 3a eleKmpoHHume cbobuyenus).”"

Figure 6: Parliamentary oversight of intelligence services in EU Member States
[l several spedialised parliamentary committees (z)
I one spedalised parllamentary committee (19)

I non-specialised parllamentary commitiee (5)
Mo committees (2)

2.5. Expert bodies (excluding DPAs) overseeing intelligence services in the EU

FRANET contractors are requested to check the accuracy of the table below (Table 2 (p. 68) of the FRA
2017 report). In case of inaccuracy, please suggest any amendment(s) as appropriate and substantiate
it/them with specific reference to the legal framework.

The table (Table 2 (p. 68) of the FRA 2017 report) accurately indicates the expert body overseeing
intelligence services in Bulgaria.

Table 2: Expert bodies (excluding DPAs) overseeing intelligence services in the EU

EU Member .
Expert Bodies
State
National Bureau for Control over Special Intelligence Means

BG
(HayuoHanHo 610po 30 KOHMPOs HA creyuaaHume pasysHasamesaHu cpedcmaa)

31 For more information on the activities of the committee, see the relevant section on the website of the parliament.
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2.6 DPAs’ powers over national intelligence services, by member states

FRANET contractors are requested to confirm that the map below (Figure 7 (p. 81) of the FRA 2017
report) illustrates the situation in your Member State in an accurate manner. If it is not the case, please
suggest any amendment(s) as appropriate and substantiate it/them with specific reference to the legal
framework.

The map (Figure 7 (p. 81) of the FRA 2017 report) does not illustrate the situation in Bulgaria in an
accurate manner. Bulgaria no longer falls under the category “same powers as over other data
controllers” and should be moved to the category “limited powers”.

In February 2019, as part of the legislative reform aimed to bring Bulgarian legislation in compliance
with the General Data Protection Regulation and Directive (EU) 2016/680, surveillance activities were
excluded from the overall scope of application of the Personal Data Protection Act (3axon 3a 3awuma
na nuunume oannu).>* According to the explanatory report accompanying the amendments, the changes
were in compliance with the principle that the GDPR and Directive (EU) 2016/680 did not apply to the
processing of personal data in areas outside the scope of the application of EU law.** The changes
limited the powers of the Commission for Personal Data Protection (CPDP) (Komucus 3a 3awuma na
auunume dannu, K3JI1) in the area of surveillance to those explicitly provided for in the special laws
governing the operation of the different intelligence services. These special laws, in turn, govern the
matter differently. In the Military Intelligence Act (3akon 3a oennomo pasysuasane)®* and the State
Agency for National Security Act (3axon 3a Jupowcasna azenyus , Hayuonanna cueypnocm”)>® the
power of the commission to exercise control over the protection of the rights of individuals in the
processing of their personal data was retained, while in the State Intelligence Agency Act (3akon 3a
JTvpoicasna azenyus ,, Pazysnasane ), no such provision was included.*®

32 Bulgaria, Amendments and Supplements to the Personal Data Protection Act (3axon 3a usmenenue u donvanenue na 3axona
3a sawuma na auynume dannu), 26 February 2019.

33 Bulgaria, National Assembly (Hapoono cvopanue) (2019), Explanatory report to the Draft Amendments and Supplements
to the Personal Data Protection Act (Momusu xvm 3axononpoexm sa usmenenue u donvanenue na 3aKOHA 3a_3awuma Ha
nuunume dannu), 18 July 2015.

34 Bulgaria, Military Intelligence Act (3axon 3a soennomo pasysnasane), 13 November 2015, last amended 26 March 2021,
Art. 78.

35 Bulgaria, State Agency for National Security Act (3axon 3a Avpocasna azenyus ,, Hayuonanna cuevprnocm’™), 13 October
2015, last amended 5 June 2020, Art. 37.

36 Bulgaria, State Intelligence Agency Act (3axon 3a [Jvpocasna azenyus ,, Pasysnasane’’), 13 October 2015, last amended 4
August 2020, Art. 27 and Art. 28.
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Figure 7: DPAs’ powers over national intelligence services, by member states
[l 52me powers as over other data controllers (7)
I uimited powers {10)
Ho powers (1)

2.7. DPAs’ and expert bodies’ powers over intelligence techniques, by EU
Member State

FRANET contractors are required to check the accuracy of the figure below (Figure 8 (p. 82) of the
FRA 2017 report). In case of inaccuracy, please suggest any amendment(s) as appropriate and
substantiate it/them with specific reference to the legal framework.

The figure (Figure 8 (p. 82) of the FRA 2017 report) does not accurately illustrate the situation in
Bulgaria, specifically in terms of the powers of the national DPA. In the upper part of the figure,
Bulgaria is correctly placed in the category “Specialised expert bodies”. In the lower part of the figure,
however, Bulgaria no longer falls under the category “DPA with same powers” and should be moved
to the category “DPA with limited powers”.

In February 2019, as part of the legislative reform aimed to bring Bulgarian legislation in compliance
with the General Data Protection Regulation and Directive (EU) 2016/680, surveillance activities were
excluded from the overall scope of application of the Personal Data Protection Act (3axox 3a 3awuma
na nuunume oannu).”’ According to the explanatory report accompanying the amendments, the changes
were in compliance with the principle that the GDPR and Directive (EU) 2016/680 did not apply to the
processing of personal data in areas outside the scope of the application of EU law.*® The changes

37 Bulgaria, Amendments and Supplements to the Personal Data Protection Act (3axon 3a usmenenue u donviunenue na 3axona
3a 3awuma na auuHume dannu), 26 February 2019.

38 Bulgaria, National Assembly (Hapoono cvopanue) (2019), Explanatory report to the Draft Amendments and Supplements
to the Personal Data Protection Act (Momusu kvm 3axononpoexm 3a uzmenenue u 0onviHeHue Ha 3aKoHa 3a 3awuma Ha
nuunume oannu), 18 July 2015.
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limited the powers of the Commission for Personal Data Protection (CPDP) (Komucusa 3a 3awuma na
auynume dannu, K3JIM1) in the area of surveillance to those explicitly provided for in the special laws
governing the operation of the different intelligence services. These special laws, in turn, govern the
matter differently. In the Military Intelligence Act (3axon 3a 6oennomo pasysnaeane)®® and the State
Agency for National Security Act (3axon 3a Jupowcasna acenyus ,, Hayuonanna cueypnocm”)* the
power of the commission to exercise control over the protection of the rights of individuals in the
processing of their personal data was retained, while in the State Intelligence Agency Act (3axox 3a
Jlvporcasna azenyus ,, Pazysnagane”), no such provision was included. !

Figure 8: DPAs’ and expert bodies’ powers over intelligence techniques, by EU
Member State
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2.8. Binding authorisation/approval of targeted surveillance measures in the
EU

FRANET contractors are required to check the accuracy of table below (Table 4 (p. 95) of the FRA
2017 report). In case of inaccuracy, please suggest any amendment(s) as appropriate and substantiate
it/them with specific reference to the legal framework.

39 Bulgaria, Military Intelligence Act (3axon 3a soenrnomo pasysnasane), 13 November 2015, last amended 26 March 2021,
Art. 78.

40 Bulgaria, State Agency for National Security Act (3axon sa vpocasna azenyus ,, Hayuonanna cuevprnocm’™), 13 October
2015, last amended 5 June 2020, Art. 37.

41 Bulgaria, State Intelligence Agency Act (3axon sa dvpoicasna azenyus ,, Pasysuasane’), 13 October 2015, last amended 4
August 2020, Art. 27 and Art. 28.
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Table 4: Binding authorisation/approval of targeted surveillance measures in the EU-
27

Judicial Executive Expert bodies Services
BG v

The table (Table 4 (p. 95) of the FRA 2017 report) illustrates accurately the situation in Bulgaria. In
Bulgaria, the use of targeted surveillance measures is authorised only by the courts.

2.9. Approval/authorisation of general surveillance of communication

All FRANET contractors are requested to check the accuracy of the table below (Table 5 (p. 97) of the
FRA 2017 report), and to update/include information as it applies to their Member State (if not
previously referred to). In case of inaccuracy, please suggest any amendment(s) as appropriate and
substantiate it/them with specific reference to the legal framework, in particular where - since 2017 -
your Member State regulates these type of surveillance methods (for a definition of general
surveillance, see FRA 2017 Report, p. 19).

Table 5: Approval/authorisation of general surveillance of communication in France,
Germany, the Netherlands and Sweden

Judicial Parliamentary Executive Expert
DE v v
FR v
NL v v v
SE v

The table (Table 5 (p. 97) of the FRA 2017 report) illustrates accurately the situation in Bulgaria in
terms of application of general surveillance of communication.

2.10. Non-judicial bodies with remedial powers

FRANET contractors are requested to check the accuracy of table below (Table 6 (p. 112) of the FRA
2017 report). In case of inaccuracy, please suggest any amendment(s) as appropriate and substantiate
it/them with specific reference to the legal framework.

Table 6: Non-judicial bodies with remedial powers in the context of surveillance,
by EU Member State

Executive Expert DPA Parliamentary Ombuds
(ministry) body(ies) committee(s) institution
BG v (within the limits v

of the powers laid
down in special

laws) ~£

The table (Table 6 (p. 112) of the FRA 2017 report) does not accurately illustrate the situation in
Bulgaria, specifically in terms of the powers of the national DPA.

In Bulgaria, the expert body, the National Bureau for Control over Special Intelligence Means
(NBCSIM) (Hayuonanrno 610po 3a konmpoa na cneyuainume pasysnasamennu cpeocmea, HBKCPC),
has certain remedial powers. The bureau can exercise control over the use of special intelligence means
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based on “justified requests” (Momusupanu uckanus) from individuals*, and can give “mandatory
instructions related to improving the regime of use and application of special intelligence means, as

well as to the storage and destruction of the information acquired through them”.*’

In February 2019, as part of the legislative reform aimed to bring Bulgarian legislation in compliance
with the General Data Protection Regulation and Directive (EU) 2016/680, surveillance activities were
excluded from the overall scope of application of the Personal Data Protection Act (3axox 3a 3awuma
na nuunume oannu).** According to the explanatory report accompanying the amendments, the changes
were in compliance with the principle that the GDPR and Directive (EU) 2016/680 did not apply to the
processing of personal data in areas outside the scope of the application of EU law.* The changes
limited the powers of the Commission for Personal Data Protection (CPDP) (Komucus 3a 3awuma na
auunume dannu, K3JIM1) in the area of surveillance to those explicitly provided for in the special laws
governing the operation of the different intelligence services. These special laws, in turn, govern the
matter differently. In the Military Intelligence Act (3axon 3a éoennomo pazysznasane)*® and the State
Agency for National Security Act (3axon 3a JJupacaena acenyus ,, Hayuonanna cuzypnocm™)*’ the
power of the commission to exercise control over the protection of the rights of individuals in the
processing of their personal data was retained, while in the State Intelligence Agency Act (3axon 3a
TTvpaicasna azenyus ,, Pazysnasane”), no such provision was included.*®

2.11. Implementing effective remedies

FRANET contractors are requested to confirm that the diagram below (Figure 9 (p. 114) of the FRA
2017 report) illustrates the situation in your Member State in an accurate manner. If it is not the case,
please suggest any amendment(s) as appropriate and substantiate it/them with specific reference to the
legal framework.

The figure (Figure 9 (p. 114) of the FRA 2017 report) illustrates in an accurate manner the situation in
Bulgaria.

42 Bulgaria, Rules on the Activities of the National Bureau for Control over Special Intelligence Means and its Administration
(lIpasunnux 3a deinocmma na Hayuonannomo 610po 3a KOHMPOL HA CREYUATHUME PA3V3HABAMENHY CPeOCMEd U He208amd
aomunucmpayus), 4 October 2016, Art. 8.

43 Bulgaria, Special Intelligence Means Act (3axon 3a cneyuannume pasysnasamennu cpeocmea), 21 October 1997, last
amended 5 August 2022, Art. 34f.

4 Bulgaria, Amendments and Supplements to the Personal Data Protection Act (3axon 3a usmenenue u donvanenue na 3axona
3a 3awuma Ha auuHume dannu), 26 February 2019.

45 Bulgaria, National Assembly (Hapooro cwvopanue) (2019), Explanatory report to the Draft Amendments and Supplements
to the Personal Data Protection Act (Momuesu xvm 3axononpoexm 3a usmenenue 1 0ONbaAHeHUE HAd 3aKOHA 34 3auuma Ha
nuunume dannu), 18 July 2015.

46 Bulgaria, Military Intelligence Act (3axon 3a soennomo pasysnasane), 13 November 2015, last amended 26 March 2021,
Art. 78.

47 Bulgaria, State Agency for National Security Act (3axon sa vpocasna azenyus ,, Hayuonanna cuevprnocm™), 13 October
2015, last amended 5 June 2020, Art. 37.

48 Bulgaria, State Intelligence Agency Act (3axon sa dvpoicasna azenyus ,, Pasysuasane’), 13 October 2015, last amended 4
August 2020, Art. 27 and Art. 28.
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Figure 9: Implementing effective remedies: challenges and solutions
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2.12. Non-judicial bodies’ remedial powers

FRANET contractors are required to check the accuracy of table below (Table 7 (pp. 115 - 116) of the

FRA 2017 report). In case of inaccuracy, please suggest any amendment(s) as appropriate and
substantiate it/them with specific reference to the legal framework.

2. Table 7: Non-judicial bodies’ remedial powers in case of surveillance, by EU

Member State
Decisions May fully Control is Decision may
Bodies with remedial competence are binding access communicated be reviewed

collected data to complainant

BG

National Bureau for Control over Special Intelligence Means

Commission for Personal Data Protection

Committee for Oversight of the Security Services, the Deployment
of Special Intelligence Means and the Access of Data under the
Electronic Communications Act

Note:

= Expert body

= Ombuds institution

= Data protection authority
= Parliamentary Committee

- = Executive

Source: FRA, 2017

The table (Table 7 (pp. 115 - 116) of the FRA 2017 report) does not illustrate in an accurate manner the
situation in Bulgaria.

In Bulgaria, the expert body, the National Bureau for Control over Special Intelligence Means
(NBCSIM) (Hayuonantno 610po 3a kKoHmpoa Ha cneyuainume pasysnasamentu cpeocmea, HBKCPC),
has certain remedial powers. The bureau can carry out inspections of the use of special intelligence
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means based on “justified requests” (vomueupanu ucxanus) from individuals*. It can provide
intelligence services with “mandatory instructions related to improving the regime of use and
application of special intelligence means, as well as to the storage and destruction of the information
acquired through them”.*® The bureau notifies ex officio all persons on whom special intelligence means
have been unlawfully used. This applies both to cases where the inspection is carried out on the basis
of a justified request by an individual and where it is carried out at the bureau’s own initiative.”' The
persons concerned are not notified only if this would create risk (a) of not achieving the objectives, for
which the special intelligence means have been used, (b) of revealing the operational methods or
techniques, or (¢) for the life or health of the undercover officer or their ascendants, descendants,
siblings, spouse or persons with whom the officer is in a particularly close relationship, when the risk
arises from the assigned tasks. In addition to informing the persons concerned, the bureau should also
notify the prosecutor’s office, the head of the body that applied the special intelligence means and the
head of the body that had requested it.>

The data protection authority has access to the collected data with the limits of its powers laid down in
the special laws governing the operation of the different security services. In February 2019, as part of
the legislative reform aimed to bring Bulgarian legislation in compliance with the General Data
Protection Regulation and Directive (EU) 2016/680, surveillance activities were excluded from the
overall scope of application of the Personal Data Protection Act (3axon 3a 3awuma na auunume
oannu).>® According to the explanatory report accompanying the amendments, the changes were in
compliance with the principle that the GDPR and Directive (EU) 2016/680 did not apply to the
processing of personal data in areas outside the scope of the application of EU law.** As a result, the
powers of the Commission for Personal Data Protection (CPDP) (Komucus 3a 3awuma na auunume
dannu, K3JI1) in the area of surveillance were limited to those explicitly provided for in the special
laws.

The parliamentary committee is no longer called the Committee for Oversight of the Security Services
(Komucus 3a kowmpon nao cayaxcoume 3a cueyprocm). In Bulgaria, the parliament often changes the
names of its committees, including the committee responsible for overseeing the use of surveillance. In
the current parliament, elected in October 2022, the full name of the committee is Committee for
Oversight of the Security Services, the Deployment of Special Intelligence Means and the Access of
Data under the Electronic Communications Act (Komucust 3¢ Kohmpon Hao cayxcoume 3a cueypHocm,
NPpUIA2aHemo U U3NOA38AHEMO HA CREYUATHUMe PA3Y3HABAMENHU CPeOCmed U OOCMbNA 00 OaHHUME
no 3axomna 3a erexmponnume cwvobuenus).”> Despite the name change, the remedial power of the
commission (the power to receive and act upon complaints filed by individuals) remain the same.

49 Bulgaria, Rules on the Activities of the National Bureau for Control over Special Intelligence Means and its Administration
(III)LI@MJHL{K 3a_0elHocmma Ha Hauuou(uuomo 61{)[]() 3d KOHmMpOJ HA cneyuainume pa3y3Haeameinu c’/)er)cm@a u Hezoeama
aomunucmpayus), 4 October 2016, Art. 8.

30 Bulgaria, Special Intelligence Means Act (3axon 3a_cneyuannume pazysnasamennu cpedcmsa), 21 October 1997, last
amended 5 August 2022, Art. 34f.

5! Bulgaria, Special Intelligence Means Act (3axon sa cneyuannume pasysnasamennu cpedcmsa), 21 October 1997, last
amended 5 August 2022, Art. 34g.

32 Bulgaria, Special Intelligence Means Act (3axon sa_cneyuannume pasysnasamennu cpedcmsa), 21 October 1997, last
amended 5 August 2022, Art. 34f.

33 Bulgaria, Amendments and Supplements to the Personal Data Protection Act (3axon 3a usmenenue u donvianenue na 3axona
3a 3awuma na auuHume dannu), 26 February 2019.

34 Bulgaria, National Assembly (Hapoono cvopanue) (2019), Explanatory report to the Draft Amendments and Supplements
to the Personal Data Protection Act (Momusu kvm 3axononpoexm 3a uzmenenue u 0onviHeHue Ha 3akoHa 3a 3awuma Ha
auunume dannu), 18 July 2015.

33 For more information on the activities of the committee, see the relevant section on the website of the parliament.

19


https://lex.bg/bg/laws/ldoc/2136906624
https://lex.bg/bg/laws/ldoc/2136906624
https://lex.bg/laws/ldoc/2134163459
https://lex.bg/laws/ldoc/2134163459
https://lex.bg/laws/ldoc/2134163459
https://www.parliament.bg/bg/desision/ID/78179
https://www.parliament.bg/bg/desision/ID/78179
https://www.parliament.bg/bg/bills/ID/78179
https://www.parliament.bg/bg/bills/ID/78179
https://www.parliament.bg/bg/parliamentarycommittees/3131

2.13. DPAs’ remedial competences

FRANET contractors are required to check the accuracy of the figure below (Figure 10 (p. 117) of the
FRA 2017 report) with respect to the situation in your Member State. In case of inaccuracy, please
suggest any amendment(s) as appropriate and substantiate it/them with specific reference to the legal
framework.

Figure 10: DPAs’ remedial competences over intelligence services

DPAS with same
powers induding full
remedial competence
AT BG FIHR HU SE 51

The figure (Figure 10 (p. 117) of the FRA 2017 report) does not accurately illustrate the situation in
Bulgaria in terms of the powers of the national DPA. Bulgaria no longer falls under the category “DPAs
with same powers including full remedial competence” and should be moved to the category “DPAs
with limited powers but full remedial competence”.

In February 2019, as part of the legislative reform aimed to bring Bulgarian legislation in compliance
with the General Data Protection Regulation and Directive (EU) 2016/680, surveillance activities were
excluded from the overall scope of application of the Personal Data Protection Act (3axon 3a 3awuma
na auunume oannu).>® According to the explanatory report accompanying the amendments, the changes
were in compliance with the principle that the GDPR and Directive (EU) 2016/680 did not apply to the
processing of personal data in areas outside the scope of the application of EU law.’” The changes
limited the powers of the Commission for Personal Data Protection (CPDP) (Komucus 3a 3awuma na
auunume dannu, K3JI1) in the area of surveillance to those explicitly provided for in the special laws
governing the operation of the different intelligence services. These special laws, in turn, govern the
matter differently. In the Military Intelligence Act (3axkon 3a éoennomo pazyszuasane)®® and the State

%6 Bulgaria, Amendments and Supplements to the Personal Data Protection Act (3axon 3a usmenenue u donviunenue na 3axona
3a 3awuma Ha auunume dannu), 26 February 2019.

57 Bulgaria, National Assembly (Hapoono cvopanue) (2019), Explanatory report to the Draft Amendments and Supplements
to the Personal Data Protection Act (Momusu xvm 3axononpoexm 3a uzmenenue u 0oOnviHeHue Ha 3aKona 3a 3auuma Ha
Jauunume dannu), 18 July 2015.

38 Bulgaria, Military Intelligence Act (3axon 3a eéoennomo pasysnasane), 13 November 2015, last amended 26 March 2021,
Art. 78.
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Agency for National Security Act (3axon 3a JJupacaena azenyus ,, Hayuonanna cuzypnocm™)* the
power of the commission to exercise control over the protection of the rights of individuals in the
processing of their personal data was retained, while in the State Intelligence Agency Act (3axox 3a
JTvporcasna azenyus ,, Pazysnaeane”), no such provision was included.®

3 Bulgaria, State Agency for National Security Act (3axon 3a Avpocasna azenyus ,, Hayuonanna cuevprnocm’™), 13 October
2015, last amended 5 June 2020, Art. 37.

0 Bulgaria, State Intelligence Agency Act (3axon 3a [Jvpocasna azenyus ,, Pasysnasane’’), 13 October 2015, last amended 4
August 2020, Art. 27 and Art. 28.
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