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The available redress mechanisms concerning data protection in Bulgaria could be
classified in three main groups - 1) judicial redress before the administrative courts
(including awarding of compensation); 2) remedies provided by the national data
protection authority; and 3) pursuing prosecution of the perpetrators through criminal
avenues. The first and the second group are regulated by the Law for Protection of
Personal Data (LPPD- the official translation of the Law in the Bulgarian legislation)1
which is the main legal act regulating the material and procedural prerequisites for
pursuing remedies in the field of data protection. The third group refers to several
material law provisions in the Criminal Code2 criminalizing behavior concerning certain
grave personal data violations, as well as to procedural law provisions in the Criminal
Procedure Code3 which stipulate a general procedure about how criminal liability is
realized and perpetrators prosecuted (no specific procedure is envisaged for crimes
concerning data protection). However, when it comes to personal data protection the
Criminal Code and the Criminal Procedure Code make reference to the LPPD provisions.
The Bulgarian legislation contains general privacy protection provisions, set in the
Constitution of the Republic of Bulgaria (Art. 32) and the Law for Protection of Personal
Data (Art.1 (2)). There are also some specific provisions concerning data gathering,
processing and access in several other legal acts, for instance the Law on Bulgarian
Identity Documents4, Law on Measures against Money Laundering5, Labour Code6, Law
on Ministry of Interior7, Law on Public Health8, Law on Civic Registration9, etc. The
protection of the rights and interests of individuals in these specific areas could be carried
out through the general aforementioned data protection mechanisms, or through general
judicial remedies in the administrative law sector - judicial review of administrative acts,
actions or omission against public authorities.
As regards the first general data protection redress mechanism, the nature of the judicial
redress consists of filing a complaint by the affected individual against the data
controllers (public law or private law entities) challenging their acts or particular actions.
The complaint is lodged before the relevant administrative court - before the competent
administrative courts (28 administrative courts functioning in Bulgaria) or the Supreme
Administrative Court, in compliance with the general jurisdiction rules. These
proceedings
are governed by Art. 39 of the LPPD and the Administrative Procedure
Code10 and in them it is open to the individuals to also claim compensation for any
suffered damages as a result of unlawful processing of personal data.
For the purposes of the present research the researcher requested information from the 28
administrative courts and the Supreme Administrative Court for the use of this
mechanism over the last three years (2009-2011). In the request the researcher asked for
statistical information about the cases filed under the LPPD and the cases in which
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compensation was also claimed, the number of finalized cases and their outcome,
including awarded compensation or cases closed by friendly settlement, the average
length of the proceedings, the number of cases in which there has been a legal
representation or legal aid, the average court fees and expenses and the cases in which the
Commission intervened as an interested party. The researcher has received replies by 25
of the administrative courts, 20 of which replied that for that period they did not have any
action brought under Art. 39 of the LPPD. The Varna Administrative Court provided
information that for 2010 one such case was registered and that in 2011 the Commission
stepped as an interested party in one case.11 The Sofia City Administrative Court12
refused to provide information treating the request as not falling under the notion of
'public information' and informing the researcher moreover that in any case they could not
provide such information as no specific classification of the cases under the LPPD has
been carried out - that type of cases fall into the category of "other administrative cases"
in which group fall various types of cases which meant that if they wished to provide such
detailed information they needed to check each and every case. Three other courts
requested from the researcher to pay a fee for the provision of information or to specify
the form in which the researcher would like to receive the requested information. So far
the researcher has not received any further responses from them. No response has been
received by the Supreme Administrative Court either.
The remedies by the national data protection authority are provided by the Bulgarian
Commission for Personal Data Protection (hereinafter referred to as "the Commission") as
an alternative of the judicial redress. These remedies consist either of filing a complaint
by the affected individual, or filing a request by an interested party (which could be both
an individual or legal entity) for carrying out of an inspection of a particular data
controller.13 As regards the remedy in the form of complaint, it is examined by the
Commission according to its rules of procedure regulated in the LPPD and the Rules on
the Activity of the Commission for Personal Data Protection and its Administration.14
The Commission examines the complaint and pronounces a decision within 30 days from
the filing thereof in which it can issue compulsory instructions to the controller
(stipulating a particular behavior in order to abide by the data protection requirements,
e.g. obliging the data controller to allow access to the data, forbidding any further
processing of data, instructing them about their future behavior etc.,), set a time limit for
the controller to cease
the violation, or impose an administrative penalty (a fine or
pecuniary sanction).15 The unfavorable decisions of the Commission could be appealed
against before the Supreme Administrative Court which could overturn them16 (this
situation was valid until May 2011; an amendment in the Administrative Procedure
Code17 now provides that the decisions of the Commission are reviewed as a first instance
by the Sofia City Administrative Court). This could be viewed as a supplementary
remedy for the individuals/data controllers dissatisfied with the Commission's decision.
As far as the requests for carrying out of an inspection of a data controller is concerned,
the Commission, if it considers that the request raises serious issues that require such
supervision, will carry out an ad-hoc inspection of the data controller which could lead to
issuing18of a compulsory instruction or imposition of a fine in case a violation has been
found.
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The researcher has requested statistical information from the Commission concerning the
use of the both types of redress mechanisms under its auspices. In particular, the
researcher inquired about the number of complaints with which the Commission has been
seized in the period of 2009-2011 by individuals, the outcome of the cases (including the
type of the imposed measures and size of the sanctions, or termination of the proceedings
due to friendly settlement), the number of the Commission's decisions that have been
appealed against, the legal representation and legal aid in the proceedings before it, the
representation by NGOs, the average length of the proceedings, the number of requests
for carrying out an ad-hoc inspection of data controllers and their outcome, the number of
cases in which a temporary ban on data processing has been imposed. The researcher
received detailed information which is presented in the annexes. The trend that could be
observed from the presented information is the growing number of complaints filed each
year before the Commission (from 158 complaints for 2009 to 458 for 2011); the
relatively small number of cases in which the complainants have been represented by a
lawyer (e.g. only 12 cases for 2011) or the lack of use of legal aid in these proceedings;
the low number of settled cases outside the procedure before the Commission (e.g. only 9
for 2011) and hence the probable lack of use of mediation in such cases; the growing
number of imposed pecuniary sanctions and the comparable steady number of issued
mandatory instructions over the examined period; the raise of the total amount of
pecuniary sanctions imposed; as well as the decreasing number of the 19use of the
mechanism of requests for carrying out ad hoc inspections of data controllers.
Moreover, from the annual reports bf the Commission on its activities it appears that the
main subject of complaints and requests for information concerns contractual relationship
between data subjects and data controllers involving data processing, as well as access to
personal data.20 The main sectors which concerned the filed complaints are the
telecommunication sector, information technologies, media, healthcare, banking, social
security and elections. The most frequent violations of data protection are related to
processing of data, informing the data subjects about such processing, storing of personal
data and refusals of access to personal data,.21
As far as the criminal law remedies are concerned, there are several offences in the
Criminal Code which envisage criminal liability for grave violations of data protection.
Art. 148a of the Code provides since 2000 for a criminal liability in the form of
imposition of a fine in case of dissemination of information, including personal data,
obtained illegally from the archives of the Ministry of Interior. Since 2004 Art.308, para.2
of the same act provides for sanctioning with imprisonment for forging of official
documents certifying certain personal data, and Art.319e, paras. 1 and 2 provide for since
2002 imprisonment for dissemination of passwords and codes of access to computer data
or systems as a result of which personal information is disclosed. For the purposes of the
present research the researcher has inquired statistical information from ten district courts
in the biggest Bulgarian cities about how these provisions have been implemented. The
researcher received responses from 8 district courts, four of which specified that they did
not have cases under the respective provisions of the Criminal Code for the period from
2009 to 2011. One of them required payment of a fee for the provision of information and
no further response from it has been received yet, and three courts specified the number
of cases heard before them under the respective provisions (presented in the annexes).
From the presented information it appears that the main criminal law remedy used in the
field is liability for forging of documents; however it is not clear which of the cases had
been initiated on the basis of complaints by individuals and which - ex officio by the
competent prosecution authorities.
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As apparent from the collected information the judicial type of remedy is rarely used by
the individuals for protection of their personal data. Obviously, the possibility for
compensation for violations in this field does not represent a sufficient incentive for the
persons to pursue this remedy, provided that they and their legal advisors are sufficiently
aware of its existence. The affected individuals obviously prefer to use the redress
mechanisms available through the proceedings before the Commission which are much
faster, free of costs, sufficiently simplified and thus not requiring legal representation, and
the possibility for imposition of sanctions and mandatory instructions on the part of the
Commission are apparently viewed as sufficient redress for the violations committed and
the damages incurred. It is not clear to what extent the individuals seek the criminal law
remedies as redress mechanisms but apparently they are rarely used and mainly in cases
of very grave violations of the data protection.
These conclusions are based on the official information provided by the state authorities
on the basis of the researcher's requests for access to public information. From the annual
reports of the Commission it also appears that the individuals and legal entities address
more often the Commission not only with complaints but also with requests for
clarifications and interpretations of the provisions of the LPPD. For 2011 these requests
were 102 (it is not clear what the proportion of filed requests by data subjects and by data
controllers is, but apparent from the questions asked the predominant part concerned
processing of personal data of data subjects)22.
Apart from the annual reports of the Commission on its activities the researcher found no
other sources of information concerning the use of available remedies in the field of data
protection, neither by the state authorities, which are rarely addressed by individuals
concerning their data protection,23nor by NGOs or legal practitioners.

Mapping of Redress mechanisms in the area of data protection
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Detailed information
Redress Mechanism Number 1 (Judicial redress against acts or actions of the data
controllers (public law or private law entities) before the administrative courts):
• Range of possible outcomes - finding a breach of the data protection legislation;
awarding compensation, if such is claimed
• Legal basis: Art. 39 of the LPPD
• Type of procedure: administrative
• Possibilities of appeal: two-instance procedure before the Supreme Administrative
Court as a first instance and the Supreme Court of Cassation as a second instance.
• Burden of proof: If the complainant claims that a certain act issued by the data
controller is unlawful the latter has to establish that the legal requirements for its
issuing have been met. If the complainant claims that the data controller has
refused to issue him a certain act the complainant has to establish that the
conditions for issuing such were present in his case. In the complaint the affected
person has to indicate the evidence he/she wants to be collected and has to submit
the written evidence which is at his/her disposal. If additional evidence is required
the judge has to indicate to the party the need for their collection.36
• Available mechanism to lower the burden of proof: No specific mechanisms for
lowering the burden of proof exist in the proceedings under the LPPD.
Nevertheless, there are certain mechanisms that could help the complainants to
better present their case and present proof concerning their allegations. Thus, the
administrative courts have the general obligation to indicate to the parties that they
fail to present evidence for the circumstances important for the adjudication of the
dispute as well as to correct their statements for formal mistakes and ambiguities.37
Moreover, the court must examine all the requirements for legality of the
administrative acts and to ensure that they are present, and not only those pointed
by the complainant.38 If the act is null and void ab initio the court must declare it
null and void on its own motion, that is regardless of the fact whether the
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complainant has made such a claim or not.39 The court can also, upon its own
initiative, commission expert's reports and order inspection on the spot.40
• Requirement of legal representation: The complainant can represent and defend
themselves in person in the proceedings.41
• Is there free legal advice/representation available from a public body (please
specify the public body)? There is a possibility for a legal aid provided by the
National Bureau for Legal Aid (a state institution) under the Legal Aid Act for
which the complainant has to apply and fulfill the statutory criteria for receiving
social aid and the court will assess, on the basis of presented documents, if he or
she has no means to pay for a legal representation.42
• Is there locus standi for DP authorities, civil society organisations and associations
to initiate/be active in procedure? - The Civil Procedure Code which regulates the
matters about legal representation before the administrative courts does not
provide for a possibility for NGOs to initiate proceedings on behalf of the affected
individuals. NGOs, authorities or third persons in general can step in the
proceedings and help the party in the case if they have a legal interest from the
judgment.43
• Cost of procedure: The Administrative Procedure Code stipulates that costs and
expenses are not due unless when a person appeals against an administrative act.44
No information is available about the average costs and expenses in the
proceedings on the LPPD.
• Average duration of procedure: There is no available information about the
average length of the proceedings. The courts are required to observe the
procedural time limits within which they have to perform certain actions, such as
scheduling the first hearing in the case within a 2-month time limit from the
lodging of the complaint, or pronouncing the judgment within one month from the
last court hearing.45
• Outcomes (please provide as much disaggregated information as available) for
2009, 2010, 2011 - no available information exists
Ad Redress Mechanism Number 2 (Filing a complaint before the Commission for
Personal Data Protection by the affected individuals):
• Range of possible outcomes - Issue of compulsory instructions to data controllers
stipulating a particular behavior; setting a time limit for the controller to cease the
violation, imposing an administrative penalty (fine or pecuniary sanction the size
of which depends on the nature of the violation)
• Legal basis: (Art. 38 of the Law for Protection of Personal Data)
• Type of procedure: administrative before the data protection authority
• Possibilities of appeal: two court instances, the first being the Sofia City
Administrative Court and the second - the Supreme Administrative Court.
• Burden of proof: The complainants are required to point out in their complaint the
alleged violations of data protection.46 They are not necessarily required to present
evidence. In the proceedings before the Commission, the latter has wide powers in
collecting evidence ex officio, such as commissioning an inspection, collection of
evidence or requiring observations from third persons.47 It has the powers also to
start proceedings against a data controller on its own initiative.48
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Available mechanism to lower the burden of proof: for example presumption of
fact or reversal of the burden of proof or lump sum compensation arrangement etc.
- In the proceedings before the Commission, the latter is active in investigating the
violation and establishing it. The affected individuals do not necessarily need to be
active in presenting evidence. In a few cases the proceedings end with the
withdrawal of the complaint because the complainant receives a satisfactory
response or action by the data controller (1 case for 2009; 2 cases for 2010 and 9
cases for 2011).49
Requirement of legal representation: can the complainant initiate/be active in a
procedure on his own? There is no requirement for legal representation in the
proceedings; the persons can present their case on their own. According to the
statistical information received by the Commission, in a small number of cases the
complainants are represented by a lawyer - in 3 cases for 2009, in 9 cases for 2010
and in 12 cases for 2011.50
Is there free legal advice/representation available from a public body (please
specify the public body)? The Legal Aid Act provides for a possibility to request
legal aid for proceedings before courts. From its wording it is not very clear if legal
aid in proceedings before other tribunals or judicial institutions is possible to be
received.
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by the Commission, there are no cases for the period from 2009 to 2011 in which
legal aid has been requested or provided.51
• Is there locus standi for DP authorities, civil society organisations and associations
to initiate^e active in procedure? The Administrative Procedure Code which
governs the proceedings before the Commission envisages a possibility for the
complainants to be represented before the administrative authorities by other
citizens or organizations with a power of attorney certified by a notary office.52
NGOs, authorities or third persons can step in the proceedings if they have a legal
interest in taking part.53 The public prosecutor can also initiate or step in the
proceedings when he considers that an important state or public interest is at
stake.54 According to the statistical information received by the Commission, in
2009 only in one case the complainant was represented by a civil society
organisation, for 2010 and 2011 no such representation was carried out.55
• Cost of procedure: No costs are incurred by the complainants in the proceedings
before the Commission.56
• Average duration of procedure: According to the statistical information received
by the Commission, the average length of proceedings for 2009 has been 1 month,
for 2010 - 1 month and a half, for 2011 - 2 months.57
• Outcomes (please provide as much disaggregated information as available) for
2009, 2010, 2011. For 2009, from 158 complaints filed before the Commission,
the latter adjudicated 64 of them, 19 of which were found well-founded. Twentynine of the Commission's decisions were appealed against before the court, 22 of
the appealed cases were finalized during the year and in 16 of them the
Commission's decisions were upheld by the courts. For 2010 the filed complaints
were 221, the Commission decided 115 cases, 25 of which were found wellfounded. Sixty-one of the Commission's decisions were appealed against before
the court, 16 of the appealed cases were finalized during the year and in 9 of them
the Commission's decisions were upheld by the courts. For 2011 the complaints
were 458, the Commission decided 224 cases, 52 of which were found wellfounded. Sixty-one of the Commission's decisions were appealed against before
the court, 24 of the appealed cases were finalized during the year and in 15 of
them the Commission's decisions were upheld by the courts.58 The imposed
measures by the Commission for 2009 were 13 mandatory instructions and 6
pecuniary sanction, the size of which was not determined in the decision of the
Commission but in a later decision (the Commission does not provide information
about the amounts of the sanctions eventually imposed). For 2010, there were 15
fines and pecuniary sanctions imposed in the amount of 130,000 BGN (66,666
EUR), and 10 mandatory instructions issued. For 2011, the imposed fines and
pecuniary sanctions were 42 in the amount of 441,500 BGN (226,410 EUR), and
10 mandatory instructions were issued.59

Ad Redress Mechanism Number 3 (Filing a request before the Commission for Personal
Data Protection for carrying out of an ad-hoc inspection of data controllers):
• Range of possible outcomes (issue of compulsory instruction; imposition of fine or
pecuniary sanction)
• Legal basis: (Law for Protection of Personal Data, Art. 12, para.3)
• Type of procedure: administrative before the data protection authority
• Possibilities of appeal: no
51
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Bulgaria, Administrative Procedure Code, Art. 27, paras. 1 and 2.
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Burden of proof: The interested party filing the request does not have to prove
anything; the Commission carries out the investigation and the establishment of a
possible violation.
Available mechanism to lower the burden of proof: No
Requirement of legal representation: can the complainant initiate/be active in a
procedure on his own? No need for legal representation.
Is there free legal advice/representation available from a public body (please
specify the public body)? Not applicable.
Is there locus standi for DP authorities, civil society organisations and associations
to initiate/be active in procedure? There is no need for locus standi for filing a
request for an ad-hoc inspection.
Cost of procedure: no costs
Average duration of procedure: No available information.
Outcomes (please provide as much disaggregated information as available) for
2009, 2010, 2011. For 2009, 21 requests by interested persons have been filed for
an ad-hoc inspection of data controllers, in two cases mandatory instructions were
issues, in eight cases were imposed pecuniary sanctions in the total amount of
85,000 BGN (43,589 EUR), and in 11 cases no violations were found. For 2010
the number of the requests filed were 24, in two cases mandatory instructions were
issues, in nine cases were imposed pecuniary sanctions in the total amount of
36,500 BGN (18,717 EUR) , in 10 cases no violations were found and three cases
were pending. For 2011 the filed requests were seven, no violations were found.60

Ad Redress Mechanism Number 4 (criminal law remedies):
• Range of possible outcomes - fines, imprisonment
• Legal basis: (Art. 148a of the Criminal Code which provides for a criminal liability
in the form of imposition of a fine in case of dissemination of information,
including personal data, obtained illegally from the archives of the Ministry of
Interior; Art.308, para.2 of the same act which provides for sanctioning with
imprisonment for forging of official documents certifying certain personal data,
and Art. 319e, paras. 1 and 2 of the same act providing imprisonment for
dissemination of passwords and codes of access to computer data or systems as a
result of which personal information is disclosed)
• Type of procedure: criminal
• Possibilities of appeal: 2nd and 3rd instances
• Burden of proof: The required proof is "beyond reasonable doubt" but it has to be
established by the prosecuting authorities. The complainant may participate in the
proceedings as a private prosecutor and civil claimant and assist the public
prosecution in the establishment of the criminal liability and guilt of the
perpetrators).61
• Available mechanism to lower the burden of proof: Not applicable
• Requirement of legal representation: can the complainant initiate/be active in a
procedure on his own? The complainant may participate in the proceedings as a
private prosecutor and civil claimant; he/she does not have to be legally
represented.
• Is there free legal advice/representation available from a public body (please
specify the public body)? The complainant participating in the proceedings as a
private prosecutor and/or civil claimant can benefit from legal aid if he or she
presents proof of lack of means to afford a lawyer and would like to be represented
by a lawyer and if the interests of justice so require. In such cases the 62
court
examining the case as first instance will appoint him or her a legal aid lawyer.
• Is there locus standi for DP authorities, civil society organisations and associations to
initiate/be active in procedure? The participation of the public prosecutor is
Bulgaria, Written reply No. P452, Commission for Personal Data Protection, dated 9 April 2012.
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mandatory.63 Only the persons affected by the violation and who suffered damages
can participate in the proceedings.64
Cost of procedure: No court fees are paid for participation. If the complainant
participating as a private prosecutor and civil claimant does not benefit from a legal
aid and is represented by a lawyer, he or she bears the fees for legal representation
which vary according to the lawyer's tariff. If the accused is eventually found guilty,
the convicted person is ordered to pay back the costs incurred by the private
prosecutor and civil claimant.65
Average duration of procedure: According to the information received by several
district courts, the length of proceedings is ranging from 13 days to 1 year.66.
Outcomes (please provide as much disaggregated information as available) for 2009,
2010, 2011. The researcher received responses from 8 out of 10 approached district
courts. Four of them specified that they did not have cases under the respective
provisions of the Criminal Code for the period from 2009 to 2011.67 One court
required payment of a fee for providing information and the researched has not
received further reply from it.68 Three courts provided information that in 2009
respectively 37, 3 and 0 criminal proceedings have been initiated concerning the
respective offences; in 2010 the cases were respectively 99, 19 and 2, and in 2011
they were respectively 57, 17 and 3.69
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