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EUROPEAN UNION AGENCY DATA PROTECTION NOTICE
FOR FUNDAMENTAL RIGHTS

FRA selection procedure for the Pilot Youth Advisory Panel

The European Union Agency for Fundamental Rights (FRA or Agency) processes the personal data of a
natural person in compliance with Regulation 2018/1725 on the protection of natural persons with regard to
the processing of personal data by the Union institutions, bodies, offices and agencies and on the free
movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC.

This data protection notice explains FRA’s policies and practices regarding its collection and use of your
personal data and sets forth your privacy rights. We recognise that information privacy is an ongoing
responsibility, and we will update this notice where necessary.
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Why do we collect personal data?

What kind of personal data does the Agency collect?

How do we collect your personal data?

Who is responsible for processing your personal data?

Which is the legal basis for this processing operation?

Who can see your data

Do we share your data with other organisations?

Do we intend to transfer your personal data to Third Countries/International Organizations

When will we start the processing operation?

. How long do we keep your data?

. How can you control your data?

11.1. Do we need your consent?

11.2. Your data protection rights

What security measure are taken to safequard your personal data?

What can you do in the event of a problem?

How do we update our data protection notice?
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Why do we collect personal data?

The Fundamental Rights Agency (FRA) aims to amplify the voices of young people across Europe.
Therefore, our Director decided to establish a Youth Advisory Panel to ensure that a youth perspective
is reflected in FRA’s planning, work and other activities. In 2025 this activity will start with a two-year Pilot
Panel that comprise seven young people aged 18 to 25 years (born in 1999 to 2006) with experience in
civil society work and/or youth advocacy and who are citizens or legally residing in the EU or the
accession countries (Albania, North Macedonia and Serbia) for at least two years prior to the submission
of the application.

The purpose of the processing of your personal data is to organise the selection process of the members
of FRA's Pilot Youth Advisory Panel; to manage applications at the various stages of these selection; to
maintain and follow-up on the use of reserve list.

For the application process, FRA will use the LimeSurvey tool. Applicants will be asked to submit their
CVs and motivation letter via LimeSurvey.

The Agency uses the LimeSurvey software according to the terms set out in a licence agreement. The
data collected via LimeSurvey is stored in the SQL database hosted in the servers of the Agency’s web
hosting contractor.

FRA will hold video calls via Teams with a selected number of applicants as part of the selection
procedure. More information on the selection process and the different activities can be found in the
Terms of Reference.

The processing by FRA of personal data of the selected applicants during the term of the Youth Advisory
Panel will be covered by a separate data protection notice.

What kind of personal data does the Agency collect?

We will collect only the following personal data necessary for the processing operation described above.

(@) General personal data:
¢ identification (name, surname, date of birth, gender, nationality(ies), citizenship, residence status)

¢ contact details (postal address, email address, phone number);

e Education, training and employment details (details of work experience, education, relevant
training, language skills, motivation).

o Family, lifestyle and social circumstances (if revealed);


https://fra.europa.eu/sites/default/files/fra_uploads/data_protection_notice_-_use_of_microsoft_office_365_dpr-2020-108.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-pilot-youth-advisory-panel-tor.pdf
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e Other:

+  Cookies (technically necessary cookies and security cookies), metadata (timestamp
of the applications).

» The Agency aims to perform video call interviews via Teams with a selected number of
applicants. In such cases, a video image of the candidate will be visible to the interviewers during
the interview but in no way stored by the Agency. Identification details such as the username of
the online video platform may be collected.

(b) Special categories of personal data:

The following categories of personal data might be disclosed by the applicants during the selection
process:

e (Candidates have the option to disclose if they have a disability at the moment of application.
They are informed that doing so is entirely voluntary. Additional information relating to special
requirements resulting from their disability may be provided at the discretion of the candidate if
they request measures to be taken by FRA within the framework of reasonable accommodation
to ensure their full participation in the selection procedure.

e Racial or ethnic origin might also be revealed by the video image of the interview carried out
online. In the case of application for membership in the Pilot Youth Advisory Panel, candidates
also have the option to disclose if they belong to the Roma community or other particular groups
mentioned in the Terms of Reference and the call for interest with the purpose of benefiting from
dedicated selection criteria.

e Other sensitive data like sexual life or sexual orientation, political opinions, religious beliefs, etc.
might be revealed by applicants when completing their application (mainly when presenting their
motivation for applying).

3. How do we collect your personal data?

You have received the link to the application form either through our targeted outreach through FRP
organisations and other stakeholders, or because you requested it.

We collect only the personal data you provide us when you submit your application for the Pilot Youth
Advisory Panel and during video interviews (see section 1).

To apply for a position, applicants must access the link to the application created in LimeSurvey. No
account is requested to be generated in order to apply.


https://fra.europa.eu/sites/default/files/fra_uploads/fra-pilot-youth-advisory-panel-tor.pdf
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Who is responsible for processing your personal data?

The Agency is the legal entity responsible for the processing of your personal data and determines the
objective of this processing activity. The Head of Equality, Roma and Social Rights Unit is responsible
for this processing operation.

The information concerning the data processing is provided at the beginning of the application in
LimeSurvey.

Which is the legal basis for this processing operation?

The processing operation is carried out in the public interest, and it is necessary to achieve the Agency’s
objectives. Cooperation with civil society is one of the tasks assigned to the Agency in Articles 4.1(h), 10
and 15.4(1) of Regulation (EC) 168/2007, amended by Council Regulation (EU) 2022/555 establishing a
European Union Agency for Fundamental Rights. By Decision DIR/005/2023, the Director established
FRA’s Youth Advisory Panel as part of FRA’s planned activities to support EU efforts to implement the
EU Rights of the Child Strategy, the EU Youth Strategy 2019-27, the Youth Guarantee and the Child
Guarantee efforts and to provide a space for a structured wax of meaningful, safe, inclusive ,and
participatory engagement of young people on fundamental rights in the EU.

Therefore, the processing is lawful in accordance with Article 5.1.(a) of Regulation 2018/1725.

Moreover, applicants are asked to give consent to the processing when submitting their application.
Therefore, the processing is lawful under Article 5.1(d) of Regulation 2018/1725 insofar as it is based on
the consent given by the applicant.

The processing of special categories of personal data voluntarily revealed by the applicants when
submitting their applications as well as the incidental processing of such special categories of personal
data revealed by the video image of the applicants during the online interviews is based on their explicit
consent and therefore, lawful under Article 10.2(a) of Regulation 2018/1725.

Who can see your data?

During the selection process, a restricted number of staff members involved in handling the selection
procedure can access your personal data via restricted access linked to the individual user login. This
includes:

a) designated staff in the Equality, Roma and Social Rights Unit, on a need-to-know basis, who are
administering the procedure, including the Head of Unit;

b) staff members appointed by the Director as members of the Selection Committee for the specific
selection procedure;
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¢) members of the Dlrectors office and the Director of the Agency who is in charge of the final decision
related to selections for the Pilot Panel;

d) staff in Administration responsible with Human Resources and the Head of Unit Administration;

e) FRA staff members who are administrators of the LimeSurvey tool might have also access to
registration information and user generated information as explained above in section 2.

Moreover, restricted personnel of the Agency’s web development contractor Eworx S.A might
exceptionally have access to the host and usage information if required in case of technical issues.

Personal data is not used for any other purposes or disclosed to any other recipient(s).

7. Do we share your data with other organisations?

Personal data is processed by the Agency only. In case that we need to share your data with third parties,
you will be notified to whom your personal data has been shared with.

8. Do we intend to transfer your personal data to Third Countries/International Organizations?

FRA will not transfer your personal data to Third Countries or international organisations.

9. When will we start the processing operation?

We will start the processing operation when you submit your application via LimeSurvey following the
call for interest for becoming a member of FRA'’s Pilot Youth Advisory Panel.

10. How long do we keep your data?

Applications received via LimeSurvey from candidates submitting an application for membership of the
Pilot Youth Advisory Panel are kept by FRA as follows:

a) For selected members of the Pilot Youth Advisory Panel, for two years equivalent to the term of office
of the Pilot Panel.

b) For candidates on the reserve list, for two years equivalent to the term of office of the Pilot Youth
Advisory Panel.

c) For non-selected candidates, for 6 months after the call closure date.
Technically necessary cookies for LimeSurvey expire after 24 hours. If a cookie to prevent repeat

responses is set, this expires after 1 year.

11. How can you control your data?
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Under Regulation 2018/1725, you have rights we need to make you aware of. The rights available to you
depend on our reason for processing your information. You are not required to pay any charges for
exercising your rights except in cases where the requests are manifestly unfounded or excessive, in
particular because of their repetitive character.

We will reply to your request without undue delay and in any event within one month of receipt of the
request. That period may be extended by two further months where necessary, taking into account the
complexity and number of the requests.

You can exercise your rights described below by sending an email request to FRA-
YouthAdvisoryPanel@fra.europa.eu.

11.1. Do we need your consent?

Since your participation is not mandatory, we need proof that you consented to the processing of your
personal data. You are asked to give explicit consent to the processing when creating your application
in LimeSurvey. A text box displays the privacy statement with a link to the FRA Notice for data subjects
and the applicant is informed that the processing is accepted by selecting to continue the application.

You have the right to withdraw your consent at any time, and we will delete your data or restrict its
processing. All processing operations up until the withdrawal of consent will still be lawful.

11.2. Your data protection rights
a. Canyou access your data?

You have the right to receive information on whether we process your personal data or not, the purposes
of the processing, the categories of personal data concerned, any recipients to whom the personal data
has been disclosed and their storage period. Furthermore, you can have access to such data, as well as
obtain copies of your data undergoing processing.

b. Can you modify your data?

You have the right to ask us to rectify your data you think is inaccurate or incomplete at any time until the
call for applications closes Once the deadline for applications has passed, certain information such as
that pertaining to the admissibility and selection criteria cannot be edited and only your personal
information can be modified.

c. Can you restrict us from processing your data?

You have the right to restrict the processing of your personal data. If you do, we can no longer process
them, but we can still store them. In some exceptional cases, we will still be able to use them (e.g. with
your consent or for legal claims). You have this right in a few different situations: when you contest the
accuracy of your personal data, when the Agency no longer needs the data for completing its tasks,


mailto:FRA-YouthAdvisoryPanel@fra.europa.eu
mailto:FRA-YouthAdvisoryPanel@fra.europa.eu

‘ﬂ-l RA

12.

EUROPEAN UNION AGthy DATA PROTECTION NOTICE
FOR FUNDAMENTAL RIGHT
when the processing act|V|ty is unlawful, and finally, when you have exercised your right to object.

d. Can you delete your data?

You have the right to ask us to delete your data when the personal data no longer necessary for the
purposes for which they were collected, when you have withdrawn your consent or when the processing
activity is unlawful. In certain occasions we will have to erase your data in order to comply with a legal
obligation to which we are subject.

We will notify to each recipient to whom your personal data have been disclosed of any rectification or
erasure of personal data or restriction of processing carried out in accordance with the above rights
unless this proves impossible or involves disproportionate effort from our side.

e. Are you entitled to data portability?

Data portability is a right guaranteed under Regulation 1725/2018 and consists in the right to have your
personal data transmitted to you or directly to another controller of your choice.

In this case, this does not apply for two reasons:

1) in order for this right to be guaranteed, the processing should be based on automated means, however
we do not base our processing on any automated means;

I1) this processing operation is carried out in the public interest, which is an exception to the right to data
portability in the Regulation.

f. Do you have the right to object?

When the legal base of the processing is “necessary for the performance of a task carried out in the
public interest or in the exercise of official authority vested in the Union institution or body” which is the
case in most of our processing operations, you have the right to object to the processing. In case you
object, we have to stop the processing of your personal data, unless we demonstrate a compelling reason
that can override your objection.

g. Do we do automated decision making, including profiling?

Your personal data will not be used for decision-making including profiling.

What security measures are taken to safeguard your personal data?

The Agency has several security controls in place to protect your personal data from unauthorised
access, use or disclosure. We keep your data stored on our internal servers with limited access to a
specified audience only.
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Moreover, LimeSurvey software is stored in the servers of FRA’s web hosting contractor, which, in
accordance with the data protection clauses included in the contract signed with FRA, has in place
technical and security measures as required under Regulation (EU) 2018/1725.

LimeSurvey software uses suitable technical and organisational security measures to protect your data
against accidental or intentional manipulation, partial or complete loss, destruction or unauthorised
access by third parties. When personal data is collected, their transfer will be encrypted in order to
prevent misuse of data by third parties. LimeSurvey security measures can be found here: LimeSurvey

Privacy Notice.

13. What can you do in the event of a problem?

The first step is to notify the Agency by sending an email to FRA:

a) FRA-YouthAdvisoryPanel@fra.europa.eu and ask us to take action.

b) The second step, if you obtain no reply from us or if you are not satisfied with it, contact our Data
Protection Officer (DPO) at dpo@fra.europa.eu.

¢) You can lodge a complaint with the EDPS at any time at http://www.edps.europa.eu, who will examine
your request and adopt the necessary measures.

14. How do we update our data protection notice?

We keep our data protection notice under regular review to make sure it is up to date and accurate.

END OF DOCUMENT

Electronically signed on 09/01/2025 12:09 (UTC+01) in accordance with Article 11 of Commission Decision EéEU) 2021/2121



https://www.limesurvey.org/privacy-notice
https://www.limesurvey.org/privacy-notice
mailto:FRA-YouthAdvisoryPanel@fra.europa.eu
mailto:dpo@fra.europa.eu
http://www.edps.europa.eu/
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