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Executive summary

The digitalisation of justice in Austria has been steadily evolving, with the strategic
initiative ”Justiz 3.0“at its core since 2013. This strategic framework aims to integrate a
full digital file and case management system across courts and public prosecutor's
offices. It shall optimise judicial procedures and provide digital services for public use.
The completion is planned by 2025.

The following main tools and systems are already well developed and in use: the
Electronic Legal Communication is centrally managed by the Austrian Federal
Computing Centre (FCC) and includes all communication with and among the judicial
authorities and external actors, such as lawyers, insurance organisations, banks or
interest organisations and trade unions. Moreover, video conference systems are well
established in all district courts, allowing the interrogation / participation of witnesses
from abroad and thus fostering their access to justice as well as the publicity of a trial.
These two tools have been used all over the country for decades. Rather recently
developed tools are the Electronic Prison Management, providing for an electronic
record of prisoners, including easier and more transparent procedures, decision-making
and documentation. The Mobile Enforcement App was also recently rolled out, allowing
bailiffs to have simpler and more flexible workflow in their execution procedures than
the non-digital alternative. The Al-supported tool to anonymise court decisions is in the
development phase. It aims at supporting and increasing the publication of higher court
decisions and thereby facilitating access to justice and the publicity and fairness of trials.

The design and rollout of digital tools typically takes place in a step-by-step procedure,
involving close consultations between the users (or their representatives) and the
developers, centrally steered by the FCC. Stakeholder consultations take place in the
framework of working groups, involving technical experts from the FCC, legal
professionals and users. Additionally, rather informal exchanges in well-established
working relationships take place between developers and users from the judiciary. The
findings indicate that fundamental rights (apart from data protection and the right to
privacy) are rarely the explicit subject of these consultations. However, the interviews
with the technical experts from the FCC indicate a relatively good level of expertise and
awareness on fundamental rights issues. Also, the FCC as an organisation reflects on its
role in society and has a variety of measures and initiatives for sustainability, Corporate
Social Responsibility (CSR) and the careful use of resources in place.! The tools
researched for this report mainly include members of the judiciary and actors who are
in regular contact with the judiciary (lawyers, legal representation) as users. Private

! Austrian Federal Computing Center, CSR und Nachhaltigkeit im BRZ.




actors or civil society organisations are neither users, nor are they consulted during the
development of these digital tools. Thus, stakeholder engagement mainly focuses on
the requirements arising from practical application in judicial work. The tools are
critically evaluated in development phase to ensure smooth adoption and adherence to
objectives and useability. However, there is room for improvement in terms of including
fundamental rights impact assessments into the development phase of digital tools.
Findings clearly indicate that fundamental rights — apart from data protection — are not
typically the subject of stakeholder consultations.

Although fundamental rights issues are hardly addressed during the consultations, the
results show that the use of digital tools brings some benefits for fundamental rights.
These include increased access to justice for both legal professionals and rights holders;
fostering the fair and public nature of a trial; higher data protection standards; greater
transparency and standardisation of legal procedures and workflows. These
fundamental rights benefits are identified across the board rather than specifically for a
digital tool. With regard to the right not to be discriminated against, the results show
opportunities and risks. The opportunities lie in more neutral and standardised
procedures promoted by the digital tools to avoid human bias and counteract
discriminatory attitudes. The removal of accessibility or communication barriers in
terms of space and time is emphasised as a benefit for people with disabilities and
mobility impairments. Risks are either related to not fully developed tools that may
overlook certain needs of marginalised groups or related to exclusion mechanisms
inherent in digitalisation: interviewees expressed concerns that older people are at risk
of being excluded or left behind in the digitalisation process as a more general
assumption.

The application of two use cases reveals conflicting fundamental rights effects that need
to be balanced along the individual case requirements by (human) decision making
bodies: the outputs of the tool to anonymise court decisions need to be assessed in
terms of over-anonymisation bearing the risk of lacking comprehensibility and under-
anonymisation bearing the risk of a violation of privacy of the parties involved. The
instrument of videoconferencing at court trials facilitates the participation of witnesses
from abroad, but may run counter to the principle of immediacy and consequently call
into question the assessment of the credibility of witnesses compared to their personal
hearing.

Basically, both —the legal and the technical professionals — share a rather optimistic view
on the digitalisation of justice in general and on the benefits of the use cases in
particular. The interviewees are unanimously convinced about the usefulness of the
digital tools for their own work mandate and for those affected by it. When it comes to
future developments of digitalisation, and in particular to the increased use of Al to




support or prepare judicial decision making, interviewees homogenously draw attention
to the safeguard of having a human being to monitor the outcome and to be held
accountable. Findings indicate that legal and technical experts trust that this safeguard
will be kept in the justice system. Professionals recognize the necessity of balancing
efficiency and rights protection, ensuring that the integrity of legal processes is
maintained. No divergences of views between various professional groups can be
identified, e.g., lawyers do not have a higher tendency to note fundamental rights risks
of certain tools than other professionals. The interviewees’ awareness on (potential)
fundamental rights implications varies, however this cannot be traced back to
differences along gender, years of experiences or their role in the justice system.
Possible explanations for this are as follows: The pre-selection of interviewees by the
ministry/supervisor led to a homogenisation of views; the interviews were not
comparable as they were case-specific. Interprofessional differences are easier to detect
and analyse in comparable interviews.

Based on the findings, we can conclude that digitalisation generally has a positive impact
on the accessibility of justice: It removes temporal or spatial communication barriers,
improves the transparency and standardisation of procedures and decision-making
processes and provides easier access to information for members of the legal
professions and rights holders.

At the same time, however, the interviewees repeatedly emphasised the risk that older
and non-IT-savvy people in particular could be excluded from these benefits. However,
these findings are the interviewees' perceptions, which some of them only expressed
after probing questions about possible discrimination. This finding should therefore be
treated with caution, especially as the interviewees did not give any specific examples.

The findings indicate a positive impact of digitalisation on the accessibility of justice for
people with disabilities, especially for people with reduced mobility or sensory
impairments. The results do not indicate specific access barriers for migrants. There may
be language and communication barriers affecting migrants who do not speak German.
However, these communication barriers are not specific to the digitalisation of the
justice system, as these problems already existed beforehand.




1. Legal/policy/institutional
framework of digitalisation of justice
— key developments

1.1 Development of digitalisation of justice systems to date (law, policy
and coordination)

1.1.1. The strategic background to the digitalisation of the justice system

“Justiz 3.0”2 (Justice 3.0) forms the strategic initiative for the digitalisation of justice in
Austria since 2013. While previous frameworks for digitalisation successfully introduced
classic data processing programmes to provide individual support functions and the
automation of processes, as well and the creation and pre-filling of documents from
structured data, the current initiative establishes a full digital file and case management
system at Austrian courts and public prosecutors' offices to optimise processes within
the judiciary. Moreover, “Justiz 3.0” enables digital services for the public, such as
electronic access to files via JustizOnline®. The main steps in the digitalisation of the
justice system within the framework of “Justiz 3.0” should be completed by 2025.# An
overview of the use cases is available in a publication published by the Austrian Federal
Ministry of Justice in 2023.°

The objectives and principles of the digital transformation are summarized in the
“elustice Strategy” (eJustiz-Strategie) since 2006.6 The current version of the elustice
Strategy and all the objectives it contains were originally formulated for the time until
2022 and were then extended to 2024.7 Action plans further define the focal areas for
measures within the elustice Strategy on shorter terms. These action plans, however,
are not publicly available.®

2 Austria, Federal Ministry of Justice, Website on Justiz 3.0.

3 Austria, Federal Ministry of Justice, Website JustizOnline.

4 Gesek, Ch., and Hackl, M., (2024), Stand und Ausblick von Justizanwendungen mit Kl-Technologie zur
Unterstiitzung der Rechtsprechung, Osterreichische Richterzeitung 2024, p. 10.

> Austria, Federal Ministry of Justice (2023), IT Applications in the Austrian Justice System.

6 Austria, Federal Ministry of Justice (2024), eJustiz-Strategie der Gsterreichischen Justiz 2018-2024,
updated in 2024, p. 5.

7 Austria, Federal Ministry of Justice (2024), eJustiz-Strateqgie der Gsterreichischen Justiz 2018-2024,
updated in 2024, p. 9.

8 Austria, Federal Ministry of Justice (2024), elustiz-Strateqgie der Gsterreichischen Justiz 2018-2024,
updated in 2024, p. 5 et seq.




A few provisions in the Court Organisation Act® created the key conditions for the
digitalisation of the justice system in Austria. The implementation of the elustice
Strategy and “Justiz 3.0” has led to manifold legal amendments, whereby it would go
too far to list all of these here.

The “elustice” Strategy defines the following eight strategic aims behind the
digitalisation of justice:

- Modern digital services for citizens: More than 50% of Austrian citizens have
grown up with digital technologies and should receive digital access to the justice
system and its services.

- Acceleration and simplification of procedures: Digitally managed proceedings
accelerate and simplify processing, enable rapid completion and offer optimal
support for employees through the IT applications of the justice system. In
addition, digitally managed proceedings are also a prerequisite for providing
parties to proceedings with digital access to the justice system without media
discontinuity (Medienbruch). A media discontinuity occurs when submissions on
paper are to be added to a digital file or when electronically received submissions
are to be added to a paper file. Digital assistants and artificial intelligence relieve
judicial employees of routine tasks. Shorter proceedings also mean greater legal
certainty, faster payment flows and a reduction in financial losses. Disputes can
generally be decided faster. This means easier access to justice and greater legal
certainty for citizens and businesses, thus improving the opportunities for
Austria as a business location.

- Increasing efficiency and effectiveness: Cost savings and greater efficiency is a
key argument for the development and operation of IT solutions; IT of the justice
system should work cost-effectively and provide solutions with an optimised
cost-benefit ratio for the entire justice system.

- Helping to shape the European e-Justice strategy and national e-Government:
Austria seeks to take the lead in shaping the European e-Justice strategy and play
a key role in its implementation. In addition, convergence with Austrian
eGovernment is also crucial in order to utilise synergies in the Austrian
administration and offer citizens a uniform appearance.

- Implementation of IT projects in the required quality: Efficient project portfolio
and project management, rapid project execution, flexibility of IT systems and
the flexible deployment of IT personnel are intended to increase the speed of
implementation while ensuring functional correctness and the required quality.

% Austria, Court Organisation Act (Gesetz vom 27. November 1896, womit Vorschriften iiber die Besetzung,
innere Einrichtung und Geschdftsordnung der Gerichte erlassen werden, Gerichtsorganisationsgesetz —
GOG), Federal Law Gazette, No. 217/1896. For further information see Meisslitzer, T., and Starl, K. (2020),
elustiz — Verfahrensautomation und Elektronischer Rechtsverkehr, in: Jahnel, D., Mader, P., and
Staudegger E. (eds.), IT-Recht, Verlag Osterreich, pp 368 et seqq.
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- Ensuring security and other qualitative requirements of IT solutions: The
adequate performance and availability of the IT solutions (including the data)
must be ensured, the authenticity, integrity and confidentiality of the data must
be guaranteed and unauthorised persons must be prevented from using or
interfering with the IT solutions.

- Being an innovative and competent partner for the specialist areas: Justice IT
regards itself as an innovative and competent partner to the responsible
organisational units and provides its services as a modern service provider.

- Positive image of the justice system: Presenting the justice system externally
and internally as a trustworthy and effective organisation that is open to new
requirements.®

The term ‘justice IT" and the elustice Strategy generally always refer to the IT of the
entire justice system. The target group of the elJustice Strategy is, therefore, primarily
all employees of the Federal Ministry of Justice, the ordinary courts, the public
prosecutor's offices, the Federal Administrative Court, the penal system, the data
protection authority, the Justice Support Agency (Justizbetreuungsagentur) and all
employees of IT service providers who work primarily for the justice system, in particular
the Federal Computing Centre GmbH (Bundesrechenzentrum GmbH).*

While a focus was put on the digitalisation of civil justice in the beginning, the
digitalisation process was increasingly also rolled out to the other branches of justice.
Since autumn 2023, new proceedings in civil and criminal matters have been conducted
digitally with electronically managed files in all courts and public prosecutor's offices
with Justice 3.0.12 The CEPEJ Country Profile for Austria seems to suggest that in
particular the court and case management in the administrative branch lags behind the
other branches in terms of digitalisation.'®> However, concrete reasons for this have not
been mentioned. According to the 2024 Rule of Law Report Country Chapter on Austria,
there remains “[rJoom for improvement [...] in administrative cases as regards digital
solutions to initiate and follow proceedings online [..].”** There was no system or
process identified in the course of the desk research that is currently in particular focus
of digitalisation processes.

10 Austria, Federal Ministry of Justice (2024), eJustiz-Strategie der Gsterreichischen Justiz 2018-2024,
updated in 2024, pp 21 et seqq.

11 Austria, Federal Ministry of Justice (2024), eJustiz-Strategie der Gsterreichischen Justiz 2018-2024,
updated in 2024, p. 9.

12 Gesek, Ch., and Hackl, M., (2024), Stand und Ausblick von Justizanwendungen mit KI-Technologie zur
Unterstiitzung der Rechtsprechung, Osterreichische Richterzeitung 2024, 10.

13 European Commission for the Efficiency of Justice (2022), Evaluation of the judicial systems (2020 -
2022), Austria.

14 European Commission, 2024 Rule of Law Report Country Chapter on the rule of law situation in Austria,
p. 9.
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The elustice Strategy also refers to the full functioning of the justice system as an
indispensable foundation for a Europe as an area of freedom, security and justice.’
According to the elustice Strategy, Austria strives to take the lead in shaping the
European e-Justice strategy and to play a significant role in its implementation and
therefore plays an active role in projects that promote the implementation of this
strategy and establish the interoperability of national systems with European e-Justice
systems.'® The elustice Strategy further states that special attention must be paid to all
regulations (e.g. European order for payment procedure, small claims procedure) and
directives relating to cross-border proceedings and international legal assistance (e.g.
taking of evidence).l’

1.1.2. Improving access to justice through digitalisation

According to the Federal Ministry of Justice, measures implemented under the strategic
initiative “Justiz 3.0” aim to facilitate and improve access to justice, make the justice
system more efficient and, at the same time, bring it closer to citizens.'® Indeed, the goal
of improving the access to justice shines prominently in the elustice Strategy. The
operational objectives of the elustice Strategy make this even clearer and more
concrete:*® according to the elustice Strategy, IT-supported processes are used in
particular to speed up mass and routine activities as well as large-scale proceedings. Al-
related technologies such as machine learning, deep learning and cognitive computing
are regarded as particularly suitable for the context-dependent provision and evaluation
of information. According to the strategy, this should also significantly accelerate and
qualitatively support the work in judicial proceedings, be it in the recording of
submissions, legal research, the identification of responsibilities or the preparation of
decision-relevant documents. Access to the applications is possible from anywhere,
meaning that all applications can be operated at all judicial workstations, provided the
user has the necessary authorisations. This applies in particular to bailiffs, the access to
relevant applications for typist from any location, teleworking or workload balancing.
Moreover, IT-supported information and knowledge management should be a basic
prerequisite for the value-adding and innovative use of resources, enabling judicial
employees to access the necessary information quickly and thus speed up processes.

15 Austria, Federal Ministry of Justice (2024), eJustiz-Strategie der Gsterreichischen Justiz 2018-2024,
updated in 2024, p. 11.

16 Austria, Federal Ministry of Justice (2024), eJustiz-Strategie der Gsterreichischen Justiz 2018-2024,
updated in 2024, p. 15.

7 Austria, Federal Ministry of Justice (2024), eJustiz-Strategie der Gsterreichischen Justiz 2018-2024,
updated in 2024, p. 15.

18 Austria, Federal Ministry of Justice, Website on Justiz 3.0.

19 Austria, Federal Ministry of Justice (2024), elustiz-Strategie der Gsterreichischen Justiz 2018-2024,
updated in 2024, pp 26 et seqq.
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Additionally, the outcome objectives (Wirkungsziele) defined for the Ministry of Justice
also include access to justice as a main objective (for details see below at 1.1.6.).

While the elustice Strategy underlines that the courts, public prosecutor's offices,
prisons and probation services as well as the Federal Ministry of Justice are responsible
for performing all tasks in the spirit of the objectives of the European Convention on
Human Rights and within the framework of the applicable legal system, the strategy
does not include explicit references to further rights enshrined in the Charter of
Fundamental Rights of the EU, such as the right to non-discrimination/equality, defence
rights, or the presumption of innocence. Further specific regulations with a direct link to
fundamental rights exist, for example, regarding inspection of files (Akteneinsicht).
Natural persons now have the opportunity to gain access to proceedings concerning
them via the JustizOnline platform. In addition to information on the current status of
proceedings, the parties can also use JustizOnline to inspect electronically managed files
relating to them. The parties can either view or download the file in its entirety or just
individual parts as a PDF file. In order to ensure barrier-free access for people who are
not technically adept or physically disabled, the court conducting the proceedings must
guarantee access to the file in the court building with the help of suitable devices (e.g.,
terminals where the file can be accessed).?’ These provisions are laid down in § 89i (4)
Court Organisation Act.?! However, fundamental rights considerations (e.g., non-
discrimination and privacy) are more manifestly inherent in digitalisation processes
related to artificial intelligence (for a promising practice below at 1.1.4.).

1.1.3. Safeguards for digitalisation measures

The decision-making authority remains with the decision-making bodies, in particular
judges, public prosecutors and judicial officers as a key safeguard. According to one of
the IT guidelines (“IT-Leitlinie-02”) of the eJustice Strategy, judicial and official decisions
should not be replaced, but rather optimally supported (‘cognitive assistance’). More
concretely, the IT guideline prescribes that (1) decisions are not made by IT systems, but
are prepared and supported by them in the best possible way and that (2) IT systems
basically only provide suggestions for decisions. In the case of a high degree of
automation, including the automatic creation of decisions, care must be taken to ensure
that decision-making bodies can intervene, examine the facts of the case and make the
decision in individual cases.?? Interviews with members of the judiciary confirm the

20 Nunner-Krautgasser, B., and Schnur, J., (2022), Digitalisierung und Legal-Tech im ésterreichischen
Zivilverfahren, Jahrbuch Digitalisierung und Recht, p. 155.

21 Austria, Court Organisation Act (Gesetz vom 27. November 1896, womit Vorschriften iiber die Besetzung,
innere Einrichtung und Geschdftsordnung der Gerichte erlassen werden, Gerichtsorganisationsgesetz —
GOG), Federal Law Gazette, No. 217/1896.

22 Austria, Federal Ministry of Justice (2024), eJustiz-Strategie der ésterreichischen Justiz 2018-2024,
updated in 2024, pp 26 et seqq.
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practical relevance of this principle of having a human decision-making authority as a
safeguard. Legal professionals point out that the final decision is to be made by a human,
who can then be held accountable for it. Al only serves the preparation of these
decisions.

1.1.4. Digitalisation and artificial intelligence

After “Justiz 3.0” introduced digital working methods with fully digitally managed files
and including various Al-based applications (such as optimisation of incoming mail;
digital support in digital files; analysis and processing of investigation data;
anonymisation of court decisions; chatbot for citizen service enquiries; speech
recognition),?® artificial intelligence and its benefits, dangers and challenges for the
future of justice are currently a hot topic in Austria.?*

Promising practice

During the development of Al systems for the Austrian justice system, a self-assessment
is carried out for each use case (every use of Al including applications with higher risk)
applying the Ethics Guidelines for Trustworthy Artificial Intelligence presented by the
High-Level Expert Group on Al. Such an assessment for reliable artificial intelligence is
regarded as an essential tool to ensure that Al systems are used ethically, fairly and
trustworthily. The checklist serves to proceed in accordance with principles and
guidelines and to ensure that Al applications respect the values of society and serve
people.? The following criteria are assessed with this tool: (1) Human agency and
oversight: In the selected use case, the Al must fulfil a clearly defined purpose of a
support task and leave the decision on how to use the results to the user. (2) Technical
robustness and safety: Al systems must be protected against attacks and manipulation,
especially by inadequate data. (3) Privacy and data governance: The protection of
personal data and privacy are of paramount importance and must therefore be explicitly
examined. (4) Transparency: Al must be transparent and comprehensible so that users
can understand how it makes decisions. Ideally, the probabilities of suggested outcomes
are explicitly shown. (5) Diversity, non-discrimination and fairness: Al must avoid
discrimination and prejudice in order to ensure equal opportunities and fairness. (6)
Societal and environmental well-being: The use case chosen for Al deployment must

3 Hackl, M. (2024), KI-Herausforderungen fiir die Digitalisierung der Justiz - Stand und Ausblick,
osterreichisches anwaltinnenblatt, p. 33.

24 Fucik, R. (2024), Richter:innenwoche 2024: "Kiinstliche Intelligenz(KI)" und deren Nutzen, Gefahren und
Herausforderungen fiir die Zukunft der Justiz, Osterreichische Jurist:innenzeitung, 2024, pp 82 et seqq.

%5 Gesek, Ch., and Hackl, M., (2024), Stand und Ausblick von Justizanwendungen mit Ki-Technologie zur
Unterstiitzung der Rechtsprechung, Osterreichische Richterzeitung 2024, p. 10.
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respect ethical principles and achieve positive benefits. (7) Accountability: It must be
clear who is responsible for the Al and how errors and misuse will be responded to.?®

Al also appeared as a topic raised by the interviewees (from various professions).
Interviewed lawyers and judges mention that Al is useful in supporting their work by
summarising facts and documents of a case or as transcription tools. The interviewees
homogenously say that Al may only support legal professionals in their work, i.e.,
facilitating access to the data / information that is relevant for decision-making or
drafting texts. However, all interviewees share the view that the outputs of Al must
always be checked by a legal professional, who is then also accountable. An interviewed
lawyer expresses concerns relating budget-cutting measures in the judicial system.
Decreased resources could bring about an increased use of Al in decision-making. Some
interviewees showed concern that budget cuts in combination with more frequent use
of Al could lead to human monitoring of Al outputs being neglected.

Finally, interviewees fear that the further development of Al and its increased use in the
judicial system put qualified jobs in the legal justice system at risk. An interviewed lawyer
highlighted some of the risks related to the use of Al tools in the justice system:

“In other words, when | use the tool, | have to be aware that | am responsible if there
are errors in the result. So it's like the self-driving car. If | set the car to drive itself,
then | as the driver am still to blame if something happens. So | believe that Al will
help us a great deal. At the same time, it can also be a bit dangerous. Not that
humanity is in danger, but rather that jobs are at risk because the qualified legal
representative provides legal information. If Al can now do this itself, there is a risk
that the legal representative will no longer be there.”

Other interviewees pointed to challenges associated with powerful large language
models. An academic who also works in the field noted, for instance, that generative Al
models are sometimes more difficult to ‘control’ and can also lead to unexpected results
(‘hallucinating’) due to their probability-based mode of operation.?’” Another academic
sees opportunity in increasing the efficiency and improving the quality of court
proceedings.?®

26 Gesek, Ch., and Hackl, M., (2024), Stand und Ausblick von Justizanwendungen mit Ki-Technologie zur
Unterstiitzung der Rechtsprechung, Osterreichische Richterzeitung 2024, p. 10. See also: Independent
High-level expert group on Artificial Intelligence set up by the European Commission (2020), Assessment
List for Trustworthy Artificial Intelligence (ALTAI) for self-assessment | Shaping Europe’s digital future.

27 Hackl, M. (2024), KI-Herausforderungen fiir die Digitalisierung der Justiz - Stand und Ausblick,
osterreichisches anwaltinnenblatt, p. 34.

28 Fucik, R. (2024), Richter:innenwoche 2024: "Kiinstliche Intelligenz(KI)" und deren Nutzen, Gefahren und
Herausforderungen fiir die Zukunft der Justiz, Osterreichische Jurist:innenzeitung, 2024, pp 82 et seqq.
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1.1.5. Data protection measures

The elustice Strategy outlines data protection measures required in the context of
digitalisation of justice in a general manner.?® According to the elustice Strategy the
increasing digitalisation of data, the further opening of justice IT to new channels of
access (e.g. external mobile devices), the provision of more and more IT services for
different (internal and external) end user groups, but also the potential new computing
models (such as cloud, social networks and big data) mean that data protection and IT
security must be given more importance than ever. In order to ward off dangers and
minimise risks such as private or economic disadvantages and damage to image,
information security encompasses a broad spectrum of protection objectives such as
confidentiality, availability and integrity of the data managed by justice IT. In order to
secure sensitive data and fulfil compliance requirements, a more proactive and
systematic approach must be taken in future according to the eJustice Strategy. In the
design of data processing, the principles of “data protection through technology design
(‘privacy by design’)” and “data protection through data protection-friendly default
settings (‘privacy by default’)” must be taken into account from the outset.3° However,
the elustice Strategy does not describe the data protection or other security measures,
nor does it outline any specific measures put in place or planned to accompany the
digital reforms. Interviewed technical experts refer to data protection mechanisms via
the network and system architecture; legal professionals mention measures to protect
access to digital tools (e.g., personalised codes, multiple access authentication) and
encrypted data.

1.1.6. Framework for monitoring

Outcome orientation (Wirkungsorientierung) is the standardised and holistic framework
for managing the provision of services in the Austrian ministries and departments. It is
thus the measuring rod also in relation to the process of digitalisation of Austrian justice
systems. The services in the ministries and departments are therefore developed under
the umbrella of common outcome objectives (Wirkungsziele) of the federal government
and are subject to regular monitoring. The results of this monitoring are published
regularly.3! At the time when the elustice Strategy was published, five outcome
objectives have been defined for the Ministry of Justice, with ICT for Justice contributing

2 Austria, Federal Ministry of Justice (2024), eJustiz-Strategie der ésterreichischen Justiz 2018-2024,
updated in 2024, pp 57 et seqq.

30 Austria, Federal Ministry of Justice (2024), eJustiz-Strategie der ésterreichischen Justiz 2018-2024,
updated in 2024, p. 15.

31 Austria, Federal Ministry of Arts, Culture, Civil Service and Sport (Bundesministerium fiir Kunst, Kultur,
6ffentlichen Dienst und Sport) (2023), Website on the outcome monitoring.
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to their fulfilment.3? As of 2020, these outcome objectives for the Ministry of Justice
have been amended and comprise the following four aspects:

- Outcome objective 1: Ensuring legal certainty and legal stability (Rechtsfrieden), in
particular through proposals for adapting and developing the legal system in line
with social and economic needs

- Outcome objective 2: Ensuring equal access to justice by supporting vulnerable
people in exercising their rights

- Outcome objective 3: Objective, fair and independent conduct and decision of
proceedings by courts, public prosecutors' offices and the data protection authority
within a reasonable period of time.

- Outcome objective 4: A modern, effective, humane and safe prison system with a
special focus on (re)integration and recidivism prevention

Indicators for these outcome objectives that are relevant for the subject matter are
“Confidence of the Austrian population in the independence of the judiciary” (related to
outcome objective 1) and “Development of fully electronic proceedings (Justice 3.0)”
(related to outcome objective 3). In relation to “Confidence of the Austrian population
in the independence of the judiciary”, the data of the annual survey conducted by the
EU Justice Scoreboard3?3 is used. According to the most recent data, 82% of the Austrian
population rated judicial independence as ‘very good’ or ‘good’ in 2023.34 In respect to
the “Development of fully electronic proceedings (Justice 3.0)”, the outcome monitoring
evaluates the percentage of digitally managed new cases in relation to total cases per
year. In this respect, the most recent evaluation of 2023 revealed that due to delays in
the rollout of the order for payment procedure and execution procedure, there was a
slight under fulfilment of this key figure on average in 2023. In December 2023,
however, the proportion of digitally managed new cases in relation to total cases was
already 44% and, in March 2024, it was 47%. In light of this, the target of 70% for 2024
appears to be achievable for the end of 2024 or the month of December 2024, but too
ambitious as an average for 2024.3°

32 Austria, Federal Ministry of Justice (2024), eJustiz-Strategie der ésterreichischen Justiz 2018-2024,
updated in 2024, pp 11 et seq.

33 European Commission (2024), The 2024 EU Justice Scoreboard, Communication from the Commission
to the European Parliament, the Council, the European Central Bank, the European Economic and Social
Committee and the Committee of the Regions, COM(2024) 950.

34 Austria, Federal Ministry of Arts, Culture, Civil Service and Sport (Bundesministerium fiir Kunst, Kultur,
offentlichen Dienst und Sport) (2023), Website on the outcome monitoring.

35 Austria, Federal Ministry of Arts, Culture, Civil Service and Sport (Bundesministerium fiir Kunst, Kultur,
6ffentlichen Dienst und Sport) (2023), Website on the outcome monitoring.
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1.1.7. Digitalisation of justice in cross-border settings

The elustice Strategy refers to the developments in e-Justice in the European Union as
a key driver of Austria’s eJustice Strategy. The full functioning of the justice system is
regarded as an indispensable foundation for a Europe as an area of freedom, security
and justice.3® Concrete examples of applications in cross border settings mentioned to
in the elustice Strategy include the participation in the European Justice Portal, in the e-
CODEX project (e-Justice Communication via Online Data Exchange) and especially in the
e-CODEX pilot European order for payment procedure as well as the participation in the
projects for networking insolvency and commercial registers.3’” The overview of IT
Applications in the Austrian Justice System includes information on the current cross
border-dimension of various justice applications. “In 2022 a total of around 6,200 video
conferences were held Austria-wide, of which four per cent were cross-border ones.”3®
In the context of the European order for payment procedure Austria and Germany have
jointly developed an IT application sponsored by the EU for electronic processing, which
uses large parts of the Case Automation (Verfahrensautomation Justiz). “The EU order
for payment procedure is one of the pilot procedures of the e-CODEX project. Since 2017
the EU order for payment procedure has been operated, maintained and enhanced for
Austria  and Germany by the Austrian Federal Computing Centre
(Bundesrechnungszentrum).”3?

The Austrian Ministry of Justice coordinates the EU-funded project “SimpliVi”, with the
main aim of improving cross-border judicial videoconferencing. “To achieve this goal the
project partners from Austria, Greece, Poland, Germany, Spain and Portugal will analyse
the current situation of cross-border judicial videoconferencing, develop
recommendations and provide best practise examples from a technical, organisational
and legal perspective. Furthermore, the project partners will develop an e-CODEX
(www.e-codex.eu) implementation to support the workflow of the setup of a cross-

border judicial videoconference.”*°

36 Austria, Federal Ministry of Justice (2024), eJustiz-Strategie der ésterreichischen Justiz 2018-2024,
updated in 2024, p. 11.

37 Austria, Federal Ministry of Justice (2024), eJustiz-Strategie der ésterreichischen Justiz 2018-2024,
updated in 2024, p. 22.

38 Austria, Federal Ministry of Justice (2023), IT Applications in the Austrian Justice System, p. 32.

39 Austria, Federal Ministry of Justice (2023), IT Applications in the Austrian Justice System, p. 32.

40 Austrian Ministry of Justice, SimpliVi, project website.
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1.2 Planning for digitalisation of justice: stakeholder
engagement/consultations and efforts to widen equal access to justice

Over the many years of the digitalisation of justice in Austria, stakeholders such as the
Chamber of Commerce, the Austrian Bar Association and software producers were
repeatedly involved in consultations with the Federal Ministry of Justice. Due to the long
history and broad range of measures of digitalisation of justice in Austria, a
comprehensive overview or relevant examples of such involvement cannot be provided.
However, information on the involvement of stakeholders in relation to particular use
cases is available. In relation to the online portal “justizonline.gv.at”, for instance, the
Federal Ministry of Justice reports that users were involved in the development of
“JustizOnline” from the very first prototype: from digital natives to pensioners, citizens
were asked about the various services directly at the courts on office days. Judges and
court registries were involved on an ongoing basis and their feedback was

incorporated.*!

Information on all matters related to the digitalisation of justice in Austria is provided
on the web portal “JustizOnline”.*? Consultation of the broader public related to
digitalisation of justice takes place in the course of opinions on legislative reforms in the
normal legislative review process. However, legal developments mainly concern the
Court Organisation Act,*®* but amendments to this law are rare (e.g., only one
amendment in 2023). The details of technical implementation of digitalisation processes
are usually laid down in ordinances for which no such consultation process is provided.
Interviews with legal and technical professionals indicate that consultations with users
of digital tools play an important role in the design and development. IT experts and
developers emphasise in interviews their need for practitioners’ inputs on requirements
and their constant feedback. Thus, consultations with specific organisations and bodies
take place, whenever these bodies are users of the tools. As regards the five use cases
selected for this study, judicial staff form the majority of users and this is mirrored in the
consultations.

Fieldwork findings indicate that as civil society organisations (except for representative
organisations, such as trade union or Chamber of Commerce) are not the users of the
digital tools, they are not consulted. This also applies to NHRIs and equality bodies — at

41 Austria, Federal Ministry of Justice, Zadi¢: ,Der neue digitale Zugang zur ésterreichischen Justiz“, 25
November 2020.

42 Austria, Federal Ministry of Justice, JustizOnline.

43 Austria, Court Organisation Act (Gesetz vom 27. November 1896, womit Vorschriften iiber die Besetzung,
innere Einrichtung und Geschdftsordnung der Gerichte erlassen werden, Gerichtsorganisationsgesetz —
GOG), Federal Law Gazette, No. 217/1896. For further information see Meisslitzer, T., and Starl, K. (2020),
elustiz — Verfahrensautomation und Elektronischer Rechtsverkehr, in: Jahnel, D., Mader, P., and
Staudegger E. (eds.), IT-Recht, Verlag Osterreich.
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least taking into account the interviewees’ knowledge and awareness. Interviewees
notice, regarding the tools for decision anonymisation and electronic prison
management, that consultations take place in the framework of working group meetings
at the Federal Ministry of Justice. Representative organisations of legal professionals,
i.e. the Austrian Bar Association, the association of judges as well as individual
representatives of users (e.g. bailiffs, prison management) participate in these working
groups. Interviews additionally indicate an ongoing informal exchange between
technical experts at the FCC and practitioners. An interviewed technical expert from the
FCC reports that working groups involving stakeholders and users take place whenever
new digital tools are developed, rolled-out or significantly updated.

The Austrian E-Government Strategy** includes measures to support the work of staff
by easy-to-use, barrier-free, intuitive and integrated services. The Federal Ministry of
Justice also endeavours to make all their websites and thus also the main justice portal
“JustizOnline” accessible for users of justice services in accordance with the Web
Accessibility Act.** In order to ensure that its websites are as accessible as possible, the
Federal Ministry of Justice follows the Web Content Accessibility Guidelines 2.1 (WCAG
2.1) AA of the WAI / W3C. The Federal Ministry of Justice seeks to continuously improve
the accessibility of PDF documents. However, barrier-free access to the content of all
PDF documents cannot yet be fully achieved with the means currently available.*® The
desk research did not reveal any concrete plans to involve specific groups in evaluations
or reviews of the new digital tools. One technical expert interviewed confirms initiatives
to improve the accessibility of websites - as required by the Web Accessibility Act.
However, he also observes that the groups affected are hardly involved in the evaluation
of the digital tools’ accessibility.

Although digital files will be introduced at all courts, paper files will still exist in the near
future for instance in civil law procedures, which is why legal regulations were necessary
for both types of file management. Where digital file management makes special
regulations necessary, the legislator has created new regulations. For example, the
qualified signature in the digital file replaces the handwritten signature in the paper file.
Due to the dual nature of the paper file and the digital file, regulations were also
required for the procedure in the event of a so-called ‘media discontinuity’
(Medienbruch). A media discontinuity occurs when submissions on paper are to be
added to a digital file or when electronically received submissions are to be added to a

44 Austria, Federal Ministry of Finances (2023), E-Government-Strategie Osterreich, Vienna, March 2023.
4> Austria, Web Accessibility Act (Bundesqgesetz iiber den barrierefreien Zugang zu Websites und mobilen
Anwendungen des Bundes, Web-Zugdnglichkeits-Gesetz — WZG), Federal Law Gazette | No. 59/20109.

46 Austria, Federal Ministry of Justice, JustizOnline: Barrierefreiheit.
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paper file. In the latter case, § 8la (3) Court Organisation Act*’ stipulates that
electronically submitted submissions must be printed out and treated as if they had
been submitted in paper form. If, on the other hand, the file is kept digitally and
submissions are received in paper form, they must be transferred (e.g., scanned) by the
registry into an electronic document in accordance with the state of the art.*®

1.3 Design and development of digital tools and systems for use in the
justice sector

The Federal Ministry of Justice, Department Il 3: Legal Informatics and Information and
Communication Technology (Abteilung Ill 3 Rechtsinformatik, Informations- und
Kommunikationstechnologie) coordinates the digitalisation of all types of justice in
Austria.* The development and operation of IT solutions for the justice system is carried
out in cooperation with the (then so called) Federal Ministry for Digital and Economic
Affairs, the FCC and external partners.>° The Federal Ministry of Justice, Department lI
3 thus also cooperates with the private sector to complement the range of skills and
resources required.®® Cooperation exists, for instance, with the Austrian company
“digital fast forward” in respect to the planning of digitalisation initiatives from a content
and technical perspective, as well as support for selected IT implementation projects.>?
The Federal Ministry of Finance provides application managers and organisers, forms
application teams with the Austrian Federal Computing Centre and supports the Federal
Ministry of Justice as the client in budget planning and IT controlling.>3

According to the division of business and staff allocation, the tasks of the Federal
Ministry of Justice, Department Il 3 are (1) developing and implementing an IT strategy
and IT architecture for the ministry, (2) ensuring the operation and further development
of the department-specific software solutions, and (3) ensuring an effective and efficient
interface with Austrian Federal Computing Centre (control, project management, order

47 Austria, Court Organisation Act (Gesetz vom 27. November 1896, womit Vorschriften iiber die Besetzung,
innere Einrichtung und Geschdftsordnung der Gerichte erlassen werden, Gerichtsorganisationsgesetz —
GOG), Federal Law Gazette, No. 217/1896.

48 Nunner-Krautgasser, B., and Schnur, J., (2022), Digitalisierung und Legal-Tech im ésterreichischen
Zivilverfahren, Jahrbuch Digitalisierung und Recht, p. 155.

49 Austria, Federal Ministry of Justice (2024), elustiz-Strategie der ésterreichischen Justiz 2018-2024,
updated in 2024, p. 7.

50 Austria, Federal Ministry of Justice (2024), eJustiz-Strategie der ésterreichischen Justiz 2018-2024,
updated in 2024, p. 10.

51 Austria, Federal Ministry of Justice (2024), eJustiz-Strategie der ésterreichischen Justiz 2018-2024,
updated in 2024, p. 10.

2 Austria, Federal Ministry of Justice (2021), Response to parliamentary question 4840/J-NR/2021, 8
March 2021; Austria, digital fast forward.

3 Austria, Federal Ministry of Justice (2024), eJustiz-Strategie der ésterreichischen Justiz 2018-2024,
updated in 2024, p. 10.
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management).”* Within this structure, a Competence Centre for Major Projects (Justice
3.0), Criminal Proceedings, Prison System and Data Warehouse and a Competence
Centre ICT infrastructure, ICT budget, IT administration and ELAK (standard file
management and workflow solution of the federal government) have been
established.>> The Austrian Federal Computing Centre provides IT services for
development, operation and consulting.>®

1.4 Governance, transparency and oversight of digitalisation of justice

The Federal Ministry of Justice, Department Il 3 is the governance structure ensuring
accountability for amendments/reforms relating to the digitalisation of justice.
According to the Austrian elustice Strategy, the management processes and
organisation are regularly scrutinised with regard to their efficiency and adapted on an
ongoing basis.>” However, no further information is available on what type of
assessments are carried out and by whom.

The Austrian elustice Strategy includes an IT guideline ensuring autonomous justice IT.
This guideline states that when outsourcing the operation and development of justice
IT to a service provider, institutional influence of the justice department on this service
provider must be guaranteed.>®

Two technical experts say that in the operation and development of justice IT, the
Federal Computing Centre collaborates with various subcontractors, which work under
the supervision of the FCC (and thus under the supervision of the Ministry of Justice).
According to these interviewees, a core principle in the development of digital solutions
is the move from a proof of concept to a minimum viable product (MVP). The MVP is
tested within small pilot groups and user feedback is incorporated until the product can
be fully rolled out. Thus, digital tools are always first utilised by key users before they
are rolled-out and their implementation becomes mandatory. An interviewed technical
expert says with regard to the Use Case Decision Anonymisation:

4 Austrian Ministry of Justice, Geschdifts- und Personaleinteilunqg: Geschdéftsordnung, 1 September 2024,
pp 55 et seqq.

55 Austrian Ministry of Justice, Geschdfts- und Personaleinteilung: Geschéftsordnung, 1 September 2024,
pp 56 et seqq.

6 Austria, Federal Ministry of Justice (2024), eJustiz-Strategie der ésterreichischen Justiz 2018-2024,
updated in 2024, p. 10.

57 Austria, Federal Ministry of Justice (2024), eJustiz-Strategie der ésterreichischen Justiz 2018-2024,
updated in 2024, p. 10.

8 Austria, Federal Ministry of Justice (2024), elustiz-Strategie der ésterreichischen Justiz 2018-2024,
updated in 2024, p. 57.
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“It has actually always been the case since 2013 that all digital tools, from the
conception of the MVP and the subsequent widespread roll-out of the tool, have
always been supported by practitioners from start to finish. In this respect, there was
also an initial working group with judges from the Supreme Court, the higher regional
courts and so on, who carry out the anonymisation and publication of court decisions.
Of course, this was always an interesting point, especially in the area of case law,
because there were certain differences to court decisions of lower instances. There
was also an agreement on how to anonymise, which of course is not in the law.”

§ 89e Court Organisation Act>® provides that the state of Austria is liable for damage
caused by the use of information and communication technology resulting from errors
in the conduct of judicial business, including the administration of justice, as well as the
necessary registers and public registers. Liability is excluded if the damage is caused by
an unavoidable event that is based neither on a defect in the nature nor on a failure of
the means of automated data processing. In the case of the electronic transmission of
submissions, Austria shall be liable, if the error occurred (1) in the case of data
transmitted to the court, from the time of receipt by the Federal Computing Centre
GmbH and (2) in the case of data to be transmitted by the court, until the time of receipt
by the recipient.

1.5 Implementation: Training, provision of information and support in
improving digital skills and digital access

The Federal Ministry of Justice states that a profound education and training programme
for all employees is the basis for the high quality of the services provided by the Austrian
judiciary. A professional and comprehensive training programme for all trainee judges,
judges, public prosecutors, judicial officers, district attorneys and all judicial staff is
therefore of particular importance to the judiciary, which offers a wide range of legal
training courses that naturally highlight innovations and in-depth studies in procedural
and substantive law.®® The 2024 training programme for judges, public prosecutors and
other legal staff includes a one day training on “Justice: Future now! - ChatGPT and other
major language models in the legal spotlight (Justiz: Zukunft jetzt! — ChatGPT und andere

59 Austria, Court Organisation Act (Gesetz vom 27. November 1896, womit Vorschriften iiber die Besetzung,
innere Einrichtung und Geschdftsordnung der Gerichte erlassen werden, Gerichtsorganisationsgesetz —
GOG), Federal Law Gazette, No. 217/1896. For further information see Meisslitzer, T., and Starl, K. (2020),
elustiz — Verfahrensautomation und Elektronischer Rechtsverkehr, in: Jahnel, D., Mader, P., and
Staudegger E. (eds.), IT-Recht, Verlag Osterreich.

80 Austria, Federal Ministry of Justice, Aus- und Fortbildung in der ésterreichischen Justiz, website.
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grofle Sprachmodelle im rechtlichen Fokus).®® However, no concrete examples of
trainings provided on the digital tools used in the Austrian justice system have been
identified in the course of desk research. Interviews indicate that provision and support
in the use of the digital tools is provided via online manuals, training videos, courses in
case of updates and by the availability of technical experts upon users’ request.

Promising Practice

From the citizens' perspective, the JustizOnline platform is the linchpin of the

innovations brought about by Justice 3.0. A wide range of services can be accessed
digitally on this platform (e.g., general legal information, access to ongoing proceedings,
e-service of process, online submission of legal aid applications). The chatbot “Justitia”
helps users navigate the website and provides ready-made answers to specific
questions.®? The Chatbot is thus an interactive component of the JustizOnline platform
(justizonline.gv.at). Justitia provides information on a wide range of digital information
and services offered by the Austrian justice system. “Justitia” supports, for instance,
gueries to the company register and land register, provides for the download of relevant
documents and forms with online submissions to courts and public prosecutors' offices.
In addition, Justitia helps with questions about the user’s legal procedures, provides an
overview of the status, and navigates to file inspection and submissions for ongoing
procedures. The Chatbot also offers glossary search to find definitions for relevant legal
terms. In addition, it supports users with questions regarding registration on the
JustizOnline platform. Natural Language Understanding (NLU) technologies are used,
which make it possible to recognise the intent of requests and provide prepared answers
based on this.

The Chatbot “Justitia” was established in November 2020 by the Federal Ministry of
Justice as an interactive component of the JustizOnline platform (justizonline.gv.at),
which is the digital information and service portal of the Austrian courts and public
prosecutors' offices. Users, namely citizens from digital natives to pensioners, as well as
judges and court registries, were involved from the very first prototype on an ongoing
basis and their feedback was incorporated.®?

Justitia now provides information on a wide range of digital information and services
offered by the Austrian justice system. Information on how and where to conduct
gueries on the company register and land register, as well as downloads of relevant

61 Austria, Federal Ministry of Justice, 2024 training programme for judges, public prosecutors and other
legal staff (Fortbildungsprogramm 2024 fiir Richter:innen, Staatsanwdltinnen:Staatsanwdlte und weitere
juristische Bedienstete).

62 Essig, A. (2023), Zugang zum Recht & Inklusion durch Legal Tech, Osterreichische Zeitschrift fiir
Wirtschaftsrecht, p. 85.

63 Austria, Federal Ministry of Justice, Zadi¢: ,Der neue digitale Zugang zur ésterreichischen Justiz“, 25
November 2020.
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documents and forms with online submissions to courts and public prosecutors' offices
are among the core areas. In addition, Justitia helps with questions about the user’s legal
procedures, provides an overview of the status, and navigates to file inspection and
submissions for ongoing procedures. The Chatbot also offers glossary search to find
definitions for relevant legal terms. In addition, it supports users with questions
regarding registration on the JustizOnline platform.

The Chatbot may positively impact the right to an effective remedy by providing
accessible and efficient information and services related to the Austrian justice system.
Users may benefit from streamlined access to legal procedures, relevant documents,
and forms through the online platform. The Justitia Chatbot may positively impact the
right to an effective remedy and to a fair trial by providing users with guidance and
information on their legal procedures, status overview, and file inspection, ultimately
contributing to the fulfilment of their rights in legal matters.




25

2. Fundamental rights implications of
the digitalisation of justice

2.1. Overview of use cases and fundamental rights impacted

The use cases covered by the fieldwork provide a diverse picture of the digitalisation of
justice. The tools support judicial staff in different phases of the proceedings and in
different areas, i.e., criminal proceedings, administrative proceedings, enforcement
proceedings or prison management. While the scope of usage for some tools is narrowly
defined and institutionalised, other tools are used by a broad variety of legal
professionals and others. The selection of use cases includes electronic filing and
exchange of documents, a tool to support judicial authorities in decision making, a real—
time distance communication tool and tools that support the administration or
enforcement. The users of the tools are mainly legal professionals (i.e., judicial staff and
lawyers / legal representatives) and lesser NGOs, other civil society actors or the general
public.

For each of the five tools, five interviews were carried out. Wherever possible, the five
interviews included two technical experts as developers and three legal professionals as
users.

The following categories of interviewees were included in the fieldwork: eight interviews
with four technical experts, four lawyers, one prosecutor, one judicial officer at the
district court, three bailiffs at the district court, three officers in prison administration
and four judges. Almost all interviewees are experienced in using the systems and have
good overall experience in the field of digitalisation of justice. The pre-selection of
executives by gatekeepers might explain their rather high level of knowledge. The
interviewed lawyers were not pre-selected. Still, their knowledge regarding the tools
and the overall experience in the professional field is high. No relevant observations can
be made in terms of the interviewees’ age or gender in terms of tech-savviness. Still,
most interviewees are convinced that younger persons are more tech-savvy than older
persons and that the technical field is male dominated.




26

2.2. Use cases in detail

2.2.1. Electronic Legal Communication (ERV)

Fundamental rights impacts of use case

Fundamental rights impacts

Article 47 (right to a fair trial
and an effective remedy)

Positive impact/potential
benefits (Y or N, and briefly
give some
elements/components of the
right?)

Whose rights?

Negative impact/potential
risks? (As above)

Article 48 (presumption of
innocence and defence rights)

Article 21 (non-discrimination)

Positive impact/potential
benefits (Y or N, and briefly
give some (not exhaustive list)
elements/components of the
right?)

1 (Electronic Legal Communication)

Yes (5/5 interviewees saw an impact on this right)

The tool’s purpose is transmitting data in the
communication with judicial authorities. The tool has
positive impacts regarding facilitated access to
information, faster and more efficient communication
(across space and time), easier adherence to
deadlines and an acceleration of procedures.

Legal professionals and private parties involved into
the proceedings

Aspects identified are not explicitly related to the
tool, but diverse tools are available for
communication between lawyers and public
authorities, which negatively impacts lawyers’ work
and thus further the procedural rights of their clients.

No (5/5 interviewees did not see an impact on this
right)

Yes (2/5 interviewees saw an impact on this right)

The ERV prevents discrimination, supporting
accessibility for persons with disabilities, i.e. blind
persons is facilitated by the tool compared to the
non-digital procedure; the ERV provides for more
neutral procedures / inputs. The ERV thus enhances
transparency and security in communication,
supporting the independence and impartiality of the
court. It also enables faster and more secure
communication on behalf of clients.
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Fundamental rights impacts 1 (Electronic Legal Communication)

Whose rights? Legal professionals (work procedures), represented
ghts people (rights)

Interviewees identify discrimination, but these are

not related to the tool, rather to the area / content of

interviewee’s work

Negative impact/potential
risks? (As above)

Article 7 (respect for private No (5/5 interviewees did not see an impact on this
and family life) right)
Article 8 (protection of No (5/5 interviewees did not see an impact on this
personal data) right)

Other rights mentioned

No (5/5)
(repeat as necessary)

Description of use case

The Electronic Legal Communication (ERV)®* was developed by the Austrian Federal
Computing Center (FCC) specifically for the Austrian justice system. It is in use
nationwide and interoperable across all branches of justice and forms the cornerstone
of the entire process of digitalisation of justice in Austria. In introducing this system,
Austria was the first country in the world to establish Electronic Legal Communication.
As one of the outstanding e-government applications in Europe, Electronic Legal
Communication was awarded the EU e-government label in 2001.

The ERV is a platform that has existed since 1990 for reliable, secure and legally valid
bidirectional communication between the ordinary courts (district courts, regional
courts, higher regional courts and the Supreme Court), the Constitutional Court, the
Administrative Court, the Federal Administrative Court and public prosecutors' offices
on the one hand and the parties, lawyers, notaries, banks, insurance companies,
statutory social insurance schemes, bar associations and police inspectorates on the
other. All initial and subsequent submissions (initial claims/complaints, responses,

4 An overview of the use case is available in the publication IT Applications in the Austrian Justice System
published by the Austrian Federal Ministry of Justice in 2023. Moreover, the Austrian Federal Computing
Center (Bundesrechnungszentrum), provides a Website on Electronic Legal Communication. Further
information is publicly available on a dedicated website on the Austrian Information Portal
oesterreich.gv.at. Specific (technical) information is available
https://edikte.justiz.gv.at/edikte/km/eredi24.nsf/docs/erv#tervvi.
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applications, pleadings, appeals, statements of claim, etc.) and any enclosures can be
transmitted to and received from Austrian courts and public prosecutors’ offices
electronically and securely via the justice system's electronic communications system.
The ERV thus replaces the conventional transmission of documents on paper and
enables all participants to transmit messages electronically. Lawyers, notaries, banks,
insurance companies, social security funds, pension funds, the umbrella organisation of
the social security funds, the Office of the State Attorneys, the Austrian Bars and the
court-certified experts and interpreters must subscribe to ERV. Currently ERV has more
than 10,000 subscribers. Every citizen may make electronic submissions to the courts or
public prosecutor's offices via the platform “JustizOnline”®. The usage of the ERV is
optional for private parties or those who are not legally represented.

In 2007, the ERV was migrated to contemporary service technology and supports
streaming-based data transfer. ERV, which is secured via the justice portal, is accessible
via several transfer points, which are regularly advertised publicly. ERV is integrated in
the Case Automation in the Justice System (Verfahrensautomation Justiz, VJ)
application, which supports all courts and public prosecutors' offices in keeping the
registers of 67 different types of cases. Court decisions are issued automatically and
dispatched via a centralised Mailing Line, the ERV or eDelivery.

According to the interviewed technical and legal experts, the ERV was introduced to
replace the entire postal route and paper communication by electronic communication,
and it has replaced this non-digital process of communication with and among the
judicial system in almost all legal matters. All files (including paper files) are registered
centrally at the FCC and distributed from there to the courts and parties involved. The
usage of the ERV is now mandatory for all professionals in all communication with the
justice system. Interviewed lawyers report that law firms need to have transmission
centres to use the ERV and law firms have to search for a transmission centre on their
own initiative. These transmission centres either belong to the providers of software for
law firms or work close together with them. The law firms thus contract the software
providers and transmission centres to facilitate and support the use of the ERV
technically. According to the interviewee, the law firms have no option to proceed
differently, as they are obliged to use the ERV. However, the interviews with lawyers
indicate that this is a straightforward process, whereby the costs and demands are
limited. Thus, the findings do not indicate that the implementation and mandatory use
of the ERV would anyhow limit or even prevent law firms from acting upon their freedom
to conduct a business.

Interviewed technical experts were able to share insights into the entire process of the
gradual introduction of the ERV, as they were involved in it. The introduction of the ERV

85 Austria, Federal Ministry of Justice, Website JustizOnline.
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started with a rudimentary interface but has since evolved to contain various
applications and offers access to diverse databases. The technical experts interviewed
all point out that the ERV enables communication between two different systems. It is
not a communication tool with an interface that is viable on its own. Thus, technical
experts from the FCC (judiciary), as well as IT professionals (private sector parties) who
are providers of law firm software, work with the tool. The latter offer products with
ERV connections for law firms, maintain these products and are available in need of
technical support. The law-firm software providers thus have access to users’ needs and
concerns and regularly update the FCC with them. The FCC coordinates the further
development of the ERV with these software providers. Thus, when it comes to the ERV,
the technical professionals have little contact with users, such as legal practitioners, but
rather with software providers. When it comes to the development of the pure
communication interface, it is not needed to involve the end users — as interviewed
technical experts explain. it is sufficient to involve the software manufacturers — the
partners of the law firms, who then inform the end users (e.g. lawyers) about any
relevant developments.

The interviewed technical and legal experts are homogenously unsure whether
fundamental rights aspects were explicitly considered in the development phase of the
ERV, but they doubt it. Legal aspects in the field of data protection and cyber security
were addressed indeed, but not under the umbrella of fundamental rights. Practical
requirements and usability were rather the main topics of stakeholder (user)
consultations during the development phase. The findings do not provide any relevant
insights in terms of how the lack of fundamental rights aspects may had any subsequent
negative impacts on safeguarding fundamental rights. However, the findings indicate
that these impacts are severely limited, as the ERV is just a communication interface.

Interviews with legal professionals indicate that these consultations take place rather
informally (via personal relations) and orally through previously established contacts
and work relations. An interviewed lawyer at a trade union illustrates these procedures:
the trade union’s software provider had nothing to do with labour law until the ERV was
introduced in the trade union. Consequently, the ERV’s interface was not designed for
practitioners of labour law. Thus, consultations between the interviewed lawyer and the
software provider took place to amend the interface / mask of the tool, i.e. including
functions and deleting others to better adapt it towards practical requirements.

An interviewed lawyer points out how these consultations and updates worked in the
trade union:

“But if I didn't understand something [during the application of the tool] I just called
[the software provider] directly. And after | persisted, | did that more often, and so |
became the unofficial contact person in a way. With learning by doing, we had a
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master draft with which we roughly worked and then realised that something doesn't
fit and it screws. And then we adjusted that bit by bit, again and again.”

Not all interviewed users could provide information on such consultations, as they were
not involved in the development phase.

Impact on justice professionals’ work

Not all interviewees could assess the impact of the ERV on justice professionals’ work,
as their professional experience does not necessarily cover the period before the
introduction of the ERV (in the 1990s). Those interviewees provide information on the
impact of further development of the tool. The interviewed legal professionals do not
hesitate to identify positive impacts of the ERV on their work — no negative impacts were
mentioned. The main positive impacts mentioned are:

e Acceleration of procedures: compared to communication via post mail. Faster
access for lawyers and other non-justice staff to case-relevant data and documents.
Communication and access to files and documents work in-time and from remote.

e Transparent (traceable) and secure communication: Due to the fact that the
communication takes place via the ERV, it is traceable (all communication goes via
the FCC) and it is thus not contestable.

e Communication with the authorities has become easier for lawyers, who can more
easily meet deadlines set by judicial authorities (submissions of documents are now
possible via a button, remotely and all documents are assessed and transmitted via
the Federal Computing Centre).

An interviewed lawyer reports on the effects of ERV on communication:

“Then came electronic legal communication and - it's all become much, much easier.
We've had it since 2013. It has become much easier in that we've been able to receive
court mail at the touch of a button because we could make submissions at any time.
So that was also independent of location. Theoretically, even though there was no
home office back then, it didn't really matter where you did it from. You just needed
a connection and could bring that in, so to speak. The experience that | had there, I'll
get to that later with remote work, it made a difference whether you did it physically
at the workplace or remotely, because the data connections weren't always
necessarily snug.”

Influence on authorities’ decision making: The interviewed technical experts say that
the tool has no influence on authorities’ decision making. It is merely a communication
tool. Also, the two interviewed lawyers, as obliged users of the ERV, say that the ERV
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has no influence on authorities’ decision making. An interviewed user of the tool at the
district court mentions that the ERV makes their decisions faster, as it facilitates access
to different data bases and registers, which is relevant for decisions. Moreover,
according to this interviewee, the decisions are more traceable.

Training and support to use tool, as well as plans to monitor, improve or update the

tool

Heterogenous views were shared by the interviewed experts when it comes to training
and support to use the ERV. Different views not only exist between technical and legal
experts, but also among technical and legal experts. One technical expert says that there
is no regular training, that training of users only takes place if there are updates or new
versions of functions. The other technical expert claims that continuous training is
available for users of the ERV, offered by the FCC and by software manufacturers. A
district court worker confirms this availability of regular training, that is offered by a
training centre at the higher regional court. Additionally for daily work with the tool,
technical support is available in all district courts. The two interviewed lawyers similarly
receive training and support from providers of law firm software and transmission
centres. One lawyer works as a legal consultant for a trade union, while the other one is
self-employed in a small law firm. The trade union lawyer reports having access to
regular training and support to use the tool, while the other lawyer states that training
is only available in case of updates and further developments. However, this “training”
is rather information, shared by software provider, who implements the technical
instructions, centrally provided by the FCC.

Fundamental rights risks related to use of the tool/system

The interviewed technical experts and users face difficulties in seeing any fundamental
rights risks specifically related to the ERV. Interviewees mention fundamental rights risks
on a general level, such as data protection breaches due to attacks, which exist
independently from a concrete use case. Interviewees justify that the ERV is a
communication tool for professionals in the justice system.

e Parties to proceedings (directly involved in proceedings)

The interviewees do not identify any fundamental rights related risks affecting the
parties to proceedings (such as defendants, complainants, victims). Firstly, the use case
ERV was researched in relation to civil justice and secondly, the parties directly involved
in proceedings do not necessarily apply the tool, rather their lawyers do.

e Marginalised or vulnerable groups
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No fundamental rights risks particularly affecting children or older people were
identified by the interviewees.

Some interviewed lawyers and a technical expert identify accessibility barriers for
people with disabilities and those who lack means or digital skills or who simply prefer
paper communication. However, they put this assessment into perspective, as the use
of the ERV is voluntary for private individuals. In terms of professionals who are obliged
to use the ERV, interviewees emphasise that it has been in place for 30 years and
professionals have had enough time to “get used to it”.

An interviewed lawyer identifies potential accessibility barriers for persons with weak
German language skills: the tool is available in German only. Thus, people who do not
speak the German language cannot use it. However, they may still turn to the court in
person and request interpretation or use cost-free counselling services, which support
low-threshold and cost-free in access to courts or in administrative procedures.

e Legal/justice professionals, general public

No specific fundamental rights risks for legal / justice professionals or the general public
are identified by the interviewees.

Mitigation measures/safeguards to avoid harming fundamental rights

The interviewed technical and legal experts are unaware of any mitigation measures /
safeguards to avoid harming fundamental rights built into the design of the ERV. Data
protection breaches are the only fundamental rights risks, mitigated by several
safeguards. The interviewees name the following: secure server landscapes, protected
interfaces, and personal access codes for all professionals. The interviews provide little
evidence for specific mitigation measures in the users’ organisations, i.e. law firms,
representative organisation or district court. The named mitigation measures are rather
centrally implemented by the FCC / judiciary. Moreover, all professionals are obliged by
the GDPR to ensure IT security and data protection. Other than cyber security and data
protection, no fundamental rights assessment or discussions on mitigation measures for
fundamental rights risks were mentioned in the interviews.

Fundamental rights benefits of the tool/system

All technical and legal experts interviewed about the ERV highlight benefits of the ERV
related to fundamental rights:

1. Access to justice and independence of the court: The ERV reduces errors and
enhances transparency and security in communication, supporting the
independence and impartiality of the court. It also enables faster and more
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secure communication on behalf of clients, indirectly facilitating access to a court
for legally represented individuals.

2. Impartiality and neutrality of procedures: Digitalisation, including the use of the
ERV, leads to more standardised procedures and reduces the likelihood of
human error. Additionally, the ERV may help reduce discrimination by
eliminating sensory cues (e.g., smell) present in physical files, thus promoting the
neutrality of information presented to the court.

An interviewed lawyer reports:

“That - theoretically, of course, the input of a lawyer to court [is neutralised by the
tool]. That smell [of nicotine or herbs] goes digitally, of course not over it:
communication via the ERV, that's a scanned document that's neutral. But that's
very, very far-fetched, but theoretically the tool promotes the neutrality of the
lawyer’s input, because we perceive with all the senses, and the senses are
neutralised, so to speak, by the tool.”

The other interviewed lawyer appreciates the ERV for enabling secure communication
and access to the court, but criticises the complexity of using multiple tools for
communication with public authorities, advocating for consolidated communication
through the ERV.

Interviewees did not mention any particular fundamental rights benefits particularly
affecting parties to proceedings or specific marginalised or vulnerable groups. An
interviewed technical expert notes the fact that the digital communication via the ERV
is beyond time and space as a key benefit. This benefit may particularly serve persons
with mobility impairments or also blind persons (no scan of papers needed anymore),
but it is a general benefit of digitalised communication for marginalised groups, the
general public and legal / justice professionals.




34

2.2.2. Electronic Prison Management (eVM)

Fundamental rights impacts of use case

Fundamental rights impacts

Article 47 (right to a fair trial and an
effective remedy)

Positive impact/potential benefits (Y
or N, and briefly give some
elements/components of the right?)

Whose rights?

Negative impact/potential risks? (As
above)

Article 48 (presumption of innocence
and defence rights)

Article 21 (non-discrimination)

Positive impact/potential benefits (Y

or N, and briefly give some
elements/components of the right?)

Whose rights?

Negative impact/potential risks? (As
above)

Article 7 (respect for private and
family life)

2 (Electronic Prison Management)

Yes (1/5 interviewees saw an impact on this
right)

The tool helps because it fosters the inmates
access to information regarding an
administrative penal procedure or a change of
sentence.

Prisoners

None

No (5/5)

Yes (4/5 interviewees saw an impact on this
right)

Data on personal characteristic of inmates and
visitors is recorded in the tool for safety
reasons. Discrimination of persons with radical
or fundamental thinking as well as
discrimination of LGBTIQ persons by judicial
staff

Prisoners

In case the data on personal characteristic are
misused; subjective impressions can lead to
stigmatisation

Yes (3 /5 interviewees saw an impact on this
right)
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Fundamental rights impacts 2 (Electronic Prison Management)

Positive impact/potential benefits (Y Personal data is stored and processed; however,
or N, and briefly give some the tool provides for strong and diverse
elements/components of the right?) safeguards.

Whose rights? Prisoners

Negative impact ial risks?
g pact/potential risks? (as None
above)

i . Yes (3 /5 interviewees saw an impact on this
Article 8 (protection of personal data) right)

Positive impact/potential benefits (Y Personal data is stored and processed; however,
or N, and briefly give some the tool provides for strong and diverse
elements/components of the right?) safeguards.

Whose rights? Prisoners

Negative impact/potential risks?

g pact/potential risks? (as None
above)

Other rights mentioned (repeat as

No (5/5 interviewees)
necessary)

Description of use case

In Austria, an Integrated Prison Administration application (IVV) is in use since 2000 and
includes inmates' records and the core area of prison administration. Thus, nearly the
entire inmate management has been replaced by electronic management during the last
few years. In the course of the Austrian digitalisation strategy “Justiz 3.0” the first
modules of the Electronic Prison Management (eVM), a tool specifically developed for
the Austrian justice system, were developed in 2016 as a successor application of IVV.
The eVM provides for an electronic record of prisoners, including easier and more
transparent procedures, decision-making and documentation. The eVM is thus
developed to replace the IVV, and to fully digitalise the files of inmates and all included
documentation and communication. The eVM is still in the roll-out phase, whereby the
inmates’ applications for electronic surveillance (2023) and their complaints have been
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registered in the tool (2023). ¢ Since 2019, the IVV modules "social service",
"psychological service" and "classification" have been available to users in eVM.

An interviewed technical expert explains that the eVM is utilised by judicial authorities
to store, access and process inmates' records, including requests, appointments, notes
on behaviour or healthcare needs. The transition from the non-digitalised system (IVV)
tothe eVM is still an ongoing process, where certain applications and functions are being
rolled out step-by-step and upon user consultations. The eVM has not yet fully replaced
the IVV, both systems operate in parallel. All interviewees praised the eVM for its
convenient use, ensuring data transferability, transparency, and efficient decision-
making, compared to the non-digital system. Interviewees homogenously state that the
eVM is more than a database or a register application, as was the case in the analogue
system. It is also a communication and transmission system.

Interviewed users state that regular stakeholder consultations took place during the
development for the eVM at various stages, mainly done in the framework of topic-
related working groups. Consultations are carried out among others with
representatives from the General Directorate of the prisons, lawyers, the IT officials
from the FCC and other professionals. An interviewed technical expert describes the
consultation process in the development phase: the users’ requirements were identified
in the working groups, collected by the developers and considered in the concept for
the tool. Based on the concept, prototypes were created and presented and again
validated by the users. Based on these consultations and feedback, the application was
developed. Users were given training on the use of the tool in the pilot phase. The tool
was rolled out only once the users were sufficiently trained in application and operation.
Three of four interviewed users in prison administration confirm that they were asked
for feedback by the Ministry in the pilot phase. According to their experience, their
feedback was openly received and accepted by the developers.

When it comes to fundamental rights, the interviews homogenously indicate that these
aspects were neither addressed in the consultations during the development / testing
phase, nor explicitly explained to the users. The consultation meetings rather deal with
the practical application of the tool, users’ requirements and users’ benefits from using
the tool when implementing their duties and tasks.

Involvement of private actors: The interviewees do not indicate any involvement of
private actors or the private sector. The tools were rather built by in-house teams at the
FCC under supervision of the Federal Ministry of Justice. As already noted, the users
(involved and consulted during the development phase) are public authorities only.

6 An overview of the use case is available in the publication IT Applications in the Austrian Justice System
published by the Austrian Federal Ministry of Justice in 2023.
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Impact on justice professionals’ work

The eVM has had several positive impacts on professionals' work in the prison system.
Interviews with users indicate that it has increased the transparency, standardisation,
and accessibility of procedures and documents, thereby speeding up proceedings and
decision-making processes, e.g., on conditional release or prison transfers. The tool has
simplified workflows, improved communication between authorities and fostered
inmates’ access to information. Additionally, it has facilitated the processing of inquiries
from external organisations such as NHRIs. The implementation of the tool eVM went
hand in hand with increased requirements for prison administration in terms of
standardised documentation. Interviewees emphasise that these increased
documentation standards are not directly related to the tool itself but due to legal
developments and a modernisation of prison administration.

Interviewees homogenously point out that the eVM indirectly supports judicial decision-
making by enhancing access to information and evidence, but the final decisions are
made by humans.

Training and support to use tool, as well as plans to monitor, improve or update the
tool

The four interviewed users of the tool in prison management have access to IT support
(helpdesk) and up-to-date user manuals through the intranet. Users receive ongoing
updates and detailed information and they have access to courses offered by the
Ministry of Justice and by the prison academy, both online and in person. Whenever
there are updates or new applications / functions rolled-out, the users receive additional
training and consulting directly at the prison. The technical expert interviewed for this
use case points out that the eVM is developed on a project basis, whereby requirements
are collected in the framework of working groups. The expert explains it using the
example of inmates work management: a roadmap specifies that a certain part of the
tool (work management) must be redeveloped. This is always a technically separated
part of the tool, covering the administration of the inmates' work performance and its
accounting. At this point, topic-related working groups are formed, with representatives
from the General Directorate, the officials and contract groups that can contribute to
the part. During the project development, appropriate working group meetings take
place where the requirements are first identified. After that, a concept is developed,
prototypes are shown and validated and, finally, the tool is developed. Those involved
are then given appropriate training and only after the tool is used.

Fundamental rights risks related to use of the tool/system
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All interviews for the use case eVM generally indicate an awareness on fundamental
rights risks in prison management. Interviewees are aware that the penal system per se
is an infringement of a number of fundamental rights — this is the interviewers’
impression, that is highlighted in the FRANET team’s analysis. The interviewed technical
expert explicitly indicates that the entire prison administration is highly susceptible to
any accusations in connection with violations of fundamental rights or related risks.
Consequently, prison staff are aware and trained on preventing fundamental rights
violations in general. There is no evidence from the interviews regarding specific
fundamental rights risks related to the use of the tool. According to interviewees (both
technical and operative professionals), the tool rather helps prevent potential
fundamental rights risks by enhancing transparency, standardising procedures and
providing quick access to inmates' information and needs.

Mitigation measures/safeguards to avoid harming fundamental rights

The interviewed technical experts point out - as mitigation measures - that the tool
underwent several test phases and validations with practitioners (see above). Moreover,
the cautious roll-out of the tool is seen as such a mitigation measure. One interviewed
prison officer was involved in the development of the tool, had test access, participated
in the rollout and was personally trained on a new module. According to that
interviewee, this cautious roll-out served as a mitigation measure to avoid harming
fundamental rights, e.g., coming from errors in the application of the tool. Moreover,
the tool's manual is an easy to access part of the overall enforcement manual, which
includes fundamental rights safeguards.

As a specific safeguard to avoid officers’ bias or an infringement of inmates’ privacy, the
tool ensures strict separation of inmates' enforcement procedure data from their
personal data. One interviewed user from the prison’s psychological service points out
that during the introduction of the tool, extensive discussions took place regarding the
extent to which confidentiality is guaranteed, particularly regarding the psychological
services in prisons. As a result, each member of the psychological service has the
authority to decide what information is documented in the tool and what is classified as
confidential, emphasising a balance between transparency and confidentiality.

Other than data protection and confidentiality, the tool's development and different
applications did not explicitly involve fundamental rights issues, but the tool itself serves
as a safeguard. This view is shared by the interviewed technical and legal experts. An
interviewed prison officer says:

“I think it's very important to raise awareness of the necessary limits. - Always be
aware that what you write could be read by other people. And always think about
what goes together with fundamental rights. What do | write in there that fits in?
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You should always keep that in mind. Fundamental rights seminars would of course
make sense. They are sometimes offered. | think that's very important. Simply make
people aware of what are the fundamental rights and how can they be protected?”

Fundamental rights benefits of the tool/system

The technical and legal professionals uniformly recognise several fundamental rights
benefits resulting from the use of the eVM. In the first place, the tool ensures that all
fundamental rights are considered in prison administration, as all authorities’ actions /
decisions are documented immediately and thus cannot be manipulated (on purpose or
unintentionally due to incomplete reminders in case of delayed documentation). The
tool furthermore automatically documents the deletion of data and information from
an inmate's file, including the time and the officer’s name. This ensures the transparency
of all tasks and actions for both the officers and the inmates as well. This transparency
facilitated by the tool is emphasised by all interviewed users and technical experts: it is
a safeguard for prison officers against false accusations and the traceability of every
action has a significant advantage in protecting the fundamental rights of prisoners.

For inmates, the eVM provides an easy to access digital file of inmate’s data. Moreover,
it standardises the documentation in prison administration. This entails the following
fundamental rights benefits, according to the interviewed users of the tool: facilitated
access to information, transparency on procedures and decisions and support services
for prison inmates, which are tailored towards inmates’ needs.

Interviewees also identify specific fundamental rights benefits associated with the tool’s
standardised procedures and documentation. As a consequence, e.g., a neglect of
inmates’ health care needs becomes immediately visible through the tool. Additionally,
the tool provides for an automatisation of the complaints system, standardising and
increasing transparency for both the inmates and the staff.

At the time of writing, inmates could not use the tool directly, but they could request to
access their data.
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2.2.3. Video-conferencing in criminal procedures

Fundamental rights impacts of use case

Fundamental rights impacts

Article 47 (right to a fair trial and an
effective remedy)

Positive impact/potential benefits

(Y or N, and briefly give some
elements/components of the right?)

Whose rights?

Negative impact/potential risks?
(As above)

Whose rights?

Article 48 (presumption of
innocence and defence rights)

Article 21 (non-discrimination)

Positive impact/potential benefits
(Yor N, and briefly give some
elements/components of the right?)

Whose rights?

Negative impact/potential risks?
(As above)

Article 7 (respect for private and
family life)

3 (Video Conferencing in criminal proceedings)

Yes (5/5 interviewees saw an impact on this
right)

Video conferences support participation in /
access to a trial, thus its fairness and publicity

Parties to proceedings
Legal professionals
General public

Risks relating procedural rights violations in
case of Zoom conferences

Parties to proceedings
Legal professionals

Yes (5/5 interviewees saw an impact on this
right)

Yes (1 /5 interviewees saw an impact on this
right)

None

Parties to the proceeding

Accessibility barriers for older persons, living in
care homes or having learning disabilities

Yes (2/5 interviewees saw an impact on this
right)




Fundamental rights impacts
Positive impact/potential benefits
(Yor N, and briefly give some
elements/components of the right?)
Whose rights?

Negative impact/potential risks?
(As above)

Article 8 (protection of personal
data)

Positive impact/potential benefits
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3 (Video Conferencing in criminal proceedings)

Witnesses who participate via video conference
in a trial have more privacy than being in person
there

Parties to the proceeding

In case of Zoom conference: aspects of
witnesses’ private life visible in courtroom,
danger that link to hearing is accidentally sent

to somebody’s business address.

Yes (5/5 interviewees saw an impact on this
right)

The tool provides for high data protection

(Yor N, and briefly give some
) standards
elements/components of the right?)

Whose rights? Parties to the proceeding

Negative impact ial risks?
g pact/potential risks None

(As above)

Other rights mentioned (repeat as

No (5/5)
necessary)

Description of use case

Since 2005, the procedural law requirements have been fulfilled through the use of
video conferencing equipment in examinations of witnesses and defendants in
preliminary criminal proceedings, of witnesses at trials, and of witnesses, parties,
interpreters and expert witnesses in civil proceedings. Since 2011, all courts, public
prosecutors' offices and prisons have been equipped with video conferencing systems
in Austria. Video conference systems are thus well established in all district courts,
allowing the interrogation / participation of witnesses from abroad and thus fostering
their access to justice as well as the publicity of a trial. In practice, judges, lawyers,
prosecutors, as well as witnesses and defendants and interpreters nationwide interact
with the tool. Since the COVID-19 pandemic, Zoom was increasingly used as
communication tool. According to the interviewed users (two judges, a prosecutor, and
a lawyer, who were mainly speaking in relation to their work and experience in the
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criminal justice field), Zoom is still in use. There is no evidence for the usage of other
communication platforms (such as Skype or Webex) coming from the interviews. No
evidence comes from the interviewed judges, prosecutor or lawyer regarding any legal
provisions / rules to use certain platforms or equipment in this regard. The interviewees
only refer to the independence of judges, that also applies to decide on whether to use
Zoom or the video conference tool in courts. The principle of saving costs, however,
must be considered.

Videoconferencing technology®’ offers judges the opportunity to summon persons (who
would otherwise have to be heard by another court) to the court equipped with a
videoconferencing system that is closest to their place of residence. They can then be
heard there directly via video conference. This means considerable time and cost
savings for the persons to be heard, as they have to travel a much shorter distance. In
addition, the duration of the proceedings can be considerably shortened as no legal
assistance proceedings are required.

The interviews with technical and legal experts (i.e., a prosecutor, judges and a defence
lawyer) clearly indicate that due to the principle of immediacy — that applies particularly
in criminal proceedings — video conferences cannot replace hearings in person, and they
are always the second choice. This view is shared by all interviewees, who were mainly
speaking in relation to their work and experience in the criminal justice field.

The authors summarise - based on the interviews for this use case - that video
conferences as a tool, have become an alternative to physically interrogating witnesses
in court. The interviewed prosecutor and judges point out that video conferences are
utilised for internal use in the courthouse, particularly for interviewing victim witnesses
in a separate room with video transmission to the courtroom where the trial takes place.
This method is specifically aimed at safeguarding specially protected victims, such as
children, victims of sexual violence or domestic violence to avoid secondary
victimisation due to direct confrontation with the accused and their relatives.

The interviewed judges, prosecutor and defence lawyer additionally point out that video
conferences are used for inter-court communication, whereby witnesses, who are
resident somewhere else from the location of the trial, can be heard in the trial. Judges
have access to a schedule to book video conferences in courts nationwide. The judge's

7 An overview of the use case is available in the publication IT Applications in the Austrian Justice System
published by the Austrian Federal Ministry of Justice in 2023. Information on the videoconferencing
equipment of the Austrian courts and public prosecutor's offices available here: https://e-
justice.europa.eu/fileDownload.do?id=989e01e9-1bfd-417a-84d7-ec80d5f5c4d5. Oberhammer, P.,
Scholz-Berger, F., (2022) Moglichkeiten und Grenzen der Videoeinvernahme nach § 277 ZPO, ecolex
2022/193. Geuer, E. (2023), Digitalisierung von Justiz und Anwaltschaft in Osterreich, LTZ 2023, p. 23.
Kynast, B. (2022), Konkrete Vorschlage zur Digitalisierung in derJustiz, AnwBI| 2022/50. E-Justice Europe,
Taking evidence by videoconference.
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office typically coordinates with the relevant district court close to the witness's
residence, enabling the witness to be summoned for interrogation via video conference.
The summon includes important details about the video conference process, the
witnesses’ rights and duties. Moreover, the witness's identity is verified on site by the
authorities. Technical support is available on site in the district courts.

Particularly the interviewed prosecutor points out that cross-border legal proceedings
also benefit from video conference hearings, in the event of a request for legal
assistance from judicial authorities in another EU country. Using video conferences,
witnesses can be questioned in Austria but connected in real-time to the court hearing
in e.g. Croatia (and vice versa). The prosecutor and a judge mention that the previous
non-digital alternative was that Austrian authorities questioned the witness separately
and sent the minutes to the relevant court, e.g. in Croatia, to be read out by the judge
in the trial. In this case, and considering the non-digital alternative, video conferences
support the application of the principle of immediacy. However, according to the
prosecutor, the coordination of authorities, as well as the establishment of
preconditions and standards of cross-border video conferences in criminal proceedings
is essential for addressing the complexities this endeavour. There are already EU
projects aiming to elaborate a cohesive and uniform approach, such as the SimpliV
project, which is mentioned in chapter 1.%8

Neither interviews nor desk research provide evidence for the current system’s support
of speech-to-text technologies. Only one interviewed defence lawyer mentions a pilot /
future plan to include such technologies. The interviewed legal experts — not so much
the technical experts — point out that the usage of Zoom for interviewing witnesses
became established during the Covid-19 pandemic and has remained since then.
Interviews do not indicate that a digital platform other than Zoom is used for video
interrogations. Moreover, no interviewee could provide information on whether the
Zoom platform was customised and licensed by the Ministry of Justice or the FCC. An
interviewed judge mentions an internal order of the higher regional courts® requesting
a limited use of Zoom for interrogations. Still, it remains at the discretion of the judge to
decide on the appropriate method for interrogation, considering the associated costs.
Interviewed judges and a defence lawyer stress that this shift has had implications for
the principles of immediacy and fairness in criminal proceedings. The interviewed
prosecutor says that Zoom is hardly used in criminal proceedings. According to the
prosecutor, video conferences are generally seldom used in the investigative phase of a
proceeding. Video conferences (and particularly video conferences via Zoom) are not
often deemed appropriate in the criminal justice setting, as it has procedural rights

%8 https://simplivi.eu/about
%9 No reference is available to the public.
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implications (i.e. on the principle of immediacy, verification of credibility, verification of
witnesses’ identities, assessing the witnesses surrounding when testifying, etc.).

The court video conferencing system has been in place for over 20 years. Thus, limited
information could be gathered from the interviews on its planning and development or
on whether consultations on its impact on legal or fundamental rights took place.
Interviews with rather long professional experience of > 15 years indicate that they were
not consulted or asked for advice about how the system could impact legal or
fundamental rights before or after it was piloted or introduced. The judges were rather
informed by the Ministry of Justice about the introduction and enrolment of video
conferences, as well as about the advantages of using it.

An interviewed defence lawyer says that lawyers rarely use the tool in criminal justice
proceedings. Lawyers have to be present in the courtroom during the trial. Defence
lawyers pose their questions to the witnesses (who are present via video conference)
from the court room.

During the COVID-19 pandemic, the government obliged also judicial staff to use video
conferencing in criminal proceedings. According to interviewed legal experts, there was
no consultation on its impact on legal or fundamental rights aspects.

When it comes to the technical support available to the users of the court video
conference tool, the two interviewed judges state that it is available for court personnel.
The interviewed defence lawyer is not a direct user of the video conference tool in
criminal proceedings (see above). Thus, the lawyer (and other defence lawyers) does
not have access to such technical support. However, if procedural errors occur due to
technical problems (i.e., connection problems), complaint mechanisms (action for
annulment due to procedural errors) are available. As for Zoom usage, interviewed legal
experts do not require technical support. They just click the Zoom-Link sent by the
judges. Still, the IT support is available to judges if they need it during proceedings, in
case something goes wrong.

As for the involvement of private actors in the video conferencing tool, interviewed
technical experts indicate that private actors are indeed involved. There are different
hardware products available at the market. After a review of the options available, a
setting is established and technically verified also regarding its integration into the
existing IT infrastructure. According to an interviewed technical expert, this is done in
permanent exchange with the relevant representatives from practice (users), who
provide feedback that is again considered in the (further) setting up. The interviewed
technical experts did not explain the involvement of private actors when it comes to
Zoom. The authors assume that the interviewed technical experts are not aware of the
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practice of using Zoom for interrogations of witnesses, as the interviewed technical
experts denied its use, even after request of the interviewee.

Impact on justice professionals’ work

The main impact, identified by the interviewed legal professionals, is a reduced ability
to read the interrogated witnesses’ reactions/form an impression of witnesses,
compared to having them available in person. An interviewed judge states:

“It's the same with the defendants [who are deprived of liberty] - we connect them
via video conference, hearings in the prison can still be done via video, it was also
very ambivalent. On the one hand, you didn't have that much of a personal
impression of him, on the other hand it was a way for him to distance himself: the
panel of judges wasn't there, there was a certain distance, which was good for him.
But it also often had the disadvantage that not everyone was always in the picture,
he didn't know: who was there? Participating and how? He wasn't as aware of
questions, didn't experience the procedure as directly as if he were sitting in the
courtroom.”

Consequently, it is more difficult to assess the witness’s credibility and — if the
interrogation takes place via Zoom — the surrounding of the witness during the
guestioning. The limited ability to assess the credibility of witnesses in a video
conference has different — but equally negative — impacts on the work of judges and
defence lawyers. An interviewed defence lawyer talks about the impact of video
conference interrogations of witnesses on defence rights:

“So, this almost anonymity someone has, who is sitting outside somewhere, who is
not inside this forum [in the courtroom], of course he has advantages, because when
someone is sitting as a witness in court, it is far more unpleasant, than when he sits
at home in front of the computer and answers a few questions.”

As regards hearings via Zoom in criminal proceedings, an interviewed judge observes
the challenge of verifying the witnesses’ identities, as they do not participate in the trial
from a court building (as would be the case when using the court video conferencing
tool). Aninterviewed defence lawyer relativises the practical relevance of this challenge,
as it is very unlikely that someone pretends to be a witness in a criminal proceeding.

Despite all limitations, the interviewed legal professionals clearly state that having a
witness available for an interrogation via video conference is the better alternative to
not having them there at all. Thus, the video conference system supports the
participation of witnesses in a criminal proceeding. Particularly in cross-border
proceedings, the video conferences ultimately ensure the reasonable participation of
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witnesses. Moreover, legal professionals state that video conference interviewing saves
costs and time and thus accelerates the proceedings.

Training and support to use tool, as well as plans to monitor, improve or update the

tool

The findings do not indicate any plans to monitor, improve or update the court VC tool.
An interviewed technical expert reports that training on the existing model of video
conferences in criminal proceedings is done via guidelines for judicial staff on planning
a video conference. Technical staff (IT-lead operators) in the courts, who set up the
setting of video conferences, also receive guidelines on the technical matters of using
video conferences. These technically responsible officers at the courts, are the channel
between the technicians at the FCC and the practical users (judges), ensuring the users’
up-to-date knowledge. This information is confirmed by the interviewed judges and
prosecutor: technical support in the court buildings is particularly available in case of
connection problems or technical failure. For the interviewed defence lawyer, no such
support is available. However, in case of connection issues or technical failure, he has
the option to file a complaint because of procedural error.

Fundamental rights risks related to use of the tool/system

The major risks identified relate to an impairment of the immediacy of an interrogation
with witnesses by video conference hearings. This can have positive or negative
consequences for the defendants, complainants or victims.

According to a defence lawyer interviewed, the fundamental rights of defendants are
rarely directly impacted by the use of video conferencing tools. It is uncommon for
defendants to be interrogated using this method, especially within the context of a trial.
Only one judge interviewed, in the context of criminal proceedings, mentioned that
defendants may be questioned via video conferencing in situations where their mobility
is significantly restricted, such as due to an accident. Therefore, excluding such
exceptional cases, the use of video conferencing does not directly affect lawyer-client
confidentiality or other defence rights, since both parties (lawyer and defendant) are
typically physically present in the courtroom. Instead, their fundamental rights are
indirectly influenced when relevant defence or prosecution witnesses participate via
video conferencing rather than in person. Assessing the credibility of these witnesses
becomes more challenging, which can either benefit or harm the accused.

The defence lawyer cited an example of a detrimental impact for the accused: if a
witness accuses the defendant in person, the defence lawyer (as well as the judge and
the prosecutor) can immediately observe the witness’s body language, facial
expressions and gestures. The defence lawyer could attempt to discredit the
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prosecution witness by posing specific questions to unsettle them, forming part of their
defence strategy. However, this approach is limited when the witness participates via
video conference, and even more so when the witness uses platforms like Zoom. Hence,
considering this example, video conferencing negatively affects defence rights and the
defence lawyer’s strategy. Nevertheless, if the same witness's testimony benefits the
lawyer's client, the reduced immediacy of video testimony is advantageous for the
accused.

The five interviewees for this use case homogenously state that witnesses’ rights to
participate in the proceeding are both strengthened and impaired through the use of
video-conferencing, depending on the alternative: if the alternative is not to be
interrogated due to witnesses’ long travels or mobility impairments, the video
conference tool has a positive impact as it fosters their participation in the proceeding.
If the alternative to video conferencing is the physical presence of the witness, the video
conference system impacts the principle of immediacy negatively. This assessment
relates to both types of video conferences mentioned in the fieldwork: Zoom and the
court video conferencing tool. If the witnesses are victims with special protection needs,
they are only interrogated via the court video conferencing tool and not via Zoom
(according to the interviewed judges). The court video conferencing tool protects them
against secondary victimisation by avoiding direct confrontations with the defendants,
their relatives or defence lawyers.

Based on the interviews with the users (two judges, a prosecutor and a defence lawyer),
the authors conclude that — apart from supporting participation of persons with
disability (mobility impairments) in proceedings — no particular impacts (positive or
negative) on marginalised or vulnerable groups can be identified.

Interrogating witnesses via video conference and — particularly via Zoom — creates
challenges for judicial staff when it comes to assessing witnesses’ credibility and
surroundings. All four interviewed users point out that the witnesses’ surroundings
during court video conference participation is controlled by court staff, but it is
inaccessible for legal professionals in case of Zoom hearings. The interviewed defence
lawyer explains that it is not possible to see whether there are other people present
during the interrogation via Zoom, whether there are some documents in use, or
whether the witness is influenced by talk, sign language or other means during the
interrogation. All interviewed users (judges, prosecutor and defence lawyer) mention
that the witnesses’ gestures are not as visible to the interrogating bodies as if they were
present in person.

Interviews indicate minimal risks associated with the use of video conference hearings
in terms of publicity of court proceedings. The public has access to court hearings
regardless of whether individual witnesses participate via video conference. An
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interviewed defence lawyer highlights ongoing discussions on broadcasting trials.
According to the lawyer, public access to court proceedings and the right to a fair hearing
could indeed be secured this way. However, the interviewee expresses concerns about
the impact of constant public monitoring on the flexibility of court proceedings and
decisions. They argue that the law provides decision-making bodies with a certain
leeway, allowing them as a defence lawyer to negotiate and find flexible arrangements
for the benefit of their clients. However, the constant monitoring of trials by the public
might decrease this flexibility — judges may become more cautious.

Mitigation measures/safeguards to avoid harming fundamental rights

The following safeguards to avoid harming fundamental rights were mentioned by the
interviewed technical and legal experts regarding the video conference system in courts:
the video conference system is available only in courts (it cannot be accessed from
remote places other than remote courts), identity check of parties to be interrogated
and presence of court staff during interrogations, availability of technical experts upon
request in case of connection issues and other problems.

The following safeguards were mentioned by the interviewees relating to Zoom-
conferences: judges apply the practice to obtain consent for the usage of Zoom among
all parties involved in the proceeding; defence lawyers can complain about procedural
errors and request a repetition of the hearing, applying a non-digital option or the video
conference system at court.

The interviews do not provide any evidence of a frequent testing/update/monitoring of
the tool; they rather imply that this is not the case.

Fundamental rights benefits of the tool/system

Defendants may benefit from the tool if crucial defence witnesses can attend the trial
and testify, which might not have been feasible in person. However, the tool also
facilitates the testimony of prosecution witnesses. Witnesses and victims benefit from
the tool, as it promotes and enables their participation in the proceedings in cases where
face to face participation is difficult / not feasible due to mobility impairments or long
distance or where it would cause the risk of secondary victimisation through encounters
with defendants, their relatives or defence lawyers. According to an interviewed
prosecutor, they are equally informed about their rights and duties as in case of an on-
site interrogation:

“Yes, exactly [l inform them about their rights as defendants / witnesses]. So if it were
theoretically the case that a person would have to testify against their father in a
video conference, then | would instruct them beforehand that they have the option of
refusing to testify, because the accused is the father and if they say to me | don't want
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to testify, then | would tell the foreign authorities that they have this right to refuse
to testify under Austrian law, that they have made use of it and as a result will not
make any statements on the matter.”
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2.2.4. Mobile Enforcement App (MoVo)

Fundamental rights impacts of use case

Fundamental rights impacts

Article 47 (right to a fair trial and an
effective remedy)

Article 48 (presumption of innocence
and defence rights)

Article 21 (non-discrimination)

Positive impact/potential benefits (Y
or N, and briefly give some
elements/components of the right?)

Whose rights?

Negative impact/potential risks? (As
above)

Article 7 (respect for private and

family life)

Article 8 (protection of personal data)

Positive impact/potential benefits (Y
or N, and briefly give some
elements/components of the right?)

Whose rights?

Negative impact/potential risks? (as
above)

Other rights mentioned (repeat as
necessary)

Description of use case

4 (Mobile Enforcement App)

No (5/5 interviewees did not see an impact on
this right)

No (5/5 interviewees did not see an impact on
this right)

Yes (1/5 interviewees saw an impact on this
right)

None

Legal professionals (Bailiffs)

Older bailiffs and/or those with limited view
may be disadvantaged from using the App

No (5/5 interviewees did not see an impact on
this right)

Yes (4/5 interviewees saw an impact on this
right)

Personal data is better protected in the Tool
compared to non-digital means

Parties
Legal professionals (bailiffs)

Bailiffs are GPS-tracked by the App

No (5/5)
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The Mobile Enforcement App (MoVo)’ is intended to support bailiffs in carrying out
their enforcement tasks by means of a mobile app. It has recently been rolled out,
facilitating easier and more flexible workflows for bailiffs in execution procedures
compared to the previous non-digital alternative. The app is capable of working offline
and can be used on a smartphone when connected to a mobile receipt printer and, in
future, to a mobile payment function.

The MoVo offers bailiffs features in three phases of their work:

- in preparing enforcement measures by perusing different register systems (e.g., the
motor vehicle register), summarising file reference numbers per obligated party, as
well as a feature for planning routes,

- when carrying out enforcement measures by displaying all data relevant to the
obligated party, as well as documenting relevant data on all enforcement measures
for the bailiff's report (e.g., attachment or cash payment), and

- following up on enforcement measures taken and preparing the bailiff's report. All
data on relevant proceedings and parties involved in the proceedings are transferred
to MoVo from the case automation system (Verfahrensautomation Justiz) and are
available to bailiffs there. The bailiff's reports to be finalised are filed in the
enforcement file (and thus in the case automation system application) via an
interface.

The Mobile Enforcement App has been introduced for bailiffs across all district courts in
Austria since 1 January 2024. According to an interviewed technical expert, it has
practically replaced the former non-digital system. The app allows bailiffs to manage
their enforcement tasks electronically, bailiffs receive digital case files via the app to
prepare assignments with debtors; the app facilitates planning routes, documenting
activities on site, and generating enforcement reports. The app also offers database
functions as asset inventory, payment collection and generating receipts. Moreover, the
app allows to address inquiries, vehicle checks, and automatic calculation of claims. The
tool is available as a web application for desktop use and as a mobile app for support in
the field. According to the interviewed technical experts and bailiffs, the tool has
significantly reduced administrative efforts for bailiffs.

The exclusively electronic enforcement file was introduced in stages, starting with cases
where no paper files are maintained at the court.

According to an interviewed technical expert involved in the development of the tool,
the general development process for digital solutions follows a path from proof of

70 An overview of the use case is available in the publication IT Applications in the Austrian Justice System
published by the Austrian Federal Ministry of Justice in 2023.
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concept to a minimum viable product (MVP) through testing within small pilot groups
and constant incorporating user feedback. This general procedure was also applied for
the development of the MoVo. Stakeholder consultation, including bailiffs as main users
of the tool, took place through working groups formed by the Federal Ministry of Justice.
The involvement of practitioners is highlighted by the technical expert as crucial for the
development of useful tools — this applies to all digital tools. While two interviewed
bailiffs are unaware of these consultation processes, the remaining bailiff confirms the
participation of some bailiffs in working groups during the initial stages and a pilot phase
in September 2023.

When asked whether fundamental rights issues were explicitly addressed during the
development of the MoVo, all five interviewees either stated that they did not know or
said no. Thus, the interviews do not indicate that fundamental rights issues were
explicitly addressed during the development of the Mobile Enforcement App. One
interviewed technical expert says that fundamental rights were indirectly addressed
with regard to privacy / data protection. The interviewee refers to critical discussions
among developers and other stakeholders on having GPS on the app to trace the bailiffs'
routes and progress.

Bailiffs received training on the usage of the app. As part of the training bailiffs were also
asked about their views on the advantages, disadvantages, and suggestions for
improvements of the app. According to an interviewed bailiff, their concerns and
suggestions were addressed thoroughly by the developers.

According to both interviewed technical experts, the tool is being developed at the
Federal Computing Centre (FCC). The FCC also makes use of external service providers
(private sector actors), but these private sector actors work as part of the team under
the supervision of the FCC.

Impact on justice professionals’ work

The main reason for the roll-out of this app is to support bailiffs when they visit debtors,
enforce the execution and document the outcomes of enforcement. All interviewed
technical and legal professionals state that the app has no potential decision-making
impact. The app rather supports the bailiffs during the execution itself as well as in its
preparation and follow-up. The interviewed bailiffs mention the following impacts on
their work:

e The app simplifies enforcement: no laptop is needed; no connection problems
occur.

e The app provides for distance and security: Bailiffs are sometimes hesitant to
enter the flats of the debtors; they even fear danger. The app allows the bailiff
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to meet the debtor outside their home, which strengthens their subjective sense
of security and at the same time represents less invasion of the debtor's privacy.
e The app standardises procedures; implementation is still more flexible.

An interviewed bailiff explains:

“I wouldn’t say the enforcement process is faster with the app, but it is certainly more
efficient. As a bailiff, | am now more flexible. For example, if I'm walking through a
neighbourhood and encounter a debtor, | can simply press a button in the app, access
the electronic file, and immediately carry out an enforcement action or accept a
payment. When encountering a debtor, | can instantly retrieve their data, review their
case details, and see, for instance, that they have already made three partial payments,
allowing me to collect payment on the spot.”

e Support in route-planning: For example, in Vienna (or other large cities), a bailiff
has to deal with 10 executions in one per day. The tool helps the bailiffs to plan
their routes and tours as they are being offered the optimal route for their
enforcement locations.

e Paperless work: the previous paper notes, that have to be inserted in the
computer are avoided; templates can be filled immediately.

Training and support to use tool, as well as plans to monitor, improve or update the

tool

In the pilot phase, users of the app were provided with manuals and training sessions
on operating the app and its functions. The final roll-out and nation-wide mandatory use
is followed by comprehensive training programs, offered by the higher regional court’s
training centres. Thereby, a "Teach the Teacher" concept is applied to manage ongoing
personnel changes among bailiffs. According to interviewed bailiffs, these training
sessions were intensive as the app created significant changes in bailiffs' working
process.

Interviewed bailiffs state that attending regular and constant training is not feasible due
to time constraints. However, any changes, improvements, or expansions to the system
are communicated to them in writing. Ongoing support for app usage is provided by in-
house IT departments at all district courts, allowing bailiffs to report technical issues via
phone, email, or in person. Additionally, there is a contact person at the ministry of
justice, who deals with bailiffs’ requests and complaints regarding the app. This is also
to ensure that continuous updates and improvements to the app are based on feedback
from users.

Fundamental rights risks related to use of the tool/system
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The interviews indicate limited fundamental rights risks related to the use of the Mobile
Enforcement App. The enforcement process itself is not influenced by the tool and so
has the shift to digital tools not changed the nature of enforcement. Interviewed bailiffs
see neither advantages nor disadvantages for the obligated party, the enforcing party,
or any other actor in terms of fundamental rights.

Also, the interviewed technical experts could hardly think of any fundamental rights risks
related to the use of the tool. They confirm the bailiffs’ assessment that the digitalisation
does not affect the bailiffs’ tasks and the nature of enforcement. Data protection
breaches may occur indeed, but not specifically related to the tool. The likeliness of such
data protection breaches is rather limited by the tool, if compared to paperwork in non-
digital enforcement procedures.

According to the experience of an interviewed technical expert, digitalisation tends to
exclude older individuals or limits their access to digital tools. This tendency could affect
older bailiffs or those with impaired vision. These persons may find it harder to work
with mobile data and may struggle with smaller screens. However, this is an assumption
of the interviewee upon the interviewer’s request to identify a group that is particularly
at risk of being impacted using this tool — it seems to be rather a possibility than an
empirical fact.

For legal / justice professionals, the enforcement procedure permits the obligated party
(debtor) to settle the claim directly with the enforcing party (creditor) without notifying
the court. If this was done in an individual case, the bailiff would still receive a court
order to enforce a payment amount. When the bailiff then shows up at the debtor, they
claim to have already paid and a dispute or an inconvenient situation might occur.
However, this is a procedural disadvantage, as it creates unnecessary work and risks for
bailiffs. This is not discrimination, and it has nothing to do with the tool or the
digitalisation of justice.

Mitigation measures/safeguards to avoid harming fundamental rights

The interviewees homogenously do not know whether fundamental rights impact
assessments or discussions were carried out during the development of the app or its
pilot application. An interviewed technical expert answers this question more generally.
They report that all judicial activities comply with the provisions of the Court
Organization Act’! and the GDPR. Comprehensive data protection measures are in place,
including Data Protection Impact Assessments (DPIAs). In the framework of the DPIAs,

71 Austria, Court Organisation Act (Gesetz vom 27. November 1896, womit Vorschriften iiber die Besetzung,
innere Einrichtung und Geschdftsordnung der Gerichte erlassen werden, Gerichtsorganisationsgesetz —
GOG), Federal Law Gazette, No. 217/1896.
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the data to be processed are described in detail and the corresponding protection
measures as well. These measures include mechanisms for authorization and access
systems, and encryption for data transmission and storage. When it comes to the Mobile
Enforcement App, the personal data of the parties involved into enforcement
procedures are protected through bailiffs’ access via Face-ID, fingerprint authentication
and password entry. Furthermore, all data are encrypted and stored exclusively within
the judicial system's infrastructure.

According to an interviewed bailiff, the parties involved into the proceedings may file an
enforcement complaint in case they suspect a fundamental rights violation. The
enforcement complaint exists independently from the digital tool and there are no
publicly available statistics on the use of these mechanisms. Furthermore, there is no
separate complaint mechanism in relation to the tool.

Furthermore, interviewed bailiffs mention several complaint options that are available
to them in case of unfair treatment or problems. These are: complaints office, email-
address to submit requests and complaints related to the work (and the app). An
interviewed bailiff reports positive experiences with these mechanisms (i.e. qualified
responses received soon). Finally, there is an option of filing a supervisory complaint
with the employer.

Fundamental rights benefits of the tool/system

The tool serves for a higher standard of data protection. According to interviewees, the
involved parties’ personal data is more safely stored in the tool than in the previous non-
digital operations. An interviewed technical expert reports:

“In the past, if the bailiff forgot a paper file, or if data or information was left behind
somewhere, the risk of violating the rights of the affected individuals was greater. A
mobile device, if it is lost, is appropriately secured—whether through Face ID,
fingerprint, or password entry. The data on the phone is encrypted and is only stored
within the justice system, which is self-evident.”

The interviews do not reveal any other fundamental rights benefits of the tool. As
already outlined in the previous section, the fundamental rights impact of the tool is
rather weak. Consequently, the interviews do not reveal any specific professional groups
or vulnerable groups, being particularly affected in their fundamental rights.

The tool supports accelerated and standardised enforcement procedures. Creditors may
benefit from this, as bailiffs state. One interviewed bailiff observes a positive impact for
the creditor, who could potentially receive their money faster due to the increased
efficiency of digitalised enforcement procedures.
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Fundamental rights impacts of use case

Fundamental rights impacts

Article 47 (right to a fair trial
and an effective remedy)

Positive impact/potential
benefits (Y or N, and briefly give
some elements/components of
the right?)

Whose rights?

Negative impact/potential
risks? (As above)

Article 48 (presumption of
innocence and defence rights)

Article 21 (non-discrimination)

Positive impact/potential
benefits (Y or N, and briefly give
some elements/components of
the right?)

Negative impact/potential
risks? (As above)

Whose rights?

Article 7 (respect for private
and family life)

Positive impact/potential
benefits (Y or N, and briefly give
some elements/components of
the right?)

Whose rights?

5 (Decision Anonymisation)
Yes (5/5 interviewees saw an impact on this right)

The tool indirectly supports the right to a fair trial,
as it supports the publication of court decisions via
anonymisation and thus professionals’ and the
public’s access to these trials.

Parties to proceedings
Legal professionals
General public

None

No (5/5 interviewees did not see an impact on this
right)

Yes (1/5 interviewees saw an impact on this right)

None

Al could neglect case-relevant facts, related to
personal characteristic, and still anonymise them -
> neglect of special needs.

Tool is better “trained” to anonymise German
names than foreign names.

Parties to proceedings

Yes (5/5 interviewees saw an impact on this right)

The tool (particularly in combination with human
monitoring) supports the respect for private and
family life).

Parties to proceedings
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Fundamental rights impacts 5 (Decision Anonymisation)
Negative impact/potential None specific to the tool; failure to anonymise
risks? (As above) data needs to be reported.

Article 8 (protection of personal

el Yes (5/5 interviewees saw an impact on this right)

Positive impact/potential
benefits (Y or N, and briefly give = The tool anonymises personal data and thus
some elements/components of  protects them

the right?)

Whose rights? Parties to proceedings

Negative impact/potential None specific to the tool; failure to anonymise
risks? (as above) data needs to be reported

Other rights mentioned (repeat

as necessary) No (5/5)

Description of use case

To help ensure that more decisions can be published in the Law Information System
(RIS), anonymisation is completely automated. The anonymisation process required for
this was carried out manually in the past.”? To support the publication of decisions in the
Legal Information System, anonymisation proposals are now fully automated. These
proposals undergo human assessment, or the decisions are anonymised manually
anyway. The necessary pre-processing of the underlying documents is carried out with
the help of artificial intelligence. This means that, on the one hand, the manual effort of
pre-anonymising the decisions is no longer necessary and, on the other hand, decisions
can also be efficiently and easily published the justice-internal database. Decisions that
have been anonymised by the tool without human review are only published in the
internal database.

The necessary pre-processing of the underlying text files is carried out with the help of
Al. On the one hand, this eliminates the manual effort required to anonymise the
decisions and, on the other hand, the search in the decision documents can also be made
available outside the institution or court division conducting the proceedings. To protect
the personal rights of the parties involved in the proceedings and to meet data
protection requirements, names, addresses and other personal data and place names
that allow conclusions to be drawn about the case or the persons contained in the
decision documents are anonymised using tokens and asterisks so that the decision itself

72 Austria, Federal Ministry of Justice (2023), IT Applications in the Austrian Justice System.)
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remains traceable. The use case was developed by the Austrian Federal Accounting
Centre together with the Ministry of Justice.

An interviewed judge refers to a legal obligation in the Court Organisation Act’® to
publish pseudonymised Supreme Court decisions in the Austrian Federal Legal
Information System (RIS). The enacted 'Criminal Procedure Amendment Act 2024' is
effective since 1 January 2025.74 It extends the obligation to publish pseudonymized
decisions in the RIS and now includes also Higher Regional Courts. However, the judges
remain free to decide whether they anonymise the decisions to be published manually
or using the tool. The anonymisation and publication of court decisions fall within the
discretion of the jurisdiction, whereby the use of the tool is optional, and its suggestions
are subject to decision-making bodies.

Interviews with technical and legal experts indicate that the tool was developed to
support court staff in these extended publication requirements. In addition, courts
should be motivated by the tool to publish anonymised decisions, even if they are not
obliged to do so.

“The aim of the service, if you like, - is to obtain an anonymisation proposal, which
serves as a starting point for the decision-making bodies, to check it and then of
course with the expectation to achieve a correspondingly higher publication
activity.” (technical expert)

However, the interviewed legal professionals clearly indicate that the manual
anonymisation of court decisions remains prevalent in the judicial practice. Decision-
making bodies in the higher courts state that the tool is only used for preparation of the
pseudonymisation. In cases where the publication in the RIS is obligatory, a human being
(e.g., a member of the scientific service at the Supreme Court) monitors the digitally
provided pseudonymisation. Decisions that are published in the internal justice
database (to which only judicial staff has access) are pseudonymised by the tool and not
monitored.

A team of experts in the Federal Computing Centre developed the digital tool. When it
comes to stakeholder consultation, the interviewed technical experts refer to well
established procedures, which are applied for all digital tools (see the information
provided in the previous sections). For the development of this tool, an initial working

73 Austria, Court Organisation Act (Gesetz vom 27. November 1896, womit Vorschriften iiber die Besetzung,
innere Einrichtung und Geschdftsordnung der Gerichte erlassen werden, Gerichtsorganisationsgesetz —
GOG), Federal Law Gazette, No. 217/1896.

74 Austria, Criminal Procedure Amendment Act (Bundesgesetz, mit dem die StraforozefSordnung 1975, das
Staatsanwaltschaftsgesetz,  das  Gerichtsorganisationsgesetz,  das  Finanzstrafgesetz,  das
Justizbetreuungsagentur-Gesetz und das Allgemeine Verwaltungsverfahrensgesetz 1991 gedindert
werden, Strafprozessrechtséinderungsgesetz 2024), Federal Law Gazette, No. 157/2024.
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group was set up, including judges from the Supreme Court, the Higher Regional Courts
and other experts who carried out the anonymisation and publication of court decisions.
Only judicial staff were consulted. Interviews with judges imply that fundamental rights
were not explicitly discussed during these consultations. Practical issues relating to the
function of the tool as well as to the standards of anonymisation were discussed, along
with legal aspects of anonymisation of court decisions according to the Court
Organisation Act.

Interviewed technical experts remember that during these stakeholder consultations,
certain differences in anonymisation standards between the Supreme Court and lower
instance court decisions were identified. These differences brought about intense
discussions on how to establish harmonised standards of anonymisation. The law (Court
Organisation Act) does not provide for standards of anonymisation of court decisions.
Thus, the Supreme Court provided guidelines and trainings on how to anonymise court
decisions (referring to the Supreme Court Act). Interviewees point out the importance
of these guidelines and trainings, particularly as the law does not provide for such
standards. Moreover, these consultation processes in the pilot phase revealed
challenges in relation to trademark rights, property issues and certain names. Feedback
from practitioners on these challenges was collected and reported back to the Federal
Ministry of Justice. All these consultations feed into the process of developing the tool,
e.g., providing it with rules coming from the Supreme Court’s practices in the
anonymisation of judicial decisions.

The consultations take place as mail communication, working group meetings, on a
direct communication basis. An interviewed judge at the Supreme Court points out that
these consultations work informally and on an unstructured basis. The interviewee
perceives this positively, because less standardised workflows are less complicated and
more flexible.

Findings indicate that fundamental rights were not explicitly addressed in the planning
and development phase — apart from issues of privacy and data protection.
Fundamental rights were rather addressed implicitly in these consultations during the
development phase.

The tool was developed by the Federal Computing Centre (FCC). All tools are developed
in the same set-up. Some parts of the tool are Al driven; other parts are not Al driven.
The Al driven parts only prepare the anonymisation for the judges, who then review and
decide. No private actors were involved in the development of this tool.

Impact on justice professionals’ work
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Interviews indicate that the impact of the tool on justice professionals” work is limited
as is its practical use. The manual anonymisation of court decisions is still prevalent. An
interviewed judge even mentions that the manual anonymisation of decisions is “more
efficient” than the automatic one provided by the tool:

“That is perhaps also a bit of an explanation of what | said before about efficiency.
Obviously, in a field of tension, that on the one hand the comprehensibility of the
decision must be preserved as far as possible and that on the other hand the
traceability to the persons involved must be removed as far as possible. The tool
shows that, on the one hand, there are aspects that are probably simply not
technically mature and that, on the other hand, in certain constellations you typically
have to weigh up whether it is better to anonymise in this constellation or not.”

An interviewed judge also observes that the publication activities of the higher regional
courts in the RIS have not increased in 2024, as it was expected and what was also a
reason for introducing the tool.

The interviewees homogenously report that the tool does not support judicial decision-
making. It “only” anonymises existing decisions digitally and, therefore, promotes the
publication of decisions in the database. Thus, the tool supports the enrichment of the
databases. Rich judicial databases allow judicial staff to query decisions nationwide, and
they offer a broader search option for the internal search. Anonymisation is just a vehicle
for publishing decisions internally or externally, anonymisation itself does not promote
judicial decision-making.

According to an interviewed technical expert, staff/certain users can review the
anonymisation, but they cannot override them. The tool does not foresee the options
that users change the tool’s suggestions for anonymisation. The user only may accept or
refuse an anonymisation suggested by the tool. Correcting anonymisation fails and
revisions rather takes place via a feedback loop including the technical experts. This
works as follows: if a user (judge) discovers errors, they report it to the IT support. The
support assesses these errors and corrects them for the individual case. Sometimes,
errors can be solved for the individual case only, but sometimes errors indicate that the
current version of the tool is not sufficiently developed. In these cases, a specific interim
solution has to be found.

In practice not every decision-making body assesses the anonymisation of their own
cases before publishing it in the justice-internal database (this was only done in the pilot
/ developing phase). The scientific service at the Supreme Court rather assesses the
automatic anonymisation of decisions for all higher regional courts upon request and
before the publication in the RIS. Decisions, which were anonymised by the tool, but will
not be published in the RIS but only in the judiciary-internal database, are often not
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assessed. Thus, practically, errors of the tool are detected and reported by other judges
/ professionals, who encounter them during their research in the internal database.

Training and support to use tool, as well as plans to monitor, improve or update the
tool

Technical experts report that users have access to instructions for using the tool, which
are provided in the form of training videos. These instructions cover basic information
about the tool, its capabilities, and how to utilize it. There are also specific instructions
for advanced search in the internal database of anonymised court decisions. Correcting
errors and revisions rather works informally, via a feedback loop between users (judges,
decision-making bodies and technical experts at the FCC), as follows: if a judge discovers
errors, they essentially report it to the support team. The technical experts at the FCC
are members of the support team who then assess these errors and improve the tool
accordingly. Concrete dealing always depends on the individual error-case and the type
of solution it requires: While some errors are corrected manually and individually,
updates to the entire programme are required to correct other errors.

There are differing views among the technical experts regarding the need for formal
training to use the tool. One expert believes training is unnecessary, likening the tool's
use to that of Google for research. This interviewee says that the developers oriented
themselves on the search options provided by the RIS. According to them, every judge
and legal expert is used to / knowledgeable in using the RIS for research. Thus, this
technical interviewee argues that there is no need for training and says, on the relevance
of trainings and instructions for users:

— “Instructions [are available] yes: What new possibilities are made available to you?
What does this tool look like? How to use it? No training specifically, because this
system is de facto so intuitive, simple, easy to learn, that there, yes, so | don't have
to give you any training: how do you use Google search correctly in the browser,
correct? And it's not dissimilar there. And for the parts, that are related to search in
the database [of anonymized cases], if you wanted to know details, why is it like this
or that, or which search operators, it's not just a word-by-word search, but there's a
bit more possible in this search tool, then there's a simple guide and that's it.”

The other technical expert somehow contradicts the assessment according to which the
application of the tool works like search in google or RIS. This interviewee also mentions
the availability of training videos and additional specialised training courses on how to
maintain a digital record. This interviewed technical expert also mentions that if some
legal changes occur, users may turn to the higher regional court training centres and
express possible training needs. These training centres will then offer training,
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particularly regarding the anonymisation of court decisions — as the respective tool has
been recently developed.

The interviewed users' awareness on the availability of training differs as well. One
interviewed judge state that technical support is not effective in case of problems
related to the usage of the tool. Another judge mentions various training and support
services available, including help desks at the IT training centres of the higher regional
courts. A lawyer, who is not a direct user of the tool, is unaware of any support but
would turn to the Austrian Bar Association in case of digitalisation support needs.

Fundamental rights risks related to use of the tool/system

Interviews highlight the potential privacy and data protection concerns if errors occur
during the anonymisation of court decisions, leading to data exposure. These potential
risks regarding the right to privacy and protection of family life affect all parties involved
in a case, e.g., victims, companies, complainants, defendants, etc.). These risks are not
only related to the use of the tool / system but also apply to manual anonymisation. The
tool may have a positive effect by automatically capturing what may have been missed
manually. However, the best scenario for data protection is, according to an interviewed
judge, having a decision anonymised by the tool, which is later assessed by a human
being and only then published.

Interviewed legal practitioners identify fundamental rights conflicts related to the tool:
the greater the anonymity of court decisions, the better the privacy of parties involved
is protected, but the less useful these decisions are for the judicial staff. An interviewed
judge says, legally, fundamental rights conflicts are resolved by balancing in each
individual case, taking into account all the circumstances of the respective constellation.
This is why she argues that the most efficient and most necessary mechanism for
safeguarding fundamental rights is having such balancing processes reviewed by natural
persons. Some interviewees identify specific risks for marginalised or vulnerable groups,
others do not. An interviewed lawyer says that personal characteristics of a party
involved into a proceeding can constitute relevant factual elements. Legal professionals
may need to know the ethical origin or the sexual orientation of a person to classify the
case correctly. Assuming that court decisions, which are digitally anonymised, will
increasingly be searched by Al in the future, and if Al will not be able to classify or
contextualise these decisions along the personal characteristics, there is the risk that the
decisions will be biased towards neutrality. Such bias (e.g., failure to draw special
attention / protection to minority groups) may be small in the beginning but may
become larger through the logics of Al’'s working. The interviewed lawyer cannot name
a group of persons that is particularly affected by the risk of being discriminated against
or a personal characteristic that is particularly at risk of being underestimated by bias.




63

This risk rather generally applies to personal characteristics of parties involved in
proceedings.

An interviewed technical expert points out that the system has learned to anonymise
typical German names correctly, thus, there is no risk of discrimination. Foreign names,
that rarely appear in the Austrian language, cannot yet be recognised well enough by
the system.

“For [in Austria] typical names that the system knows and has learnt today,
[00:30:29] - | would say that there is no form of discrimination. For foreign names
that rarely appear in the Austrian language, there may be discrimination because the
system cannot recognise these names well enough. Then you could say that names
from this or that [geographical region] cannot be recognised well enough. That is
conceivable.”

This could create a risk of discrimination for persons having foreign names. The
interviewed technical expert states that they can only fix such errors in the system, if
they are detected and reported to him by judges and other decision-making bodies, who
use the tool.

The interviewed lawyer refers to the practice that, in Austria, the decision-bodies’ and
other legal professionals’ names are not anonymised in published decisions. They
emphasise that the level of anonymisation in court decisions has fundamental rights
implications. Full anonymisation of judges' names in published court decisions could
enhance judges' security, particularly in sensitive cases. Anonymising judges' names may
safeguard their independence by ensuring safety and privacy, as judges would not face
public scrutiny or media attention. However, the anonymisation of judges' names in
court decisions presents a drawback for lawyers. The lawyer notes that anonymisation
makes it more challenging for lawyers to anticipate the direction of individual judges'
decisions based on published cases, especially in higher-level decisions. This poses a
significant disadvantage for lawyers in assessing what to expect when dealing with a
specific judge in a particular proceeding based on published court decisions.

Mitigation measures/safeguards to avoid harming fundamental rights

The impact of the tool on data protection was thoroughly assessed, according to
interviewed technical experts. They refer to a general risk management procedure in

the framework of which the FCC assesses the effects of every digital tool on data

protection. This risk management procedure led to the identification of potential risks
for data protection, as procedural data is processed by the tool. As a consequence of
this outcome (i.e., risks for data protection breaches), these risks were addressed during
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the development phase. However, other fundamental rights were neither subject of the
needs assessment, nor addressed during the development phase.

When it comes to other fundamental rights risks, e.g., discrimination because of certain
names, technical experts refer to their need for feedback from the decision-making body
(users). This feedback is the only “risk assessment” that is currently in place when it
comes to the tool. However, as explained above, the pseudonymised decisions either
remain within the judicial database, or are assessed by a human expert from the
scientific service at the Supreme Court. According to the interviewed technical expert,
user feedback is an important mitigation measure / safeguard to avoid harming
fundamental rights.

The following safeguards to avoid data protection breaches are mentioned: encrypted
data storage, transport encryption, and user access logging. Data protection standards
also apply to the anonymised court decisions, which are published in the justice-internal
database. Stringent data protection requirements are maintained as a precautionary
measure, acknowledging the potential for data to disseminate beyond the internal
environment.

In case of disclosure of personal data, the technical expert highlights the process for
individuals to request the Supreme Court to delete their personal data published in the
Federal Legal Information System (RIS). The Supreme Court is portrayed as highly
committed to address such complaints by ensuring corrections and deletions. According
to an interviewed judge working at the Supreme Court, such complaints are dealt with
in an efficient and informal manner. This complaint mechanism is available
independently from whether the data was anonymised via the tool or via a person.

Fundamental rights benefits of the tool/system

Interviewed legal professionals state that the tool has benefits regarding Art. 6 of the
European Convention on Human Rights’> — the right to a fair and public trial or hearing.
Access to (higher) court decisions is relevant for this right according to an interviewed
judge, a lawyer and a technical expert and it is supported by the tool. The transparency
of the justice system is fostered by an increased publication of court decisions.
Interviewees thereby draw attention on the importance of including the names of the
deciding bodies. The publication of decisions including these names supports
accountability, legal certainty and transparency for legal professionals and the general
public.

Moreover, interviewees state that the tool provides legal professionals with more
substance for their research. Moreover, it indirectly supports the harmonisation of court

75 Council of Europe, European Convention on Human Rights, Strasbourg.
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decisions, as also became evident in the development phase of the tool. When
discussing the harmonisation of court decisions, interviewees always express their
respect for the independence of judges in their decision making.

Interviewees believe that the publication of court decisions is connected to the fairness
and public nature of hearings. They see the publication of judicial decisions as a way to
involve those who are subject to the law in the court's activities. With the help of the
anonymisation tool, the publication of judicial decisions allows the public to observe the
court's activities, especially when public participation is only possible after a higher
court's final decision. Therefore, anonymising judgments to broaden the scope of
publication activity can promote the right to a fair trial.
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Conclusions

Besides commenting on the specific use case functioning and impact on fundamental
rights, legal and technical professionals were also asked to provide their views on the
digitalisation process as a whole, pointing out shortcomings and opportunities of
digitalisation of justice for fundamental rights.

Austria has consistently taken many steps in the digitalisation and technical
modernisation of the justice system. In particular, the strategic digitalisation initiative
“Justiz 3.0” has resulted in significant progress since 2013. The measures implemented
under this framework aim to facilitate and improve access to justice, make the justice
system more efficient and, at the same time, bring it closer to citizens.

The overall attitude of interviewees towards the digitalisation of justice appears to be
cautiously optimistic, with an emphasis on both opportunities and challenges presented
by such a transition. Opportunities and challenges not only regard fundamental rights
benefits and accelerated proceedings, but also structural conditions of judicial work,
such as limited resources or enhanced requirements on justice professionals’ work. The
authors base this general statement on their impressions from the whole fieldwork. The
more concrete advantages and disadvantages of digitalisation as well as the differences
and similarities in the views of the professional groups are described in the following
sections.

Advantages identified by the interviewees include the digitalisation’s potential to
improve the efficiency and acceleration of court proceedings and to facilitate access to
justice. Interviewees remarked on the positive impacts of digitalisation on fundamental
rights, such as the potential for faster, fairer, and more objective proceedings.

Digitally stored data that is available to legal professionals makes their work easier,
traceable and more substantial. Bailiffs, for instance, access all debtors’ data via an app,
plan their routes and document the outcomes of their enforcement tasks immediately.
Decision-making bodies and legal researchers have access to a broad database of
anonymised higher court decisions to substantiate their decisions. Prison management
is more effective and needs-based by having access to electronic data of inmates.
Transparency and traceability are ensured by on-time documentation of all decisions
and services.

Digital communication has practical benefits, such as the ability to work remotely and
to access documents anytime via laptops. These advantages were noted by legal
professionals. The ERV for instance allows immediate access to files, communication
over time and space — which is particularly important for lawyers, whose work is often
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limited by tight deadlines for objections against decisions of judicial authorities. Post
mail communication made these limitations worse. Digital communication via video
conferences not only enhances and supports international proceedings, but also the
participation of witnesses in trials from remote.

Challenges were highlighted not so much in relation to the tools applied by the legal
professionals, but more related to structural components, accompanying the
digitalisation. Interviewees express concerns regarding increased work requirements
and decreased resources. These challenges are seen as side effect of the assumption
that digitalised workflows decrease efforts. Interviewees fear that this false assumption
not only affects their work-life balance, but also the quality of their work, including the
protection of fundamental rights. Moreover, findings indicate that the digitalisation also
affects controlling mechanisms by the central unit and their assessment of judicial staff
performance. Interviews indicate that the data stored and processed via the digital tools
extend the initially aspired purposes and allow the central unit increased demands on
the authorities’ performance. Thus, the digitalisation brought new possibilities of
performance monitoring, whereby performance indicators often conflict the judicial
staff’'s understanding of performance and success. The number of contacts between the
prison’s social service and different inmates is therefore not a good indicator of the
success of the social service's performance. Furthermore, extended demands on the
availability of employees in the justice system could increase as a result of digitalisation.
Thus, interviewees express concerns that the digitalisation of justice may affect their
employees’ rights negatively.

With a view into the future and the anticipated increased use of Al in the preparation of
judicial decision making, interviewees express concerns and the need for assessment
and accountability of human judges to preserve fundamental fairness.

Interviewed lawyers (but not other professionals) observe that the digitalisation of
justice and the automatisation of procedures shrinks the room for informal
arrangements and flexibility in the implementation of legal requirements. These lawyers
observe and experience, for instance, a restricted access of lawyers to the electronic file
of their clients during the investigative phase of the criminal proceedings. In criminal
proceedings, access to files is based on an application. After a decision-making body (i.e.
prosecutor) has approved the corresponding application, the authorised file
components are made available to the authorised parties (defence lawyers)
electronically. Access to the file is in practice granted only some days after the defence
lawyer’s request to the prosecution and only for the state of the investigations at the
time of access. Each request for access to the case file costs their clients’” money (i.e.
fees and defence lawyers’ working hours) and time; moreover, defence lawyers are not
updated by the authorities on progress regarding the criminal investigations. According




68

to two interviewed lawyers, this practice has existed only since the introduction of the
electronic file. Previously, defence lawyers indeed need to apply for access to the file
but were — upon request — informally updated by the prosecutors on developments of
investigations. This rather new practice of the prosecution is indeed serious in terms of
equality of arms and in terms of defence rights in criminal proceedings.

Differences in perception were evident based on professional backgrounds. Technical
professionals tended to focus on practical improvements and efficiency gains, but at the
same time are very aware on their responsibility for protecting fundamental rights
during digitalisation. Legal professionals — depending on the concrete use case — were
comparably less aware about potential fundamental rights risks of digitalisation. Both
groups acknowledged the need for proper training and resources to effectively manage
the transition towards digitalisation. However, the selection of interviewees by the
Federal Ministry of Justice, based on the criteria given by the research team, has to be
mentioned. This potential selection bias towards technical experts with a high
fundamental rights awareness and towards legal experts (users), who are convinced
about the tools and their positive fundamental rights impacts, must be considered when
reading these findings.

Recommendations provided by the interviewees to ensure digitalisation embeds high
standards of fundamental rights are the following: a) Structural conditions, such as
budget allocations for up-to-date software and devices (this is not yet the case in the
Austrian judiciary). b) Staff training and sufficient resources for legal professionals to
adapt to the use of digital tools. Thereby, interviewees expressed the need for accessible
information via guidelines, indicating a preference for practical support over rather
theoretical instructions. Fundamental rights seminars to raise awareness among justice
practitioners were suggested too. c) Protecting and maintaining judicial staffs’
employees’ rights by providing feasible and adequate requirements on performance and
outcome of judicial work.

To summarise, the interviewees' views indicate an overall positive outlook on the
digitalisation of justice tempered by a strong awareness of the need to balance
efficiency with fundamental rights protection. There is a consensus on the requirement
for adequate training, better access to digital tools, and thoughtful investment in
technology infrastructure. Professionals across different categories emphasize the
importance of ensuring that digitalisation does not compromise the integrity of the legal
process or the rights of individuals.

Finally, the research indicates the following essential elements towards ensuring the
careful consideration of fundamental rights from the design to the end stage of digital
tools used in the justice system:
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1) The technical infrastructure provided by the Federal Computing Centre. The FCC is
implemented as the central unit to steer the digitalisation of justice, hosting technical
experts, who are aware and trained regarding fundamental rights.

2) Long pilot phases in the development of digital tools with regular, formal and informal
consultations with users on the technical suitability and practical usability of the tools.
Moreover, step-by-step roll-out phases for individual applications work as safeguards
against fundamental rights risks.

3) Training and the collaboration between different professionals are additional factors
mentioned by interviewees ensuring the careful consideration of fundamental rights.

4) The awareness of technical and legal experts that the digital tools actually help
manage the implementation of fundamental rights and thus have an impact, is finally an
important precondition for a digitalisation of justice that is in line with fundamental
rights.
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Methodology

Desk research and mapping

The mapping of use cases carried out was primarily based on information made publicly
available by the Austrian Federal Ministry of Justice. The Austrian elustice Strategy’®
and, in particular, a published overview of IT-applications in use in the Austrian Justice
System’’ provided a list of all IT-applications currently in use by the Austrian justice
system and thus included sufficient information for the identification of key potential
use cases. A review of legal literature concerning these use cases was made in a next
step to identify the fundamental rights relevance of each potential use case and thus to
justify its relevance for the purpose of the project. Building on this assessment, and after
consulting the website of Austrian Ministry of Justice as well as the research team’s
Information Technology Expert, we described eight possible use cases in more detail
that reflected the selection criteria provided by the FRA (all use cases must be in the
phase of application; cover criminal justice and civil or administrative justice; tools or
systems must be provided or at least certified by the authorities rather than private
companies; at least one use case should cover the use of Al). Based on our suggestions,
the FRA selected the five use cases presented in this report. The scope of the research
does not encompass digital tools used by law enforcement.

Desk research was conducted from September 2024 to December 2024 and built on the
official documents and website by the Federal Ministry of Justice, as well as legal
literature available on the selected use cases.

Fieldwork

The fieldwork was implemented between August and December2024 and consisted of
25 interviews with 8 technical and 17 legal experts (4 judges, 1 prosecutor, 4 lawyers, 4
prison administration workers, 3 bailiffs and 1 judicial officer) as users of the five use
cases selected based on the mapping. 14 interviews were conducted in person, 11 were
conducted online. 17 men and 8 women were included in the sample. 12 interviewees
are older than 50, 12 are aged between 30 and 50 and one interviewee is younger than
30.

The fieldwork aimed at interviewing two technical experts (one developer and one
implementer), as well as three users (legal experts) for each of the five use cases. Based

76 Austria, Federal Ministry of Justice (2024), eJustiz-Strategie der ésterreichischen Justiz 2018-2024,
updated in 2024.
7 Austria, Federal Ministry of Justice (2023), IT Applications in the Austrian Justice System.
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on the findings of the mapping, the users were identified and included in the proposed
sample.

Challenges encountered during the research process were related to long decision-
making processes regarding the selection of interviewees by the competent authorities.
Selected interviewees tended to be in favour of the tools and showed relatively high
awareness of fundamental rights in digitalisation. Two technical experts were
interviewed for three tools each, due to their high involvement in the development of
the tools. Despite their expertise, this could also be viewed as a limitation of the diversity
in the views and an underrepresentation of critical views included in the fieldwork.
Moreover, due to the fact that ICT is still a male dominated field, the voices of women
are underrepresented in the sample. It is difficult to identify any lessons learnt from
these challenges, as they are inherent in hierarchical structures of the fields of public
administration of the judiciary and ICT.

Some content-specific challenges occurred in interviews, where either the awareness of
the expert on fundamental rights impact of the tools was not seen / evident. It would
have been helpful in such cases to have more flexibility in applying the questionnaire,
i.e. moving away from the concrete use cases and addressing fundamental rights and
digitalisation more generally. However, this would have been on the expenses of the
comparative character of the research.
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Annex 1: Additional interviews - short
analysis report

1) Methodology/brief overall assessment

The interviews aimed at gaining deeper insights into the fundamental rights impacts of
digitalisation in the justice system on rights’ holders, including those in vulnerable
situations. Moreover, the views of judicial authorities should be supplemented with
those of civil society actors and legal representatives, who closely interact with the
justice system. Following this purpose, a legal guardian for adult persons, a probation
officer (convicted persons / criminal justice), a member of a victim support service
(victims of violence / criminal justice) and a court interpreter (criminal and civil
proceedings) were selected as interviewees. Lawyers are mandatory intermediaries
between the justice system and the rights holders and provide specific insights.
Therefore, a lawyer representing the Styrian bar association was interviewed (mainly
civil proceedings, but also criminal proceedings).

Covering each digital tool by an additional interview was the initial goal. However, as
three out of the five use-cases are only used for justice-internal purposes, the interviews
mainly cover the remaining two use cases: video conferences in criminal proceedings
and electronic legal communication, including access to the digital case-files.

The interviews provide additional insights into the specific situations of (vulnerable)
rights holders who interact with the justice system. While the interviewees in the main
analysis (technical experts and diverse users) predominantly express positive
fundamental rights impacts of the digital tools, the additional interviewees were more
critical in this regard.

Barriers to the accessibility of justice and risks relating to the right to a trial before the
judge and the principle of immediacy, were identified by the interviewees. An increased
access to justice, transparency and participation options were identified as
opportunities in relation with the digitalisation of justice. Last but not least, acceleration
of proceedings and effectiveness of operations was acknowledged as positive impacts
from digitalisation. These fundamental rights impacts confirm the findings of the main
analysis.
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2) Stakeholder consultations or fundamental rights
impact assessments

The interviewees are not aware of any stakeholder consultations and fundamental rights
impact assessments that go beyond addressing application issues and data protection
risks. In line with the findings of our main analysis, there are either no fundamental
rights relevant stakeholder consultations in place, or the interviewees are not aware of
them.

Two interviewees, who are clients of lawyers’ software companies have noted that they
are updated by their software providers on any new applications / versions / tools, but
they are not consulted as users. But there is no contact with the judicial authorities. The
interviewees who work in the criminal justice sector (probation service, victim support)
proactively contact the representatives of the Ministry of Justice when they are looking
for or want to offer advice. Moreover, these two express their views in the framework
of cooperation meetings with the judiciary or statements on draft laws in writing.

An interviewed probation officer says that their organisation has proactively contacted
the Federal Ministry of Justice to clarify procedural issues of operation (e.g. standards
of file naming or according to the organisation of file names). Similar information is
provided by an interviewed member of a victim support service: they have cooperation
meetings with district courts where they develop together or at least give advice to the
district court, such as regarding procedures of information exchange. But —again —there
is no involvement or consultation regarding fundamental rights impacts.

The interviewees themselves have not requested their consultation regarding
fundamental rights impacts and are unsure whether their colleagues or other
organisations have done so. Rather, it seems that they trust the Ministry of Justice and
its practices when it comes to identifying and preventing fundamental rights risks. Based
on longstanding cooperation with the Ministry of Justice, interviewees count on the
experts at the Ministry and FCC’s ability to detect and solve any fundamental rights risks
during the development and implementation of digital tools. The probation officer says:

I'll give you my personal answer now. [my organisation] has been working with the
judiciary for ages. | think there is a very good partnership. and the judiciary as such is
absolutely trustworthy for us.

The two freelancers interviewed (lawyer and interpreter) rely on their professional
organisations (Bar Association, Association of Court Interpreters) when it comes to
bringing up concerns or fundamental rights issues at the Ministry. The interviewees do
also not observe any significant fundamental rights risks for their target groups, except
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for the legal guardian. When asked about stakeholder consultation, they criticised the
lack of involvement of persons with disabilities in decisions affecting them:

That means that it's usually up to us [legal guardians] to keep saying: OK, what about
people with disabilities’ perspective? In that case [digitalisation of file], we didn't really
see the consultation of persons with disabilities either, | have to admit. | mean, the
Convention on the Rights of Persons with Disabilities makes a very, very, very
unambiguous statement, according to which people must be consulted on everything
that could even impact them. Lobbyists, self-advocates and the like are to be consulted.
But, to my knowledge, this did not happen at all in this case. So, there is a lively exchange,
also with self-advocates, self-advocacy organizations, but the ERV topic was never an
issue. | don't know of it ever being brought up, either at the Disability Council or through
various organizations.

However, it must be recognised that this statement only came as a result of probing
questions. Moreover, the statement more strongly relates to the participation of people
with disabilities than to the participation of professionals, such as (their) legal guardians.

3) Benefits/disadvantages to work & support and
training provided

The findings of the main analysis are largely confirmed regarding benefits and
disadvantages to the professionals’ work. These are improved transparency and
efficiency due to fast access to judicial information and remote communication on the
one hand and data security risks on the other. Moreover, findings show that training
and support needs are largely accommodated, if there are any.

(i) Benefits

The interviews highlight benefits associated with the tools ERV, digital file and video
conferences, namely accelerated procedures, secure data transfer, facilitated
communication and access to information as well as transparency/traceability of
operations and workflows. More concretely, the interviews reveal:

1. Increased transparency: by tracking the individual steps of the actors, i.e. who

has done what and when.

2. Speed of access to information and secure communication: has significantly

improved compared to non-digital forms of communication. Digital tools provide
direct and quick access to necessary documents, what potentially aids fair
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procedures. Direct access to digitalized information / files fosters efficiency of
workflows, also benefiting those involved in proceedings.

A member of a victim support service reports:

So, the victims also have the right to access the files and then we apply for them or legal
court assistance does so, and then you might be released within two hours (to get
access). It's very, very quick, and that's again related to the ERV, with electronic legal
communication, that we communicate with the courts via ERV. [...] But in the same way,
if we make an application for access to the file for the client, then this is also released
very quickly, as a rule, and made available. That is of course an advantage. That is an
absolute advantage.

3. Digital tools facilitate communication and accessibility: This not only serves cases

involving several courts (in different countries / locations), but also improves
access for people with mobility impairments, allowing them to interact with
offices, authorities, and services without the need for physical travel. This is also
beneficial for individuals who face mental health-related barriers (anxiety or
panic disorders), preventing them from accessing a court. For such people,
writing an email or accessing the file digital is easier than physically going to a
court during office hours.

These benefits of digitalisation for the professionals” work confirm the findings of the
interviews with the technical experts and users within the justice system.

Some interviewees also identify fundamental rights opportunities in these advantages.
An interviewed probation officer notices that transparency and quick access to judicial
information can enhance the right to a fair trial. An interviewed court interpreter states
that videoconferencing reduces / removes travel times for court interpreters and thus
facilitates people’s right to participate in judicial proceedings in case of language barriers
and where court interpreters cannot be physically present. This is particularly beneficial
as the number of certified court interpreters is low, particularly regarding some
languages. For example, according to the interviewee, there is no court interpreter
available in the whole province of Burgenland who speaks Ukrainian.

(i) Disadvantages

When it comes to disadvantages from digital tools for their work, interviewees refer to
increased training needs, extended documentation efforts and unclear workflows. More
concretely, the interviews reveal:

1. Extra work and training needs: Each technical innovation and digital application

entails the need for proper training and information on how to handle it
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efficiently and in line with the domestic regulations. Management of digital files
results in extra work, especially when individual files are difficult to identify.

2. Risk of data breaches: There is a risk of data breaches, which is particularly a

concern when dealing with sensitive information — as it is the case in the justice
system.

3. Digital divide and accessibility barriers: If digital tools are not accessible to all

users (and if there are no non-digital alternatives available), those who lack
digital literacy or access to digital technology are discriminated against. Thus,
interviewees identify the risk of digital divide, where mainly those who are able
and technically competent to use digital tools can access the information and
services provided. People with learning difficulties, the elderly or individuals who
refuse digital solutions (for whatever reason) are at risk being excluded from
their procedural and substantive rights.

4. Challenges related to failure of digital tools: Challenges at an institutional level

were identified, in case the digital tools do not work as intended.

(iii)  Training and support for professionals

The availability of training and support differs according to the tool. Still, findings
generally indicate that training and support is available where needed.

The two interviewed users of video conferences note that there is no training available,
but also that is not needed: Judicial staff either sets-up the video conferences for the
use of lawyers / interpreters or provides them with a link to virtually access the court
trial. In case of connection or other technical problems, meetings are postponed.

Guidelines are available for obtaining access to the digital file. Training is not available,
but also not needed according to the interviewed users The lawyer and probation officer
access their software providers for support.

4) Complaint mechanisms

The interviewees are unaware of any complaint mechanisms relating to digital tools;
they have never needed to complain. In case of application problems, the interviewees
seek support directly from the judicial authorities or the software providers (see section
3.3). An interviewed court interpreter reports:

Of course, you always have that [option to complain before the authorities], whether it's
a video conference or on site, the parties can always say, | don't understand you, and
things like that. | don't like the person, what they look like and so on, that's not a reason
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for exclusion [of an interpreter], but the parties can always say, we don't understand this
person, how they interpret. So just as | can say, | don't understand the person in this
dialect. I actually have to do that. So, you always have a chance to say if something
doesn't work.

An interviewed probation officer reports that such problems relating to the digital tools
mainly affect themselves as professionals and not their clients / persons to be
supported. The interviewees are furthermore not aware of any specific complaint
mechanisms regarding digital tools available to the public. These findings confirm our
main analysis, whereby the respondents were also not aware of any complaint
mechanisms, specific to the use / failure of digital tools. Rather, in the event of the tools
failing, the general appeal mechanisms under criminal procedure law apply, such as
objections due to violations of rights or appeals for annulment against decisions, which
can be traced back to failure of digital tools.

5) Special measures to access digital tools or services

No interviewee has mentioned examples of good practices relating to other
tools/systems or initiatives not covered by our main research. There is also no mention
of a fundamental rights impact assessment being conducted in relation to the digital file
or video conferencing in courts (see section 2).

When asked about special measures to access digital tools or services, interviewees have
their clients in mind as addressees of such measures. The digital tools at stake are
exclusively used by the professionals themselves, but not by their clients. Interviewees
thus lack experience or knowledge about accessibility barriers affecting persons in
vulnerable situation regarding these tools. However, upon interviewer’s request, some
interviewees think of colleagues with sensory disabilities or mobility impairments or
those, who are no “digital natives” due to older age or other reasons. For these
professionals, a non-digital version is available (i.e. access to paper file instead of digital
file).

There is no non-digital alternative available for professionals when it comes to the
electronic legal communication (Elektronischer Rechtsverkehr, ERV). All communication
with the judicial authorities must take place via the ERV. The interviewees confirm the
obligation for legal representatives (i.e. lawyers, legal guardians) to use the ERV and thus
support our main analysis.

The interviewed court interpreter mentions that video conference rooms in court
buildings are accessible and barrier free. Thus, court interpreters, but also victims /
witnesses with mobility impairments have access to these rooms, and consequently, to
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the digital tool. The video conference system is set-up by court staff, which is
permanently available to support users in case of any barriers or difficulties in
application. Thus, the video conference system in court rooms is accessible. Testifying
in the courtroom is the non-digital alternative to video conferencing. Due to the
principle of immediacy, witness testimony in the courtroom is preferred over
videoconferencing by all parties to the proceedings. If it is not possible to testify in the
courtroom due to physical distance, accessibility or victim protection, a video
conference is held. These findings support our main analysis.

The findings indicate initiatives aimed at training and supporting professionals in their
use of digital tools. However, there seems to be a lack of comprehensive and widespread
training programs that are available or known to the interviewees.

Coming back to the accessibility of digital tools on the part of the general population
and people in vulnerable situations in particular: the interviewees still see deficits here.
According to them, also the general public needs training and support to access digital
tools or services. An interviewed legal guardian mentions the need for specific support
for persons with mental ilinesses, to facilitate their access to digital tools (in general, not
specifically the tools researched for this project). This interviewee is only aware of an EU
funded project, done by the association Lichterkette. The project aims to assist people
with mental illnesses to become proficient with internet and facilitate easier access to
web-based tools and services. This interviewee would request more such training and
assistance to facilitate access to digital tools, concretely the ID-Austria and Justice
Online— also for the general public. These are tools for rights holders to access their
digital file and interact with the justice system in cases, where no legal representation is
needed. According to the legal guardian, comprehensive and barrier free guidance in
comprehensible language is needed to explain the access to and use of ID Austria. In his
opinion, this accessibility barrier to digital tools for “ordinary people” is even more
evident in the banking services. Older persons and those who are not familiar with
online banking currently face severe accessibility barriers to conduct their financial
transactions. To sum up, interviewees identify — at least upon request — measures to
facilitate access to the digital tools for professionals, while these measures are lacking
for the general population, particularly affecting those in vulnerable situations. These
findings support those from our main analysis and add new insights into not yet
adequately addressed accessibility barriers for persons with mental disabilities.

6) Positive impacts on fundamental rights (benefits)

The interviews confirm the positive impacts of the digitalisation of justice on
fundamental rights. Increased transparency and facilitated access to information,
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remote communication have positive impacts on the right to a fair trial — this view came
up also in the additional interviews. Video conferences were particularly outlined as a
tool to also support victims’ rights to special protection against secondary victimisation,
as it enables victims to avoid being confronted with the accused. Additionally,
interviewees address some new fundamental rights implications regarding the publicity
of a trial and discrimination.

(i) Access to justice and a fair trial

The electronic legal communication and the access to the digital file simultaneously
increase transparency and quicker access to judicial information. These tools thus make
the work for the interviewed professionals easier and positively affect their clients’
rights. An interviewed probation officer states:

Transparency and quick access to matters that concern the personal or personal sphere
are positive. Insight into judicial decisions, especially in criminal cases, and so also the
possibility of having an insight into a fair trial or whether the trial is fair, would be a
possibility that could be positive. [...] - because the route is short. That means you get
very direct access to the information via this medium.

The interviewee notes that the positive effect of the digital file and the ERV for their
clients’ fundamental rights is realised through accelerated procedures, increased
accessibility of information and increased transparency and traceability of any steps and
decisions done by the authorities. The interviewee brings an example from his work in
the probation office:

So, just to give you an example, | think that if you're talking specifically about data
protection, it's probably safer for a user if it's completely clear in the documentation who
has access to which components of the file and that access is also restricted

The interviewee describes how the probation officers store and document all their steps
regarding the digital files of their clients. All probation officers’ access to client
documentation can be tracked. Moreover, the probation office’s data is centrally stored
via a save server at the Federal Computing Centre.

The interviewed victim support service worker and lawyer confirm the facilitated
accessibility to their clients’ data via the digital file, allowing them to serve their
fundamental rights implementation (defence rights, victim protection) more effectively.
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(ii)  Access to court and participation in a trial

Digitalised tools, such as video conferences and the digital file, allow remote access to
court and participation in a trial. This opportunity has a positive effect on the
fundamental rights of persons with impaired mobility. People with physical or mental
disabilities are supported in their access to offices, authorities, public / legal services and
the trial. An interviewed legal guardian points out how digitalisation supports people
with mental illnesses’ access to court:

People who simply have massive fears, whether it is fear of panic disorders, whether it is
fear of authorities, whether it is the doubts about one's own competence, | believe that
far fewer people are now going to the authorities, even though they are entitled to do
so, simply because they are afraid, | can't, - | don't want to, | don't know anything about
it, that one could perhaps at least gain the competence if one said, | can do it from home
too, without having to confrontationally deal with someone that one could at least see
theoretically as an opportunity to say, | reached more people.

The interviews support our main analysis when it comes to the positive effect of
videoconferences on individuals’ access to court and participation in a trial, including
interpretation if needed. Video conferencing also speeds up the criminal proceedings,
as there is no need to wait until the witnesses have arrived. Video conferences positively
affect a person's right to be heard and participate in their trial, contributing their access
to the court system.

(iii)  Protection of victims from secondary victimisation

Additional insights into the relevance of digital tools for victim’s rights in criminal
proceedings were gathered through the interviews with a victim support service officer
and a court translator. Victims of sexualised or domestic violence are protected from
secondary victimisation through direct confrontation with the accused in their
testimony by video conferencing. Video conferencing thus serves as a facilitator of being
heard in a criminal proceeding. However, judicial authorities and the criminal
proceedings as a whole also benefit from witness interviews via video conferencing if
the witnesses are less burdened by fear and emotional stress in their testimony. An
interviewed court interpreter shares this observation:

Maybe if someone can't speak directly in front of people about a topic for shame or other
reasons, maybe it's that distance that makes them talk about it a bit more openly. Yes.
It could be, yes. [...] because talking directly is always difficult when it's something
personal. | think to myself, in the case of rape, it's very difficult for me to talk about it
with a stranger it takes a lot of trust and maybe this boundary, this internet boundary, if
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the person is somewhere else, maybe with a trusted person nearby, maybe that makes
it a bit easier.

Video conferencing in criminal proceedings involving violent crimes is a tool to ensure
effective and practical access to the court, contributing positively to the fundamental
rights of involved parties. This result was also evident in the main analysis but was
deepened by the additional interviews.

(iv)  Publicity of proceedings

An interviewed worker of a victim support service sees the need to balance victim
protection with the publicity of the proceedings. In their opinion, the current legislation,
which in her view prioritises protecting victims from secondary victimisation by video
conferences over the publicity of proceedings, is the correct approach. Interviewed
defence lawyers acknowledge the right of victims to an interrogation via video
conference. However, they also draw attention to the risk for the immediate testimony
that is caused by video conferencing. They observe a trend of more and more witnesses
being questioned via video conference, not because they are victims in need of special
protection, but also to save time and travelling costs. From a defence lawyer's point of
view, the principle of immediacy and questioning on site - in the courtroom — should
have priority in cases where witnesses can be expected to have a direct confrontation
with the accused, even if this involves travelling.

The other interviewees do not see much influence of digitalisation of justice on the
publicity of proceedings. However, an interviewed lawyer criticises the idea of
broadcasting court hearings to make these hearings accessible to the public. In their
opinion, the option of streaming court hearings would make them serve for public
entertainment, which is not meant by the publicity of proceedings. The interviewee is
aware that there are no plans in this regard in Austria and he appreciates this.

7) Negative impacts on fundamental rights (risks)

The findings on negative impacts on fundamental rights (risks) largely confirm our main
analysis: risks related to data protection, the principle of immediacy of witness
testimony and the creation of new forms of exclusion affecting those who are not able
to access and use digital tools.

The digitisation of court files enables faster access to information, expedites
proceedings, and promotes fair trials. However, it also poses the risk of data breaches.
Similarly, video conferences and other remote communication tools support trial
participation, access, and victim protection, but they also carry the risk of reduced
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immediacy in victims' testimonies. Digitalisation ensures transparency and traceability
and bears the potential to reduce or correct human bias. At the same time, it has the
potential to create new forms of exclusion. Based on practical examples, the interviews
provide deeper insights as to how these risks may become evident.

(i) Risks regarding the right to privacy and data protection

When asked about fundamental rights risks presented by digitalisation efforts, the
interviewees immediately stress data security and risks regarding data protection
breaches. Data protection breaches are per se a fundamental rights risk, however it
becomes even worse regarding the judicial sector, as it operates with particularly
personal and sensitive data. This has already been shown in the main analysis. However,
the additional interviews provide deeper insights based on concrete examples from
practice.

An interviewed worker of a victim support service draws attention to the accused’s right
to access the file digitally. In their professional life, they have already experienced that
accused take screenshots of parts of the file (victims' statements, photos) while
inspecting the file and publish them on social media. This risk has only existed since the
digital file, not when accessing paper files. The interviewee explains:

This photo, the one with rather hurtful content, is in the file. The accused has the right to
inspect the file. And then it has already happened that this photo reappears somewhere.
And that is of course, of course not allowed, and could possibly result in another criminal
proceeding, but once it's on the internet, of course we also know that it's very difficult or
even impossible to get it out again. So data protection is an issue that is not addressed
in criminal proceedings, i.e. by the court now.

The interviewee also observes that some judges in criminal proceedings face difficulties
in using the video conference system. Particularly in cases where judges share their
screens to show evidence (e.g. a document of the accused’s testimony) in the trial room,
it has already occurred that the victim sees it on their screen too. The interviewee is sure
that this does not happen on purpose, but rather as an error due to the transitional
phases in this digital use. However, as these errors might cause secondary victimisation
or are a risk for even traumatising the victim, training for judges on using the video
conference system are recommended.

An interviewed legal guardian provides deeper insights into how the right to privacy is
at risk by the (incorrect) use of ID Austria and online banking tools. The interviewee
provides examples from their professional practice, where the legal guardian’s right to
privacy is affected. Legal guardians of adult persons use their private ID-Austria account
also when representing their clients — they do not yet have a separate, job-related
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account. This practice brings about the risk of mixing professional and private data,
affecting legal guardian’s right to privacy. In addition, the interviewee has found that
district courts send their summonses to the private postal address of legal guardians.
District courts make a query in the Central Register of Residents (CRR) when they
summon legal guardians. The CRR however registers the guardians' private postal
address, not their professional postal address. As a consequence of the query in the CRR,
the private postal address also appears on the letterhead of the summons. The
summons is part of the files to which the represented persons have access. Thus, the
clients, when inspecting their files, also have access to their legal guardian’s private
address. The interviewee outlines that these impairments of employees’ right to privacy
may even put their security at risk (as they make difficult decisions for people with
mental disabilities). The same interviewee refers to a similar example from accessing the
bank and finance data of their clients. Also in these cases, the professional and private
people are not separated by the systems:

The colleague sees the assets of clients, in her private online financial access, in her
private Internet-banking access, does that also mean that the client also sees it in the
data of the colleague in their electronic access, | don't know.

The interviewee thus argues for measures and practices to secure the privacy of legal
guardians. District courts should send the summons of legal guardians only to the postal
address of the network of legal guardians. Moreover, ID Austria should provide legal
guardians with a separate professional account. However, they are in contact with the
responsible authorities and is confident that a solution will be found soon. This risk of
accessing employees’ private data in professional communication does not apply to the
ERV system. The ERV system is only accessible to professionals who receive a specific
access account.

(ii)  Risk for defence rights and fair trial

While video conferences in court hearings support participation of witnesses from
abroad and protect victims’ rights, they do not meet the standards of testifying
immediately in person. This issue was already addressed by interviewed lawyers and
judges in the main data collection for this project and is confirmed by the additional
interviews. The interviewees emphasise that via video mainly the linguistic level of the
statement is accessible, but not the body language or the environment in which the
statement is made. Thus, the principle of immediacy is at risk when using video
conferences in criminal proceedings. A court interpreter and a lawyer discuss this
fundamental rights risk — also affecting their work. The court interpreter is challenged
by video conference hearings in her interpretation duties and the lawyer is challenged
in applying his defence strategy due to the limited impression of the witness’ video
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testimony. Both interviewees argue for using video conferences in criminal proceedings
only if it is necessary, i.e. if the witness could not be heard otherwise.

(iii)  New forms of exclusion

Finally, interviewees identify the risk of new forms of exclusion, affecting people with
mental disabilities, older people or those who are not digitally proficient / refuse the use
of digital tools because of their attitude or life circumstances. These interviewees
strongly argue for both having a non-digital option to access justice and measures to
facilitate access to the digitalised option by training, support and provision of technical
equipment. These findings support the main analysis.

8) Mitigation/measures to address risk of digital tools to
fundamental rights

The network of legal guardians and the probation service have data protection officers
in place who are in charge of measures to address risk of digital tools to data protection.
The probation service also carries out assessments regarding data protection. The IT
department of the probation office carries out regular “test hacks” at different security
levels to assess the security of the data that is processed within the organisation. The
probation services carry out risk assessments that also cover other aspects, such as the
reputation of the organisation. Specific measures are then developed based on the
concrete risks identified.

The lawyers suggest measures / guidelines to harmonise different practices in the
application of digital tools between courts all over Austria. Decisions on granting victim-
witnesses a video interrogation as well as decisions on publishing higher court decisions
are not standardised, but differ according to the courts at stake. These different
practices cause fundamental rights risks for their clients, and they are in conflict with
fundamental rights, e.g. the right to a fair trial. Interviewees thus recommend the
Federal Ministry of Justice to introduce national standards and guidelines on the use of
digital tools. Such guidelines would secure the equal accessibility to digital tools in all
courts and constitute a measure to address risk of digital tools to fundamental rights.
The lawyer calls for the obligatory publication of lower court decisions in the Federal
Legal Information System. Currently, only supreme court decisions have to be published.
The lawyer argues that legal proceedings often end up at the lower court, but the
decisions are still relevant. Particularly against the background that the legal opinions
differ between the regional courts. The obligation to publish lower court decisions
would thus not only help towards harmonizing different practices all over Austria, but
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also towards indirectly harmonising the different legal opinions between the regional
courts. This issue also came out from our main analysis.

9) Other issues

Similar to findings in the main analysis, the interviewees have weak knowledge on
monitoring or oversight mechanisms for the digital tools at stake or in the field of
digitalised justice in general. As section 2 indicates, the interviewees are not consulted
by the Federal Ministry of Justice when it comes to the development or updates of digital
tools in the justice sector. The interviewees’ organisations indeed publish their
professional opinions on the website or exchange in working circles with other experts
(also from the judiciary). However, the digital tools or digitalisation of justice has not
been the subject of such opinions to date.

When it comes to the views on future possibilities and challenges regarding the
digtalisation of justice, the additional interviews provide some new insights. While the
findings of our main analysis clearly indicate that a positive view of interviewees
regarding the future of digitalisation in Austria, including the opportunities of an
increased use of Al, the additional interviews provide a more critical perspective.
Particularly the interviewed lawyer is worried about the increased use of Al in making
judicial decisions, i.e. evaluating evidence by judges. According to them, the use of Al by
judges, not only for research reasons, may put a risk for the right to have a trial before
the judge. This may impact defence rights negatively:

So from the lawyers' point of view, | think a very big issue in relation to Al and
fundamental rights is that | have the right to a trial before the judge. Now it could
theoretically be the case that the Al somehow processes information that is in the file,
where | don't know how the Al processes it. So, what are the programming steps, how is
something evaluated by an Al? And if the Al then somehow makes a decision, it's not
really verifiable for me as a defence representative, because | don't really know the
reasoning.

The lawyer further critically discusses the use of Al when evaluating the evidence and
the assessment of witnesses’ credibility in criminal proceedings. The interviewed legal
guardian also critically discusses the risk of having Al-generated guardianship decisions
and contracts. They argue with budgetary and resource specific constraints in their field
of work to base their critical assessment. The interviewee has concerns regarding the
increased use of Al due to budget constraints:

That decisions or contracts will be not only Al supported, but Al generated and I'm kind
of dreading it now to get an opinion that is only generated by Al. It's already bad in the
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sense of copy and paste with opinions and especially with expert reports, which is again
a separate electronic area. But especially with reports, we find that in many, many
reports, we copy and paste from one to the next, until | realize that | should have to
correct the name of the person concerned. If [...] I'm putting together a legal guardian
appointment via Al, I'm sure | can have the Al put together the justification too, then
resolutions like this, which really massively interfere with fundamental rights, can only
be generated, sent, | think that is really a very central issue.

The interviewee argues that the representation of adults with mental disabilities,
patient advocacy and resident representation are areas involving the most massive
infringements of fundamental rights. Here Al must be used very carefully, in line with
the EU guidelines.

While these two interviewees draw attention to the possible risks of the increased use
of Al in the justice system (to save resources), the other three interviewees did not. The
court interpreter basically perceives Al as “a good thing”, but as not yet useful in the
justice system, as it is still in the development phase.
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Annex 2: Mapping of use cases

Use case #1

Name of use case:

Link to official website, if
available, and brief
description of what sources
were consulted/are available
about this system/tool
(include brief references and
links):

Electronic Legal Communication (as one of the key
applications of the Case Automation in the Justice
System)

(Elektronischer Rechtsverkehr als zentrale Anwendung
der Verfahrensautomation Justiz)

Websites: Austria, Ministry of Justice, Elektronischer
Rechtsverkehr, Website.

An overview of the use case is available in the
publication |IT Applications in the Austrian Justice
System published by the Austrian Federal Ministry of
Justice in 2023. Moreover, the Austrian Federal
Computing Center (Bundesrechnungszentrum),
provides a Website on Electronic Legal Communication.
Further information is publicly available on a dedicated
website  on the Austrian Information Portal
oesterreich.gv.at.

Specific  (technical) information is available
https://edikte.justiz.gv.at/edikte/km/eredi24.nsf/docs

[ervitervvj

Research in the database including academic literature
revealed that there are only scarce information and
articles available that focus specifically on the
Electronic Legal Communication. Current academic
literature focusses mainly on the discussion of
judgments by the courts that refer to the Electronic
Legal Communication, but are not of direct relevance
from a fundamental rights perspective.

The legal basis of the Electronic Legal Communication
has been consulted as well (Austria,
Gerichtsorganisationsgesetz (GOG), Law Gazette No.
217/1896; Austria, Bundesgesetz Uiber Regelungen zur
Erleichterung des elektronischen Verkehrs mit
offentlichen Stellen (E-Government-Gesetz — E-GovG),
Federal Law Gazette | No. 10/2004; Austria,
Verordnung der Bundesministerin fur Justiz Uber den
elektronischen Rechtsverkehr (ERV 2021), Federal Law
Gazette Il No 587/2021).




Use case #1

Type of tool/system:

Digital tool/system(s) used
in:

In application since
(month/year):

Brief information on scope of
use (e.g. in use nationwide;
interoperable across various
justice authorities/
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[ Digital tool/system that facilitates individuals’ access
to

information and/or their engagement with justice
systems.

[ Digital tool/system that facilitates reporting a crime
or
issuing a complaint.

[0 Digital tool/system used to support judicial
authorities in
decision-making.

[ Digital tool/system supporting the work of courts,
prosecution or law enforcement more generally (e.g.
such as

for the anonymisation and pseudonymisation of
judicial

decisions; a transcription tool for recording of
proceedings; a

tool to help with legal analysis (e.g. of case law and big
data

sources).

X Electronic filing and exchange of documents, or
electronic

communication system.

[0 Real-time distance communication service or tool,
such as

video-conferencing.

[ Other (please specify):

X Civil justice X Criminal justice X Administrative justice

1990

In use nationwide and interoperable across all
branches of justice.
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branches of justice) or applied
only in one particular setting
or

jurisdiction?):

Provided/certified by public
authorities

Brief description:

(Mention the purpose of the
system and include a brief
description of the technology
used and whether the private
sector was involved in the
development of the tool, and
if so, was it a ‘general-
purpose tool’ or custom-
made/adopted for specific
use in the justice sphere? If
possible, include a brief
explanation of what kind of
non-digital system it is aimed
at replacing/has replaced, if
applicable.)
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X Yes [ No

Electronic Legal Communication (ERV) is a platform
that has existed since 1990 for reliable, secure and
legally valid bidirectional communication between the
ordinary courts (district courts, regional courts, higher
regional courts and the Supreme Court), the
Constitutional Court, the Administrative Court, the
Federal Administrative Court and public prosecutors'
offices on the one hand and the parties, lawyers,
notaries, banks, insurance companies, statutory social
insurance schemes, bar associations and police
inspectorates on the other. All initial and subsequent
submissions (initial claims/complaints, responses,
applications, pleadings, appeals, statements of claim,
etc.) and any enclosures can be transmitted to and
received from Austrian courts and public prosecutors’
offices electronically and securely via the justice
system's electronic communications system. The ERV
thus replaces the conventional transmission of
documents on paper and enables all participants to
transmit messages electronically.

In 2007 the ERV was migrated to contemporary service
technology and supports streaming-based data
transfer. ERV, which is secured via the justice portal, is
accessible via several transfer points, which are
regularly advertised publicly. ERV is integrated in the
Case Automation in the  Justice System
(Verfahrensautomation Justiz, VJ) application, which
supports all courts and public prosecutors' offices in
keeping the registers of 67 different types of cases.
Court decisions are issued automatically and
dispatched via a centralised Mailing Line, the ERV or
eDelivery.

The Electronic Legal Communication was developed by
the Austrian Federal Computing Center
(Bundesrechnungszentrum) specifically for the Austrian
justice system.
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Does the tool use artificial
intelligence (Al) (to also be
briefly elaborated in the
section above on type of
technology):

Brief preliminary assessment
of who uses/interacts with
the system/tool

(i) in a professional capacity?
(for example judges, lawyers,
prosecutors)

(i) as a service receiver? (for
example individuals seeking
information about justice)

Brief preliminary assessment
of

(i) which stakeholders (i.e.
service receivers or others?)
would be impacted?
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[ Yes X No [ Do not know

(i) Professional capacity:

Lawyers, notaries, banks, insurance companies, social
security funds, pension funds, the umbrella
organisation of the social security funds, the Office of
the State Attorneys, the Austrian Bars and the court-
certified experts and interpreters must subscribe to
ERV. Currently ERV has more than 10,000 subscribers.

(i) Service receiver:

Every citizen may make electronic submissions to the
courts or public prosecutor's offices via the platform
“JustizOnline”.

(i) Briefly describe (few sentences) and tick all that
apply:

X Complainants
X Victims
X Defendants

L] Other (specify):

(ii) Briefly describe (few sentences) and tick all that
apply:

The Electronic Legal Communication enables the
involved parties to file submissions and receive
information about the status of the proceedings,
aligning with the rights of defence enshrined in Article
48. The Electronic Legal Communication could be
regarded as to improve access to justice by making it
easier for individuals to interact with the legal system
(also in respect to people in remote areas or persons
with mobility issues). Electronic Legal Communication
could also speed up the proceedings and in the end
lead to faster resolution of legal matters (and reducing
bureaucratic delays).
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(ii) which of their fundamental
rights could be potentially
impacted (positively and
negatively)?

Is the system used/intended
to be used in a cross-border
setting?

Case law about the
system/tool, if

applicable (e.g. were there
any judicial challenges of its

use)?

Feasibility of researching this
use case (e.g. finding 5
professionals to interview in
line with FRA criteria)?

Relevance (any links to
current policy and legislative
developments about
digitalisation of justice in your
country and/or in the EU?):

Proposed for final selection
by
contractor:
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Negative aspects could potentially be related to an
increase of the digital divide as there is no equal access
to technology and thus the Electronic Legal
Communication could potentially exacerbate existing
inequalities in accessing the justice system. Moreover,
Electronic Legal Communication might bear a privacy
risk. If the use case does not ensure the protection of
individuals' privacy and data security this might come
with breaches.

X Article 47 (right to an effective remedy and to a fair
trial)

X Article 48 (presumption of innocence and rights of
defence)

[ Article 21 (non-discrimination)

X Article 7 (respect for private and family life)

X Article 8 (protection of personal data)

[ Other (specify):

X Yes O No [ Do not know/unclear

For the European order for payment procedures

n/a

Feasible. Good contacts to relevant actors available.

High. The Electronic Legal Communication is a
cornerstone of the entire process of digitalisation of
justice in Austria. In introducing this system, Austria
was the first country in the world to establish Electronic
Legal Communication. As one of the outstanding e-
government applications in Europe, Electronic Legal
Communication was awarded the EU e-government
label in 2001.

X Yes O No
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Name of use case:

Link to official website, if
available, and brief
description of what sources
were consulted/are available
about this system/tool
(include brief references and
links):

Type of tool/system:
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IT in Prison Administration system (Electronic Prison
Management, eVM)

(IT im Strafvollzug, Elektronisches
Vollzugsmanagement eVM)

An overview of the use case is available in the
publication |IT Applications in the Austrian Justice
System published by the Austrian Federal Ministry of
Justice in 2023.

There is hardly any further information on this use case
publicly available. Research in the database including
academic literature led to no results. The use case is
sometimes mentioned without further details in the
context of articles dealing with the overall process of
digitalisation of justice in Austria.

[ Digital tool/system that facilitates individuals’ access
to

information and/or their engagement with justice
systems.

1 Digital tool/system that facilitates reporting a crime
or
issuing a complaint.

[0 Digital tool/system used to support judicial
authorities in
decision-making.

X Digital tool/system supporting the work of courts,
prosecution or law enforcement more generally (e.g.
such as

for the anonymisation and pseudonymisation of
judicial

decisions; a transcription tool for recording of
proceedings; a

tool to help with legal analysis (e.g. of case law and big
data

sources).

[ Electronic filing and exchange of documents, or
electronic
communication system.
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Digital tool/system(s) used
in:

In application since

(month/year):

Brief information on scope of
use (e.g. in use nationwide;
interoperable across various
justice authorities/

branches of justice) or applied
only in one particular setting
or

jurisdiction?):

Provided/certified by public
authorities

Brief description:

(Mention the purpose of the
system and include a brief
description of the technology
used and whether the private
sector was involved in the
development of the tool, and
if so, was it a ‘general-
purpose tool’ or custom-
made/adopted for specific
use in the justice sphere? If
possible, include a brief
explanation of what kind of
non-digital system it is aimed
at replacing/has replaced, if
applicable.)
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O Real-time distance communication service or tool,
such as
video-conferencing.

[ Other (please specify):

I Civil justice x Criminal justice [J Administrative
justice

2016

Nationwide applied (criminal justice)

X Yes [ No

In Austria, the Integrated Prison Administration
application (IVV) is in use since 2000 and includes
inmates' records and the core area of prison
administration. Thus, nearly the entire inmate
management has been replaced by electronic
management during the last few years. In the course of
the Austrian digitalisation strategy “Justiz 3.0” the first
modules of the Electronic Prison Management (eVM)
were developed in 2016 as a successor application of
IVV. Apart from replacing IVV, the objective of eVM is
to realise the electronic inmate file. Currently the
components for a petition for electronic surveillance of
inmates and the complaints register have been
realised. Since 2019 the IVV modules "social service",
"psychological service" and "classification" have been
available to users in eVM. The complaints procedure
was realised in 2022 and the change of prison and the
electronic petitioning procedure for electronically
monitored house arrest were realised in 2023.
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Does the tool use artificial
intelligence (Al) (to also be
briefly elaborated in the
section above on type of
technology):

Brief preliminary assessment
of who uses/interacts with
the system/tool

(i) in a professional capacity?
(for example judges, lawyers,
prosecutors)

(ii) as a service receiver? (for
example individuals seeking
information about justice)

Brief preliminary assessment
of

(i) which stakeholders (i.e.
service receivers or others?)
would be impacted?

(ii) which of their fundamental
rights could be potentially
impacted  (positively and
negatively)?

96

The tool is specifically developed for the Austrian
justice system.

[ Yes X No O Do not know

(i) Professional capacity:
Prison staff (including their interaction with courts)

(ii) Service receiver:
None

(i) Briefly describe (few sentences) and tick all that
apply:

[ Complainants

[ Victims

[ Defendants

x Other (specify): inmates

(ii) Briefly describe (few sentences) and tick all that
apply:

The Electronic Prison Management may potentially
speed up procedures in prison administration
(including complaints by inmates).

The Electronic Prison Management may potentially
promote the respect for private and family life and the
protection of personal data as these digitalisation
measures seeks to ensure that only the staff working
with the inmate has access to the files of the inmate.
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Is the system used/intended
to be used in a cross-border
setting?

Case law about the
system/tool, if

applicable (e.g. were there
any judicial challenges of its

use)?

Feasibility of researching this
use case (e.g. finding 5
professionals to interview in
line with FRA criteria)?

Relevance (any links to
current policy and legislative
developments about
digitalisation of justice in your
country and/or in the EU?):

Proposed for final selection
by
contractor:
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X Article 47 (right to an effective remedy and to a fair
trial)

[ Article 48 (presumption of innocence and rights of
defence)

[ Article 21 (non-discrimination)

x Article 7 (respect for private and family life)

X Article 8 (protection of personal data)

[ Other (specify):

[ Yes [0 No X Do not know/unclear

A search in the legal information system yielded no
results.

Feasible. Contacts available to relevant interview
partners.

Currently, the use case suggested (Electronic Prison
Management) gradually replaces various modules of
the existing instrument for prison administration (IVV).

X Yes O No
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Name of use case:

Link to official website, if
available, and brief
description of what sources
were consulted/are available
about this system/tool
(include brief references and
links):

Type of tool/system:
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Video Conferencing
(Videokonferenzen)

No official website available.

An overview of the use case is available in the
publication |IT Applications in the Austrian Justice
System published by the Austrian Federal Ministry of
Justice in 2023.

Information on the videoconferencing equipment of
the Austrian courts and public prosecutor's offices
available here: https://e-
justice.europa.eu/fileDownload.do?id=989e01e9-
1bfd-417a-84d7-ec80d5f5c4d5

Legal literature is available on the possibilities and
limitations of video conferencing as well as the role on
video conferencing in the process of digitalization of
justice. Legal commentaries on the relevant legal
provision are also available.

Oberhammer, P.,  Scholz-Berger, F., (2022)
Moglichkeiten und Grenzen der Videoeinvernahme

nach § 277 ZPO, ecolex 2022/193.

Geuer, E. (2023), Digitalisierung von Justiz und
Anwaltschaft in Osterreich, LTZ 2023, p. 23.

Kynast, B. (2022), Konkrete Vorschlage zur
Digitalisierung in derJustiz, AnwBI 2022/50.

E-Justice Europe, Taking evidence by videoconference.

[ Digital tool/system that facilitates individuals’ access
to

information and/or their engagement with justice
systems.

1 Digital tool/system that facilitates reporting a crime
or
issuing a complaint.

[0 Digital tool/system used to support judicial
authorities in
decision-making.
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Digital tool/system(s) used
in:

In application since

(month/year):

Brief information on scope of
use (e.g. in use nationwide;
interoperable across various
justice authorities/

branches of justice) or applied
only in one particular setting
or

jurisdiction?):

Provided/certified by public
authorities

Brief description:

(Mention the purpose of the
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[ Digital tool/system supporting the work of courts,
prosecution or law enforcement more generally (e.g.
such as

for the anonymisation and pseudonymisation of
judicial

decisions; a transcription tool for recording of
proceedings; a

tool to help with legal analysis (e.g. of case law and big
data

sources).

[ Electronic filing and exchange of documents, or
electronic
communication system.

X Real-time distance communication service or tool,
such as
video-conferencing.

L] Other (please specify):

X Civil justice X Criminal justice X Administrative justice

2005

Nationwide.

Since 2005 the procedural law requirements have been
fulfilled for use of video conferencing equipment in
examinations of witnesses and defendants in
preliminary criminal proceedings, of witnesses at trials,
and of witnesses, parties, interpreters and expert
witnesses in civil proceedings. More recent legal
amendment provides for the use of video conferencing
in administrative proceedings.

X Yes O No

Video conferencing technology offers the judges a
possibility to summon persons who would otherwise
have to be examined by a different court by way of
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system and include a brief
description of the technology
used and whether the private
sector was involved in the
development of the tool, and
if so, was it a ‘general-
purpose tool’ or custom-
made/adopted for specific
use in the justice sphere? If
possible, include a brief
explanation of what kind of
non-digital system it is aimed
at replacing/has replaced, if
applicable.)

Does the tool use artificial
intelligence (Al) (to also be
briefly elaborated in the
section above on type of
technology):

Brief preliminary assessment
of who uses/interacts with
the system/tool

(i) in a professional capacity?
(for example judges, lawyers,
prosecutors)

(ii) as a service receiver? (for
example individuals seeking
information about justice)

Brief preliminary assessment
of

(i) which stakeholders (i.e.
service receivers or others?)
would be impacted?
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judicial assistance to the court equipped with a video
conferencing system which is the closest to their home
and to directly examine them via video conferencing.
This means much less time and costs for the persons
being examined due to the fact that the distance they
have to travel is much shorter. Moreover, the length of
the proceedings can be cut significantly short because
there is no need for judicial assistance proceedings.

Since 2011 all courts, public prosecutors' offices and
prisons have been equipped with video conferencing
systems.

No details available on how the video conferencing
technology in use was developed/amended to the
justice system.

[ Yes X No [ Do not know

(i) Professional capacity:
judges, lawyers, prosecutors

(i) Service receiver:

witnesses and defendants in preliminary criminal
proceedings, of witnesses at trials, and of witnesses,
parties, interpreters and expert witnesses in civil
proceedings.

(i) Briefly describe (few sentences) and tick all that
apply:

X Complainants
X Victims
X Defendants

L] Other (specify):

(ii) Briefly describe (few sentences) and tick all that
apply:
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(ii) which of their fundamental

rights could be potentially

impacted
negatively)?

(positively

and
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The use of the video conferencing technology can
positively impact the right to a fair trial by providing a
practical and efficient means to facilitate the
participation of individuals in legal proceedings
(without the need for extensive travel. This can
contribute to reducing the burden on individuals
involved in legal processes. Direct questioning via video
conferencing can help minimising the time and cost to
individuals and potentially speeding up court
proceedings. Video conferencing technology can
enhance accessibility for persons with mobility issues
by reducing the need for physical travel to courtrooms.
Video conferencing at courts could enable people with
hearing or speech impairments to communicate and
participate  effectively (e.g. through assistive
technologies).

Potential negative impacts might be related to the right
to defence if the use of video conferencing technology
hinders effective communication between individuals
and their legal representatives/courts. This could affect
the quality of legal representation and the ability of
individuals to fully participate in their defence. Video
conferencing technology used by the justice system
could further raise concerns related to the right to
respect for private and family life if the technology
infringes on individuals' privacy or if it leads to
challenges in maintaining confidentiality during the
examination process. The use of video conferencing
technology might have also impact negatively on the
right to non-discrimination. Concerns could be related
to ensuring equal treatment and access to legal
processes for all individuals.

X Article 47 (right to an effective remedy and to a fair
trial)

X Article 48 (presumption of innocence and rights of
defence)

X Article 21 (non-discrimination)

X Article 7 (respect for private and family life)

X Article 8 (protection of personal data)

L] Other (specify):
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Is the system used/intended
to be used in a cross-border
setting?

Case law about the
system/tool, if

applicable (e.g. were there
any judicial challenges of its

use)?

Feasibility of researching this
use case (e.g. finding 5
professionals to interview in
line with FRA criteria)?

Relevance (any links to
current policy and legislative
developments about
digitalisation of justice in your
country and/or in the EU?):

Proposed for final selection
by
contractor:
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X Yes OO No [ Do not know/unclear

A search in the legal database revealed that there are
various decisions available on the use of video
conferencing in criminal and civil procedures.

There are also decisions by the Administrative Courts
available that refer to the legal situation before the
entry into force of the recent legal amendments (see
below).

Feasible. Contacts to relevant actors available.

High.

Recent legal developments available from 20 July 2023:
88. Bundesgesetz: Anderung des Allgemeinen
Verwaltungsverfahrensgesetzes 1991, des
Verwaltungsstrafgesetzes 1991, des
Verwaltungsgerichtsverfahrensgesetzes, des
Verwaltungsgerichtshofgesetzes 1985 und des
Verfassungsgerichtshofgesetzes 1953 (NR: GP XXVII RV
2081 AB 2108 S. 222. BR: AB 11278 S. 957.) introducing
the possibility for administrative courts to conduct
proceedings using technical equipment for word and
image transmission.

X Yes [ No
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Name of use case:

Link to official website, if
available, and brief
description of what sources
were consulted/are available
about this system/tool
(include brief references and
links):

Type of tool/system:
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Mobile Enforcement App
(Mobile Vollzugs-App)

An overview of the use case is available in the
publication |IT Applications in the Austrian Justice
System published by the Austrian Federal Ministry of
Justice in 2023.

Research in the database including academic literature
revealed no results.

[ Digital tool/system that facilitates individuals’ access
to

information and/or their engagement with justice
systems.

[ Digital tool/system that facilitates reporting a crime
or
issuing a complaint.

[0 Digital tool/system used to support judicial
authorities in
decision-making.

[ Digital tool/system supporting the work of courts,
prosecution or law enforcement more generally (e.g.
such as

for the anonymisation and pseudonymisation of
judicial

decisions; a transcription tool for recording of
proceedings; a

tool to help with legal analysis (e.g. of case law and big
data

sources).

[ Electronic filing and exchange of documents, or
electronic
communication system.

O Real-time distance communication service or tool,
such as
video-conferencing.

X Other (please specify): mobile enforcement app
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Digital tool/system(s) used
in:

In application since

(month/year):

Brief information on scope of
use (e.g. in use nationwide;
interoperable across various
justice authorities/

branches of justice) or applied
only in one particular setting
or

jurisdiction?):

Provided/certified by public
authorities

Brief description:

(Mention the purpose of the
system and include a brief
description of the technology
used and whether the private
sector was involved in the
development of the tool, and
if so, was it a ‘general-
purpose tool’ or custom-
made/adopted for specific
use in the justice sphere? If
possible, include a brief
explanation of what kind of
non-digital system it is aimed
at replacing/has replaced, if
applicable.)

Does the tool use artificial
intelligence (Al) (to also be
briefly elaborated in the
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X Civil justice X Criminal justice X Administrative justice

2022

available nationwide for all bailiffs.

X Yes O No

The Mobile Enforcement App (MoVo) support bailiffs in
carrying out their enforcement tasks by means of a
mobile app. The app is capable of working offline and
can be used on a smartphone when connected to a
mobile receipt printer and, in future, to a mobile
payment function. MoVo offers bailiffs features in
three phases of their work:

in preparing enforcement measures by perusing
different register systems (e.g. the motor vehicle
register), summarising file reference numbers per
obligated party, as well as a feature for planning routes,
when carrying out enforcement measures by displaying
all data relevant to the obligated party, as well as
documenting relevant data on all enforcement
measures for the bailiff's report (e.g. attachment or
cash payment), and

following up on enforcement measures taken and
preparing the bailiff's report. All data on relevant
proceedings and parties involved in the proceedings
are transferred to MoVo from the case automation
system (Verfahrensautomation Justiz) and are available
to bailiffs there. The bailiff's reports to be finalised are
filed in the enforcement file (and thus in the case
automation system application) via an interface.

O Yes [ No X Do not know
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section above on type of
technology):

Brief preliminary assessment
of who uses/interacts with
the system/tool

(i) in a professional capacity?
(for example judges, lawyers,
prosecutors)

(ii) as a service receiver? (for
example individuals seeking
information about justice)

Brief preliminary assessment
of

(i) which stakeholders (i.e.
service receivers or others?)
would be impacted?

(ii) which of their fundamental
rights could be potentially
impacted  (positively and
negatively)?
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(i) Professional capacity:
bailiffs

(i) Service receiver:
Individuals subject to enforcement measures

(i) Briefly describe (few sentences) and tick all that
apply:

] Complainants

I Victims

[ Defendants

X Other (specify): Individuals subject to enforcement
measures

(ii) Briefly describe (few sentences) and tick all that
apply:

The use case can positively impact the bailiffs' ability to
carry out their tasks effectively.

The use of the app involves the processing of personal
data from case automation systems, which might raise
concerns about data protection and privacy. The use of
the mobile app to access and document data relevant
to obligated parties entails risks related to the privacy
of individuals involved in enforcement measures.
Potentially, the use of the enforcement app could also
lead to discriminatory practices in the execution of
enforcement measures.

X Article 47 (right to an effective remedy and to a fair
trial)

[ Article 48 (presumption of innocence and rights of
defence)

X Article 21 (non-discrimination)

X Article 7 (respect for private and family life)
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Is the system used/intended
to be used in a cross-border
setting?

Case law about the
system/tool, if

applicable (e.g. were there
any judicial challenges of its

use)?

Feasibility of researching this
use case (e.g. finding 5
professionals to interview in
line with FRA criteria)?

Relevance (any links to
current policy and legislative
developments about
digitalisation of justice in your
country and/or in the EU?):

Proposed for final selection
by
contractor:
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X Article 8 (protection of personal data)
[ Other (specify):

[ Yes x No [ Do not know/unclear

A search in the legal information system led to no
results.

Likely to be feasible. Contacts to Ministry of Justices
(Human rights coordinator) are well established and
should help to get enough interview partners.

Medium. No current developments available.

Interesting as a rather new use case.

X Yes O No




Use case #5

Name of use case:

Link to official website, if
available, and brief description
of what sources were
consulted/are available about
this system/tool (include brief
references and links):

Type of tool/system:

Digital tool/system(s) used in:
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Decision Anonymisation
(Entscheidungsanonymisierung)

Official website: n/a

An overview of the use case is available in the publication
IT Applications in the Austrian Justice System published by
the Austrian Federal Ministry of Justice in 2023.

Information website by the developer, the Austrian Federal
Computing Center (Bundesrechnungszentrum):

Press release upon winning of eAward.

[ Digital tool/system that facilitates individuals’ access to
information and/or their engagement with justice systems.

] Digital tool/system that facilitates reporting a crime or
issuing a complaint.

[ Digital tool/system used to support judicial authorities
in
decision-making.

X Digital tool/system supporting the work of courts,
prosecution or law enforcement more generally (e.g. such
as

for the anonymisation and pseudonymisation of judicial
decisions; a transcription tool for recording of proceedings;
a

tool to help with legal analysis (e.g. of case law and big data
sources).

] Electronic filing and exchange of documents, or
electronic

communication system.

[ Real-time distance communication service or tool, such
as

video-conferencing.

[ Other (please specify):

X Civil justice [J Criminal justice [ Administrative justice
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In application since

(month/year):

Brief information on scope of
use (e.g. in use nationwide;
interoperable across various
justice authorities/

branches of justice) or applied
only in one particular setting or
jurisdiction?):

Provided/certified by public
authorities

Brief description:

(Mention the purpose of the
system and include a brief
description of the technology
used and whether the private
sector was involved in the
development of the tool, and if
so, was it a ‘general-purpose
tool’ or custom-made/adopted
for specific use in the justice
sphere? If possible, include a
brief explanation of what kind of
non-digital system it is aimed at
replacing/has  replaced, if
applicable.)

Does the tool use artificial
intelligence (Al) (to also be
briefly elaborated in the section
above on type of technology):

Brief preliminary assessment of
who uses/interacts with the
system/tool
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Unclear, eAward won in 2022.

Nationwide, civil justice, but apparently plans exist to
expand to further branches of justice.

X Yes 0 No

To help ensure that more decisions will be published in the
Law Information System (RIS) anonymisations are done
completely automatically. The necessary pre-processing of
the underlying text files is done with the help of Al. Thus,
on the one hand, the manual work in anonymising the
decisions is no longer necessary and, on the other hand,
the search of decision documentation can be made
available also outside of the panel of judges or court
section conducting the proceedings. For the purpose of
safeguarding the personal rights of the individuals involved
in the proceedings and of meeting data protection law
requirements names, addresses and, if necessary, other
personal data as well as names of places that could allow
conclusions to be drawn regarding the case or individuals
contained in decision documentation are anonymised by
means of tokens and asterisks in such a way that the
decision itself remains comprehensible.

The use case is based on machine learning and the use of
Al.

The use case was developed by the Austrian Federal
Computing Center (Bundesrechnungszentrum) together
with the Ministry of Justice.

X Yes O No O Do not know

(i) Professional capacity:
Court staff




Use case #5

(i) in a professional capacity?
(for example judges, lawyers,
prosecutors)

(ii) as a service receiver? (for
example individuals seeking
information about justice)

Brief preliminary assessment of

(i) which stakeholders (i.e.
service receivers or others?)
would be impacted?

(ii) which of their fundamental
rights could be potentially
impacted (positively and
negatively)?
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(i) Service receiver:
Lawyers, individuals seeking information about justice, etc.

(i) Briefly describe (few sentences) and tick all that apply:

X Complainants
X Victims
X Defendants

[ Other (specify):
(ii) Briefly describe (few sentences) and tick all that apply:

By automating the anonymization process, the decision
documentation becomes more accessible to individuals.
This could positively impact the right to an effective
remedy and a fair trial by enhancing transparency and
access to legal information.

The anonymization process as such seeks to further the
right to data protection and privacy. It enables the
protection of personal data and ensures compliance with
data protection law requirements and thus safeguards the
personal rights of individuals involved in legal proceedings.

Failures in the anonymization process might violate the
right to respect for private and family life and the
protection of personal data. As it is an Al-driven use case,
there might also be risk of discriminatory results in the
anonymization process (e.g., non-recognition of names less
traditionally used in Austria).

X Article 47 (right to an effective remedy and to a fair trial)
[ Article 48 (presumption of innocence and rights of
defence)

X Article 21 (non-discrimination)

X Article 7 (respect for private and family life)




Use case #5

Is the system used/intended to
be used in a cross-border
setting?

Case law about the
system/tool, if

applicable (e.g. were there any
judicial challenges of its use)?

Feasibility of researching this
use case (e.g. finding 5
professionals to interview in line
with FRA criteria)?

Relevance (any links to current
policy and legislative
developments about
digitalisation of justice in your
country and/or in the EU?):

Proposed for final selection by
contractor:
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X Article 8 (protection of personal data)
[ Other (specify):

[ Yes X No [ Do not know/unclear

A case by the Supreme Administrative Court is available
stating essentially that the anonymisation of decisions is an
act of jurisdiction.

No case law identified on the automated anonymisation
process.

Feasible. Contacts to relevant professionals are very likely
to be available.

The use case won the eAward 2022 (winner in the
"Machine Learning and Artificial Intelligence" category)

Key Al tool in the context of Al is a mega trend in 2024.

X Yes 0 No




