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Executive summary

The executive summary has two components. The first is a reflection from the authors
taking a more holistic perspective of digitalisation of the justice system. It is based on
the experience from the field, where the current study adds input and validation of
claims. The second part is a summary of the study findings.

Academic summary

Digitalisation of any justice system entails certain inherent features which impact the
development of concrete digital tools and more broadly the fairness of judicial
proceedings. There are concerns which are immune to any specific tool. Among these,
first, stand out digital capabilities of individuals interacting with the judicial system.
When a person due to personal characteristics is not able to utilise digital tools, then no
matter of the robustness of these tools, the person still would be at a disadvantage in
comparison with those who are accustomed to use the digital environment. In order to
minimise unequal treatment regarding access to justice, alternative tools need to
remain in place. In the other words, the digital tools should never replace entirely the
traditional tools. This should, however, not lead to a situation where individuals not
using the digital tools would find themselves at a significant disadvantage. Secondly,
there is an emerging new human right not to use the internet®. The former statements
apply fully also to those wishing to exercise this right. Third, there always remains a dual
approach to the development and utilisation of digital tools of justice. The present study
confirms that technical experts are mainly focusing on the technical features to make
sure that ‘it works’, whereas concrete users pay more attention to safeguarding
fundamental rights and applying individualised solutions. Although almost all experts
interviewed in the course of this study have the view that the digital tools have no
function to replace human decisions regarding justice solutions, doubts need to be
raised. It may happen incrementally and as hidden at the first glance, for instance
limiting the scope of data which the concrete tool can handle, or from the other side
‘overloading’ the system with data which may not be directly related to the case at hand.
Attention needs to be paid to the phenomenon where ‘small’ inaccuracies or errors in

! See for instance: Shany, Y. (2023). From Digital Rights to International Human Rights: The Emerging
Right to a Human Decision Maker. Al Ethics at Oxford Blog (11th December 2023). Available at
www.oxford-aiethics.ox.ac.uk/blog/digital-rights-international-human-rights-emerging-right-human-

decision-maker.




outputs of digital tools can magnify and lead to ‘algorithmic’ decisions impacting
individual rights.

Report summary

This report provides a detailed assessment of the digitalisation of Estonia's justice
system, analysing its progress, identifying challenges, and evaluating its impact on
fundamental rights as of December 2024. The research, commissioned by the European
Union Agency for Fundamental Rights (FRA), utilised a mixed-methods approach,
consisting of desk research and interviews with a diverse range of stakeholders:
technical experts, judges, prosecutors, lawyers, and other justice system personnel. This
multifaceted approach allowed for a comprehensive understanding of the complexities
involved in digitalising a justice system and its impact on the fundamental rights of
different groups within society.

The overall context for Estonia is very positive. Various reports and overviews
undertaken by the European Commission verify that the level of digitalisation of justice
in Estonia remains among the highest in the EU.% The country is also ranked consistently
at the very top of various aspects of justice system digitalisation in comparison with
other EU countries — for instance Estonia is ranked first regarding online access to
published judgments by the general public.3 This status raises a question whether views
from practice support the scores, and what are the best practices that can be shared
with other countries whose digitalisation of justice is not as advanced.

Estonia's digitalisation strategy, while ambitious and aiming for a fully digitalised justice
system, exhibits an uneven progress across various sectors and stages of the justice
process. Civil and administrative proceedings are largely digitalised, reflecting a
significant advancement. However, the criminal justice sector lags behind, highlighting
the need for a more coherent and comprehensive nationwide strategy. Key digital tools
selected to be studied, currently in use in all or some justice systems, include the e-file
system (a centralised electronic case management system), a digital transcription tool
(automating transcription of court hearings), speed cameras (automated traffic
enforcement), a digital reporting system (allowing citizens to report crimes online), and
digital tablets provided to detainees within correctional facilities (improving

2 European Commission. (2024, July 24). 2024 Rule of Law Report: Country Chapter on the rule of law
situation in Estonia. SWD(2024) 806 final. Available at:
https://commission.europa.eu/document/download/36e4f549-7a98-4dcf-aeb1-
02be0b15723a_en?filename=18 1 58060 coun chap estonia_en.pdf, page 1

3 European Commission. (2024). The 2024 EU Justice Scoreboard. COM(2024) 950. Available at:
https://commission.europa.eu/document/download/84aa3726-82d7-4401-98c1-
fee04a7d2dd6 _en?filename=2024%20EU%20Justice%20Scoreboard.pdf, page 39




communication and access to legal resources). The utilisation of artificial intelligence
(Al) is currently limited, mainly used for back-office tasks like data analysis and
management, which should in principle lead to more efficient proceedings and access
to justice. However, while there are no such plans in place at present, the prospect of
incorporating Al into core judicial functions, such as decision-making, necessitates a
cautious approach, prioritising rigorous ethical considerations and ensuring compliance
with fundamental rights. The potential impact on procedural fairness, transparency, and
equal access, as well as fundamental rights more generally, demands careful planning
and implementation, stakeholder consultations and public/scholarly discourse with
sufficient evidence.

The development and rollout of digital justice tools in Estonia can be seen as
encompassing several stages. The first stage frequently involves a hybrid approach,
combining public sector initiatives with collaboration from private sector firms. While
this collaborative model can leverage expertise and resources, it necessitates robust
coordination mechanisms to ensure that tools are integrated with existing systems
seamlessly and that development processes adhere to strict quality, security, and ethical
standards. The second stage starts once the tools are ready for implementation in
practice. Here, research findings point to the involvement of the private sector firms
ending and the public sector taking over any additional developments and maintenance.
Stakeholder engagement varies significantly, with professional groups participating
consistently while other stakeholders (including civil society organisations) remain less
prominently involved. A notable weakness is the lack of a formal, overarching legal
framework governing digitalisation efforts, resulting in legislative changes often made
on a case-by-case basis. This fragmented approach not only creates inefficiencies but
also hinders consistent oversight regarding fundamental rights. The absence of a
centralised, systematic assessment mechanism focused on monitoring and evaluating
the ongoing impact on fundamental rights highlights a crucial gap requiring urgent
attention.

The digitalisation of justice in Estonia presents significant opportunities to improve
efficiency and accessibility while simultaneously posing potential risks to fundamental
rights. The enhanced speed and efficiency afforded by digital tools are widely
acknowledged by the interviewees as benefits, leading to quicker case resolution,
improved communication, and broader access to information. However, substantial
concerns emerge regarding potential biases and inequalities, particularly concerning the
impact on vulnerable groups. The digital divide—unequal access to technology and
digital literacy—creates barriers to justice, disproportionately affecting older
individuals, people with disabilities, and those from lower socioeconomic backgrounds.
This concern was consistently raised by interviewees and the aspect is relevant to all
justice systems where respective tools are in use. Algorithmic bias is another major




concern, particularly for individuals whose language or cultural background may not be
fully compatible with the digital systems. Data protection and privacy safeguards, while
implemented to varying degrees across the different systems, lack a consistent and
comprehensive approach. This is further complicated by the ongoing evolution of
technology and the emergence of new challenges. The divergence of viewpoints
between technical experts (emphasising efficiency) and legal professionals (emphasizing
the need for robust rights protection) highlights the importance of a holistic and
nuanced approach.

Interviewees predominantly expressed positive sentiments towards the potential of
digitalisation to enhance efficiency and accessibility. However, there is a prevailing view
that more coordinated and inclusive efforts are needed to prevent the digital divide
from exacerbating existing inequalities. The current ad-hoc approach to implementation
and the lack of robust oversight mechanisms raise, from the perspective of the authors
of this report, significant concerns about the overall impact on fundamental rights. The
authors of this report are doubtful, based on the desk research and reflections of the
interviewees, whether there is any coordination between the teams developing
different digital tools for the justice system. Such coordination would be essential to
assure overall adherence to fundamental in justice system digitalisation, since it would
enable to learn from best practices, avoid repetition of mistakes, and minimise
fragmentation.

To ensure that the digitalisation of justice upholds the highest standards of fundamental
rights, several key recommendations emerge from this research. These
recommendations are a generalisation from the findings from the twenty-five
interviews conducted. Although the majority of interviewees did not explicitly articulate
these suggestions, there were implicit and context-based reflections about the overall
context of justice system digitalisation. 1. Establish a comprehensive national
digitalisation strategy with clearly defined goals, timelines, and mechanisms for
evaluating the impact on fundamental rights. This must incorporate a detailed human
rights impact assessment for all new tools and systems. 2. Develop robust data
protection and privacy frameworks. Implement strong safeguards, including rigorous
security measures, transparent data handling protocols, and independent oversight
mechanisms to protect sensitive information. 3. Prioritise digital inclusion. Implement
targeted strategies to address the digital divide, focusing on promoting digital literacy,
providing technical support, and ensuring accessible alternative options for those
lacking digital skills or resources. 4. Establish clear ethical guidelines for the use of digital
tools, particularly regarding algorithmic decision-making. Mechanisms to identify and
mitigate potential bias are vital. 5. Strengthen stakeholder engagement. Actively involve
all relevant groups, including representatives from vulnerable communities, in the
development, implementation, and evaluation of digital justice systems. 6. Implement




a system for continuous monitoring and evaluation. Regularly assess the impact of
digital tools and systems on fundamental rights, making adjustments as needed.




1 Legal/policy/institutional framework
of digitalisation of justice — key
developments

1.1 Development of digitalisation of justice systems to date (law, policy
and coordination)

Since 2018, the main legislative developments connected to the digitalisation of the
Estonian justice system are related to enabling the wide use of the e-file system in court
proceedings. Changes to the civil court procedure that entered into force in 2023 made
the digital court file mandatory in civil and administrative court proceedings.* The
regulation in force before that allowed for digital court proceedings by court decision.
Moreover, the Code of Criminal Procedure also enables digital court proceedings.,
where the submission of documents and exchange of information between the parties
— prior to or between the court session(s) - is conducted primarily via the digital e-file
system. The most important changes to the Code of Criminal Procedure also entered
into force in 2023° but various criminal procedure processes have also been digitised
with earlier changes.

Overall, Estonia has received praise about its digitalisation of the justice system. For
instance, the European Commission Rule of Law Report for 2024 claims that the Estonian
justice system is very advanced in offering a variety of digital solutions to conduct and
follow court proceedings.®

4 Estonia, the Parliament (Riigikogu), RT 1, 10.02.2023, 1, Law on amending the Code of Civil Procedure
and the Code of Administrative Procedure (transition to paperless court procedure
(Tsiviilkohtumenetluse seadustiku ja halduskohtumenetluse seadustiku muutmise seadus (paberivabale
kohtumenetlusele tileminek)), available at: www.riigiteataja.ee/akt/110022023001

> Estonia, the Parliament (Riigikogu), RT |, 03.02.2023, 1, Forensic Examination Act
(Kohtuekspertiisiseadus), available at: www.riigiteataja.ee/en/eli/526042023001/consolide

6 European Commission. (2024, July 24). 2024 Rule of Law Report: Country Chapter on the rule of law
situation in Estonia. SWD(2024) 806 final. Available at:
https://commission.europa.eu/document/download/36e4f549-7a98-4dcf-ae61-
02be0b15723a_en?filename=18 1 58060 coun chap estonia_en.pdf, page 5
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It has to be noted that each digital tool in use necessitates a legal basis and legislative
amendments might be needed to provide for it. For instance, an amendment to the
Imprisonment Act’ article 48 (4) was needed to enable detainees to shop through an
online solution. Based on the research conducted for this report, the author of this
report has the impression that legislative changes are made on case-by-case basis and
there is no single comprehensive legislative act which governs justice systems
digitalisation.

There seems to be a discrepancy between political expectations towards the
digitalisation of justice and reality. For instance, the Minister of Justice claimed in
December 2022 when the amendments to procedural codes were presented to the
Estonian Parliament, that after the amendments are passed, only the digital file will have
legal significance®. This implied that ‘traditional’ paper court files would become
obsolete. However, in reality this has not happened, since the interviewees share a
common view that digital solutions should not entirely replace the ‘traditional’ approach
where documents can be presented in paper. The reason for the parallelism of
documents submission and handling is the need to take into account special
circumstances of individuals engaged with the justice system. The following quote
illustrates this aspect, and it is an approach which was shared uniformly by all
interviewees.

“Although in most instances one has to communicate with the court in the context of
documents submission via this e-file, then in exceptional cases it is possible to submit
through other means. This is needed to take into account exceptional instances when
people cannot use these systems.”

The Ministry of Justice has an IT development strategy® which, among other things,
includes three development areas for courts where Al is to be used: digital court
procedure, virtual courts (replacement of outdated technology) and fast payment
procedure development.

The main goals of the strategic development are: increased efficiency, improved access
to justice, enhanced transparency, implementation of EU law and policies,

7 Estonia, the Parliament (Riigikogu), RT 1, 2000, 58, 376, 14.06.2000, the Imprisonment Act
(Vangistusseadus), available at: www.riigiteataja.ee/en/eli/ee/530082024005/consolide/current

8 Press release by the Estonian Ministry of Justice from 15 December 2022, titled ,Court proceedings in
administrative and civil matters become digital” (Kohtumenetlus tsiviil- ja haldusasjades muutub
digitaalseks), available at: www.justdigi.ee/uudised/kohtumenetlus-tsiviil-ja-haldusasjades-muutub-

digitaalseks.
% Estonian Ministry of Justice, IT development strategy (Justiitsministeeriumi IT strageegia), available in

Estonian language at: https://itstrateegia.just.ee There is no direct information when the strategy was

released, but the Ministry’s database allows to suggest that it was dated in 2020.
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modernisation and innovation. Specifically regarding access to justice (article 47 of the
EU Charter of Fundamental Rights), the strategy points to the following goals: e-services
development (online platforms allow individuals to access court information, file claims,
submit documents and track case progress remotely, reducing barriers to entry);
simplified procedures (digital tools and online forms simplify legal processes, making
them easier to understand and navigate for individuals without legal expertise);
information accessibility (legal databases and online resources provide easy access to
legislation, court decisions, and other legal information, empowering individuals to
understand their rights and obligations).

This strategy also mentions other fundamental rights, specifically privacy and data
protection (Charter articles 7 and 8), non-discrimination and equality (Charter article 21)
and defence rights and presumption of innocence (Charter article 48).

The strategy also contains a goal of consistent monitoring of the progress and
achievement of the goals. There is currently no information how the Ministry itself is
following the attainment of the goals. Yet interviewees from various fields of justice
have elaborated on ongoing engagement with the functionality of the tools. The scope
of the support mechanisms is sometimes a matter of concern. For instance, they have
said that users of transcription tool give feedback to the technical developers to improve
accuracy, there are regular trainings when new features become available, there are
also support mechanisms available for detainees for using the digital tablets. Based on
the interviews conducted for this research, the author of this report has the impression
that users of various digital solutions are aware that these tools are all in the stage of
development and they have possibilities to communicate directly with the developers if
some problems emerge. On the other hand, some interviewees from the private sector
have expressed that they have not reported inaccuracies because they believe that the
features of the tools will not be modified. For instance, an attorney said regarding the
e-file solution that attorneys have considerably less functionalities available than the
judges and prosecutors.

It has to be noted that none of the 25 interviewees made any reference to the strategy,
although most mentioned some objectives of the strategy in substance during the
discussions. This allows to conclude that although the strategy may not be well known
even by legal professionals, the goals are relevant in daily practice and realistically part
of everyday solutions in the development of justice system digitalisation. For instance,
to increase access to justice, the Estonian detention facilities provide digital tablets to
detainees so they can use them to access various court judgments, legislation and
communicate with the courts regarding their own cases. However, the concern that not
everyone has similar capabilities to use modern technologies and therefore cannot
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benefit from the use of the digital tablets remains. As one technical expert in the
interview observed:

“Clearly people with vision disabilities have difficulties to use the tool. We need to look
for alternatives. But outside the prison it is equally difficult.”

Most interviewees seemed to question whether automated tools are at all capable of
having a negative effect on fundamental rights. For instance, an interviewee suggested
that since these tools are only assisting legal professionals to make decisions, there
cannot be such violations of human rights even potentially, since no such issues are at
stake.

“Does the violation of a state-determined speed limit concern a fundamental right? For
me it is not, because this is a state set legal reqgulation.”

The question to what extent artificial intelligence is used in the Estonian justice system
is of relevance. The replies of the technical developers and diverse users offer somewhat
different viewpoints. These interviewees highlighted that the use of Al is currently
limited, with Al not being used for core judicial decision-making. Existing Al applications
primarily support tasks like transcription and data analysis. Technical experts emphasise
data security and privacy. Interviewees highlight the critical importance of protecting
personal data and ensuring compliance with relevant regulations (like Regulation (EU)
2016/679 (General Data Protection Regulation (GDPR)). They emphasise measures like
encryption and access control, making it clear that Al implementation, if any, must
adhere strictly to these principles. They have expressed concerns regarding digital
literacy discrepancies and the potential for bias in Al algorithms. They highlight the need
for inclusive design, user training, and ongoing monitoring to ensure fair and equitable
access to justice for all. However, they also express cautious optimism for the
future. Interviewees acknowledge the potential benefits of Al, such as increased
efficiency and improved accuracy. However, they express a need for comprehensive
guidelines, regular oversight, and stakeholder consultation to ensure that any future Al
integration is human-rights-compliant and does not create new risks of bias or
discrimination.

The following quote from a technical expert illustrates the topic that the concrete
meaning of what constitutes artificial intelligence is a matter of some unclarity even for
technical developers:

“After all, data analysis is actually built on artificial intelligence, language models,
similarly the transcripts that come, that all this is actually artificial intelligence, at least
in my eyes. That maybe the problem of the future is that we no longer understand what
artificial intelligence is. That an unusual thing maybe five years ago was artificial
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intelligence, but today it is just a part of life, that at the end of the day we can also
consider the Google search engine as artificial intelligence.”

The Ministry of Justice has not developed specific indicators for evaluating the success
of digitalisation of the legal system. However, based on the information from the
Ministry obtained via e-mail correspondence, the following can be said. The assessment
will be carried out by the Ministry of Justice in cooperation with other relevant
institutions, whereas the details of such cooperation are not specific at this point. The
frequency of the assessment varies depending on the indicator. The challenges of
implementation in practice are the availability and quality of data. According to the
information from the Ministry of Justice, impact assessment is contained in the
explanatory reports to the aforementioned procedural laws amendments.l® The
Ministry emphasises that as of today, the administrative and civil proceedings are almost
100% digital.

The technical support staff repeatedly mentioned the importance of collecting user
feedback (from court staff, citizens, etc.) to guide system improvements and ensure
user-friendliness. This suggests that user acceptance is a key, albeit informal, measure
of success. The design and implementation process emphasized stakeholder
involvement (courts, police, citizens, etc.) This highlights that ensuring technology
adoption and acceptance by citizens is a vital component of a successful digital
transition. Only one interviewee mentioned the possibility of the Ministry of Justice
requesting statistical overviews. However, there is no information whether it has
happened in reality.

The Ministry of Justice holds the primary responsibility!! for implementing the main
measures, reforms, and policies related to the digitalisation of justice. They develop the
legal framework, set strategic goals, and oversee the implementation of digital solutions
across different branches of the justice system. Other key actors include: the
Information System Authority (Riigi infosiisteemide amet), the courts, law enforcement
agencies, prosecution, penitentiary institutions, and law firms providing counsel. The

10 This statement can be verified. For instance, the explanatory report to the amendments of the
administrative and civil procedural law, see supra 2 above, contains analysis of the compatibility of the
transfer to digital filing of documents with EU Charter of Fundamental Rights article 47. For instance,
page 9 of this explanatory report says that the right to an effective remedy contains aspect to reach a
judicial solution with the shortest possible time. The explanatory report in Estonian is available at:
https://eelnoud.valitsus.ee/main#bV3pT6bG Some navigation at the page is needed to reach the

concrete explanatory report, but it is a publicly available document.

11 Estonia, the Ministry of Justice and , the Development Plan of the Digital Society 2030 (Digiiihiskonna
arengukava 2030), available in the Estonian language at: www.justdigi.ee/digi-side-ja-

kuber/digiuhiskonna-arengukava-2030/arengukava-juhtimine.
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Ministry of Justice monitors the implementation of digital reforms and evaluates their
impact on efficiency, accessibility, and fundamental rights. The Ministry of Justice's
monitoring role is not derived from a single line in one law but is an intrinsic and
undeniable component of its core constitutional mission, its strategic management
duties, its shared responsibility for the national digital agenda, and its own internal
policy commitments. However, there are no reports about the evaluation results
available at the time of writing this report.

Digital information exchange is between all branches of justice. Procedural codes have
been amended to enable the usage of e-file systems. Estonia's digital justice reforms
have fostered significant cooperation and information exchange between various
branches of the justice system, going beyond judicial authorities to include law
enforcement and penitentiary institutions. These processes include primarily the e-file
system and x-road data exchange layer.

While Estonia has been a pioneer in digitalising its justice system, the primary focus of
its key policy measures and legislation has been on domestic implementation. However,
there are provisions and initiatives that foresee or support the application of these
digital solutions in cross-border settings, particularly within the EU, for instance the e-
justice portal and cross-border data exchange. Estonia is also engaged in the
implementation of Regulation (EU) 2023/2844 on the digitalisation of judicial
cooperation.

At the time of writing this report, the criminal proceedings are not yet fully digitalised.
The action program of the Government of the Republic 2023-2027 generally provides
for digitalisation of criminal proceedings by December 2026 in accordance with the
agreed action plan.t?

Interviews with technical developers of digital solutions provided scarce information on
coordination in cross-border settings when it comes to digitalisation. One interviewee
mentions their organisation's participation in EU-funded projects focused on sharing
best practices in justice digitalisation, another described a partnership with Nordic
countries to develop unified digital platforms for prison management.

12 See the Action Plan of the Estonian Government, available in Estonian at:
https://valitsus.ee/sites/default/files/documents/2023-05/VVTP%202023-2027 26.pdf
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1.2 Planning for digitalisation of justice: stakeholder
engagement/consultations and efforts to widen equal access to
justice

The Ministry of Justice assured in an email exchange that consultations were undertaken
in the process of planning and reforming access to justice through the digital domain.
The author of this report has the following impression based on information from
interviewees. Distinction must be made about the concrete groups who were consulted
and in which format. From the practical side, civil society groups appear not to have
been consulted in the preparation of the digitalisation of the justice system. On the
other hand, professional groups — such as attorneys, judges, prosecutors, law
enforcement officials — are regularly asked to attend training when solutions obtain
novel features. During these trainings feedback is also received from the viewpoint of
users. This concerns more functionalities and less the overarching questions of
digitalisation of justice system and access to justice through digital tools. The
interviewees have diverse experience about the level of consultations. Representatives
of courts have expressed the view that there were discussions and input before the tools
were made available for use. Attorneys have the view that the process was more a one-
way street: information was given about the development of the various tools with
minimal possibilities to contribute during the development phase.

Technical experts seem to have a general view that data protection authorities may have
been involved in the planning and design of the concrete tools, although they have not
confirmed this for certain. National human rights bodies — for instance the office of the
Chancellor of Justice —appear not to have been consulted. For instance, the Chancellor’s
office has stated to the author of this report!3 that development matters related to
digitalisation of justice are not within their sphere of competence. The diverse users —
legal professionals such as judges, attorneys, prosecutors and representatives of law
enforcement agencies — have diverse views on the level of engagement, with some
saying that their institutions were consulted and engaged and other saying the opposite.
An interesting point was expressed by an interviewee that consultations are effective
only then where all sides have a genuine interest. The following quote from a technical
expert illustrates this point.

“If we're talking of the context of the public E-file, yes, they /developers/ went out of
their way to include them /stakeholders/. The question is whether they want to be
involved and whether they want to have a say.”

13 Electronic communication with the Chancellor of Justice office.




16

The Ministry of Justice explained in an information exchange for this report: that the
courts regularly organise a satisfaction survey of the participants in the proceedings,
which, among other things, provides an overview of how digitisation affects the
participants in the proceedings. Within each stage of digitalisation, the needs of the
affected persons have been separately assessed. The next survey is still being planned.*
In the courts, when procuring the necessary hardware and building courthouses, the
special needs of judges, court employees, and parties to the proceedings have been
taken into account whenever possible. The requirements from the Web Content
Accessibility Guidelines are taken into account when developing legal system
information systems.!®

Some interviewees expressed the view that consultations took place only after the
specific solution had been already developed and ready for implementation. The
following quote from an expert involved in overseeing improvements to the efficiency
of prison operations illustrates this view.

“We were not appointed any concrete project manager. Sometimes there as if was, and
then again there was not. This was a bit like a chaotic process. Into which we contributed
a lot of input from the prison side, as far as we could. But sometimes | feel that we were
left alone in this process. But nevertheless this project turned out very well.”

Overall, there is also some self-criticism of the state-of-art of digitalisation. For instance,
the strategy document of the Ministry of Economics and Communication on the section
‘Human centered digital state’ contains a critical passage that not enough attention has
been paid to safeguarding human rights in the digital domain.®. This statement needs
to be assessed in the context of judicial system digitalisation as well.

The conclusion which can be made is that consultations and stakeholder engagement
was mainly ex post rather than ex ante. However, the interviewees were not overly
critical of this approach, since they seem to generally share the view that in the

4 There is no information when it is to be conducted.

15 World Wide Web Consortium (W3C). "Web Content Accessibility Guidelines (WCAG) 2.1." W3C
Recommendation 05 June 2018. Available at: www.w3.org/TR/WCAG21/

16 Estonian Ministry of Economics and Communication, Estonia’s Digital Agenda 2030 (Eesti digiiihiskond
2030) available at: www.mkm.ee/sites/default/files/documents/2022-
04/Digithiskonna%20arengukava ENG.pdf, page 17: It is especially important to ensure transparency

and reliability in the implementation of new high-potential technology that may have adverse effects on
people's fundamental rights (e.g. crates, data analytics, etc.). Trust in the digital state is based on the
guarantee of people's fundamental rights, but until now, sufficient attention has not been paid to
guaranteeing and promoting these rights when introducing digital solutions”.
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implementation phase those who use the tools are fully aware of various human rights
challenges involved.

1.3 Design and development of digital tools and systems for use in the
justice sector

Different approaches were used at the initial stages of various solutions’ development.
For instance, for the transcription tool ‘Salme’ the initial language model was developed
by Tallinn Technological University. A private company then modified this version for
court use, conducted initial training using recordings from the courts, and further
trained the language model. Thereafter, the Information System Authority (Riigi
infostisteemide amet) RIA) itself continued development. For another tool — the digital
tablets for detainees, the interviewees mentioned collaboration with external software
development firms specialising in justice and correctional facility technology. However,
it can be said that after the initial stages, the development was handled internally within
public institutions connected to the justice system. Yet it is not entirely certain that
private entities are not involved at all. For instance, the e-file system uses Oracle, a
commercial database system, further indicating reliance on private sector technologies.
The following quote from a technical expert illustrates the general shift away from
private developers as time has passed:

“The e-file was originally earned from the outside, a tiny little part of it, but its further
development has basically been working inside the house for more than ten years.”

The technical experts, when asked about safeguards to protect fundamental rights when
developing and procuring systems, discussed specific measures for data protection,
including encryption, access controls, data anonymisation techniques, and regular
audits to ensure compliance with GDPR. Oversight by the Data Protection Inspectorate
and the Ministry of Justice is mentioned, suggesting external checks on data protection
compliance. The diverse users (justice professionals, as opposed to the technical
experts) focussed more on the aspect of potential effects on fairness of proceedings. For
instance, concerns were raised about potential biases in language models that could
lead to discrimination. In particular, the digital tools may not entail comparable quality
towards other languages like for the Estonian language. Respondents excluded the
possibility that in the development and/or procurement process risks against judicial
independence existed. This is a question of excluding risks associated with the design.
However, some respondents did not exclude that the design of the digital solutions
contains by default data protection and cyber security risks. It was mentioned that in
any digital solution such risks cannot be completely excluded. This aspect can be
considered as a general risk, not specific to the digitalisation of the Estonian justice
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system. However, some interviewees also raised the issue that with some solutions it is
not known who is ‘at the other side’ using the solutions. For instance, it is not known to
the judge who is actually using digital solutions when it entails submission of documents
— whether it is the person who claims doing it or someone else. This aspect can be
considered a digital justice-specific risk and is associated with the functionality of some
solutions, for instance the digital tablets and e-file. The following quote from a judge
illustrates this aspect where the judge who receives a request from a detainee via the
digital tablet cannot verify whether this person wrote the request personally.

“The negative aspect of course is that we have no control who exactly in reality is
dealing with the tablet in the prison.”

On the basis of desk research and interviews, it can be concluded that all digital solutions
used in the Estonian justice system contain functional or user specificity. Functional
specificity is for instance related to the court transcription tool, which is designed for
court proceedings, offering both real-time and post-session transcription; and to the e-
file system, which is a central database for various justice agencies. User specificity is for
instance related to the online crime reporting tool, which enables citizens to easily
report crimes online; and to the digital tablets, which facilitate communication and
information access for inmates.

The level of information provided to deployers and users varies. For instance, regarding
the digital tablets training programs, manuals, and other support materials were
developed for staff and inmates. Court officials and others working in the field of
procedural law are regularly provided additional information on new features of the e-
file and transcription tools.

There are various security measures applied. For instance, encryption to protect data
during transmission and storage; access control restricting access to authorised
personnel only; and regular audits to ensure compliance with data protection standards.
The interviewees have also mentioned testing and piloting of the solutions. For example,
the transcription tool underwent testing with simulated data; the digital tablets were
piloted at Tartu Prison before full deployment.

The interviewees highlighted several important lessons learned during the development
and deployment of these systems. The importance of collecting and using user feedback
was frequently emphasised. Court officials mentioned that they give often feedback to
the technical support on their own initiative. Addressing the digital divide and ensuring
accessibility for all users (including those with lower digital literacy) is a significant
challenge. For instance, this aspect was emphasised by an interviewee for inmates who
may have never used a digital device; or for older persons who are unsure of how to use
the e-file system. The need to maintain strong data protection measures and comply
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with relevant regulations was consistently mentioned by most of the interviewees.
Support for individuals who may face access barriers due to digital justice solutions is
based on the approach of retaining alternative — that is traditional — solutions in parallel
to the digital solutions. For instance, there is an option to present documents to courts
on paper instead of submitting via e-file, there is an option to file a criminal complaint
at the police station instead of using a digital solution.

1.4 Governance, transparency and oversight of digitalisation of justice

Although the Ministry of Justice is responsible for the digitalisation of the Estonian
justice system, all institutions which utilise the tools have also the responsibility to take
into account fundamental rights aspects. It is not always clear how this general
requirement is put into practice on implementation levels. Concrete responsibility for
governance and oversight is connected to the general mandates of several institutions.
The Chancellor of Justice!” oversees as an independent ombudsman the legality of
government actions and ensures compliance with fundamental rights. Relevant
parliamentary committees, such as the Legal Affairs Committee, oversee and scrutinise
legislative proposals and policy developments related to digital justice. The Data
Protection Inspectorate supervises compliance with data protection laws and
investigates data breaches and privacy violations. The Ministry of Justice is supposed to
conduct regular monitoring and evaluation of digital justice initiatives to assess their
impact on efficiency, accessibility, and fundamental rights. The State Information
Systems Authority (Riigi Infosiisteemide Amet)® (RIA) monitors the technical
performance and security of digital systems and infrastructure. The reality way be
somewhat distorted from the ideal image. None of the interviewees mentioned the role
of the Chancellor of Justice or the Parliamentary committees in the context of the
digitalisation of justice. Technical experts mentioned the role of the Data Protection
Inspectorate and RIA. The majority of diverse users —such as the various justice systems
professionals using the solutions on daily basis - had the opinion that the main burden
in this field is upon the Ministry of Justice.

Systematic, comprehensive assessments explicitly concerning fundamental rights,
transparency, accountability, access to remedy and the quality of justice services appear
to be limited. No public assessments or reports were explicitly mentioned by the
interviewees, nor are they available in the public domain. This brings the authors of this

7 Chancellor of Justice Act (Oiguskantsleri seadus). Available at:
www.riigiteataja.ee/en/eli/ee/528052020006/consolide/current.

18 Information System Authority (Riigi infosiisteemide amet), Website available at: www.ria.ee/en.
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report to the conclusion, on the basis of desk research and primarily on the basis of
interviews, that comprehensive assessment of human rights ex ante and ex post of
justice digitalisation does not exist. Conducting such assessments on a regular basis and
ensuring their transparency by making findings available would be a significant step
towards increased accountability and public confidence. Yet, there has been attention
to fundamental rights aspects in the development and implementation phases of
concrete solutions. For instance, transparency is one of the key goals of the transcription
system and interviewees mention the possibility to request changes into the output to
secure accuracy. This is achieved by the possibility to turn to the court session secretary
who is responsible for keeping the session protocol, and it can be done in practice.
According to the technical experts, the e-file system is built to protect data, the
blockchain technology enables to keep track of entries into the system. For the digital
tablets, measures are in place to prevent discrimination and ensure equal access. Inmate
feedback is collected to address issues. On the other hand, the majority of interviewees
expressed uncertainty whether the human rights assessment aspect was considered in
depth in the design of the concrete solutions.

The conclusion from the previous is to some extent speculative, but is supported
through the convergent information provided by the interviewees. Although it is unclear
to what extent human rights are considered when designing digital justice solutions, the
professionals using the solutions are aware of possible risks that the systems pose to
human rights and are using alternative methods to secure access to justice. Most of the
interviews explicitly confirmed the point that the decision to us an alternative method
is done ad hoc, after having assessed the situation. The availability of alternatives
concerns individuals who may appear at disadvantage due to personal circumstances,
such as disabilities or limited capability to navigate within the digital sphere. The
approach to use alternatives — that is, traditional methods — appears universal, and can
be advanced as a promising practice from Estonia.

1.5 Implementation: Training, provision of information and support in
improving digital skills and digital access

The interviewees provided varied information regarding training, information provision,
and support for improving digital skills and access, depending on the specific tool or
system. For the transcription tool the training is primarily for court secretaries and some
judges. Regular notifications are sent when new developments occur; additional training
is provided upon request. A manual is also available. For the e-file system, training is
provided for the developers and analysts of client systems. Regular notifications are sent
about new developments. Training sessions are conducted if there are specific requests.
For the online offence reporting system, training sessions were conducted for law
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enforcement officers and administrative staff before its launch. Hands-on
demonstrations, visual aids, and documentation were used. Follow-up sessions were
recommended. The feedback received suggested the system was easy to use. For the
digital tablets of the detainees, training sessions were conducted for both staff and
inmates. The training included both practical and technical aspects, as well as relevant
documentation. Follow-up sessions were recommended. The training addressed the
learning curve. Inmates who arrive after the launch of the digital tablets are expected to
learn to use the system on their own or by interacting with other, more digitally literate
inmates.

Based on information gathered via interviews, across the systems, there appears a
pattern of providing training for relevant personnel. The specific methodologies and
depth varied based on the system's complexity and user group. The focus across all
systems appears to be on training and manuals, as opposed to extensive ongoing
support for improving digital literacy skills or addressing digital access issues beyond
providing training. No specific initiatives were mentioned regarding addressing potential
inequalities or barriers based on digital literacy or access. However, legal professionals
who are faced with individuals having certain barriers due to limited digital literacy, have
used ‘common sense’ to provide assistance and direct them to alternative solutions.

The information above points towards a conclusion that possibly the digital solutions
used in the Estonian justice system are not of such complexity that special extensive
trainings are always needed. It is perhaps comparable to a standard situation when new
applications become available in other digital spheres and users are guided through the
nuances via straightforward roadmaps.

There is minimal public discourse on the topic of digitalisation of justice, except
occasional press releases from the Ministry of Justice. There has been limited scholarly
attention to the topic, for instance a study financed by the Nordic Council of Ministers
and released in 2022 into the topic of digitalisation at the courts in the Nordic and Baltic
countries.’® This study concluded, inter alia, that the modest level of digitalisation at the
courts appears to have been more profound in the Nordic states compared to the Baltic
states.

% Nordic Council of Ministers, Digitalization at the courts. A view of the state of digitalization at the
courts in civil cases, criminal cases and administrative law cases in the Nordic and the Baltic states.
Published online on 04 May 2022, available at: www.norden.org/en/publication/digitalization-courts.
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There do not appear to have been training sessions for parties to the proceedings, who
are other than lawyers, such as complainants, victims or defendants. They can access
manuals?® which are of general nature and publicly available online.

It can be stated that the general public accepts the digitalisation of the justice system as
part of the overall development of e-statehood in Estonia, as stated by some
interviewees. The absence of focused public discourse is perhaps because, until now
(January 2025), there have not been any cases brought to the attention of the public
which might question the fairness of proceedings due to the features of some digital
solutions. However, one can also note a discrepancy between the wide usage of various
digital tools by the professional justice sectors from one side, and availability of
information about these tools to the general public from the other side. For instance,
while the EU Justice Scoreboard places Estonia first in the use of digital technology by
courts and prosecution services?!, then regarding availability of online information
about the judicial system for the general public Estonia was ranked only at the 19t
place.?? For comparative purposes it can be noted, that Germany was ranked
respectively in second and first place.

20 For instance online information page of the Center of Registers and Information Systems about the e-
file system, available at: www.rik.ee/en/e-file/introduction-e-file.

21 Eyropean Commission. (2024). The 2024 EU Justice Scoreboard. COM(2024) 950. Available at:
https://commission.europa.eu/document/download/84aa3726-82d7-4401-98c1-
fee04a7d2dd6_en?filename=2024%20EU%20Justice%20Scoreboard.pdf , page 36.

22 |bid, page 35.




23

2 Fundamental rights implications of
the digitalisation of justice

2.1 Overview of use cases and fundamental rights impacted

The use cases covered are the following. First, the transcription tool for recording court
proceedings. It is widely used in many courts throughout the country and enables to
produce accurate records of these proceedings. Second, the summary judgment tool in
misdemeanour traffic cases, which automatically records violations of speed limitations
and gives input for issuing traffic fines. Third, the e-file system, which is an electronic
filing and exchange of documents and electronic communication system. Fourth, the
digital reporting of crime system, facilitating electronic reporting of crime and
submission of evidence. Fifth, digital boards for detainees, which allows inmates to
access judicial information in their cases and have access to laws and judgments.

In order to analyse these use cases, 25 interviews were held: 9 women and 16 men were
interviewed. Three interviewees were in the age range below 30 and one above 50, the
rest were in the age range between 30 and 50. The majority of interviewees had above
10 years of experience in the justice system. The sampling strategy aimed for a diverse
range of professional groups within the justice system. This included:

1. Technical experts - individuals involved in the design, development, and
implementation of digital justice tools.

2. Legal professionals - judges, prosecutors, and lawyers representing diverse areas
of practice and experience levels within the justice system.

3. Other justice personnel - individuals working within prisons and other justice-
related agencies who directly interact with and experience the effects of digital
tools.

Based on the interviews, all these digital tools have a positive effect upon the efficiency
of the justice system, for instance providing faster access to accurate records,
streamlining various judicial processes, and providing easier access to remedies. Some
negative aspects were also mentioned, such as lack of clarity regarding remedies, and
potential inaccuracies related to information produced via the tools (for instance
through transcription). The interviewees also highlighted the importance to maintain
alternative procedures, which means communicating with the justice system in
‘traditional ways’ via paper documentation, for individuals who have fewer digital
capabilities or who for some other reasons prefer to or are unable to use the digital tools
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(for instance, due to old age or disabilities). Some interviewees also highlighted concerns

about potential data breaches leading to its misuse. Discrimination was not mentioned

as a concern. The digital tools do not replace human judgment in deciding upon

individual rights and duties.

Use cases and fundamental rights impacted (positively or negatively)

Fundamental Use cases
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nents of the
right?)
i ?
U I All parties Drivers fined All parties All citizens All inmates
Y Y Y
i Y - .
!\Iegatlve . Y . Lack of clarity Digital Potentially
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Older, .
Dri lacki vulnerable SIS T
Whose rights? Defendants rivers jacking | ) parties . o less digital
digital literacy little digital .
. literacy
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. Y (4/5 Y (4/5 Y (4/5 Y (3/5 Y (5
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. Y Y
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. . Access to Potentially
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Whose rights? Defendants Complainant | All parties Defendants All inmates
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Fundamental Use cases
rights impacted? —
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Fundamental Use cases
rights impacted? —
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2.2 Use cases in detail

2.2.1 Transcription tool

Electronic filing and exchange of documents, or electronic case-management or
communication system/platform.

Description of use case (the transcription tool)

The transcription tool, named Salme, is based on the Al-powered language model. This
speech recognition software has been created especially considering the vocabulary
used in court sessions, and next to the audio recording of the court sessions, this
transcription tool was designed.?3 Five interviews were conducted to study this tool in
practice: one technical expert, one court session secretary, one judge, one prosecutor
and one attorney.

The transcription tool is a digital transcription system used in Estonian courts to
automatically generate transcripts of court hearings from audio recordings. It aims to
improve efficiency and accuracy, but manual review and editing by court staff remain
necessary to ensure quality and address potential inaccuracies, particularly in complex
or multilingual cases.

The tool is used in civil, administrative and criminal proceedings. The tool is currently
used nationwide in Estonian courts, however some courts still rely on manual
transcription alongside the digital tool. There's no clear indication in the interviews of
plans for cross-border use, that is, exchange of court documents with other countries,
though one interviewee briefly mentioned potential future development that could lead
to broader use. Judges, court secretaries, lawyers, and other court staff interact with the
tool professionally. Litigants/parties involved in cases access the transcripts as service
recipients.

The development process, according to the technical expert interviewed, included initial
work by Tallinn Technological University, followed by modifications and training by a
private sector company using court recordings. Pilot programs occurred in some courts
(e.g. Harju County Court) before the wider rollout. While some interviewees mention
discussions on data protection and potential risks to access to justice based on digital
literacy, there's no consistent account of a formal fundamental rights impact assessment
or dedicated guidelines within the justice system to address potential issues. This varies

3 see for specific information website of the Ministry of Justice and Digital Affairs:
www.justdigi.ee/uudised/konetuvastustarkvara-hoiab-kokku-kohtute-tooaega.
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across the interviews. Some interviewees were not aware of such considerations during
the development phase.

A private company played a crucial role in adapting the initial transcription tool
developed at Tallinn Technological University to the specific needs of the Estonian court
system. This involved training the system using court recordings and modifying the
software for improved usability. The private company's involvement was key in tailoring
the technology to meet the particular demands of the Estonian justice system.
Subsequent development and maintenance are conducted internally within the relevant
justice departments.

The digital transcription tool has not entirely replaced the traditional manual process.
Court secretaries still transcribe hearings manually, especially in cases requiring higher
accuracy, often alongside the digital tool. The system remains more of a tool to ease the
process in many instances. There are no explicit plans to fully phase out manual
transcription. The interviews suggest that the manual process will likely remain in place,
at least for the foreseeable future, to serve as a backup and ensure accuracy. This is due
to factors such as the still incomplete accuracy of the automated tool, and the need for
human intervention to handle complex or nuanced situations.

Impact on justice professionals’ work

The digital transcription tool primarily aims to improve the efficiency and accuracy of
court proceedings by automating the transcription of hearings. This has several
advantages and disadvantages. The interviewees put forward the following advantages.
First, the interviewees mention increased efficiency. The automation of transcription
reduces the time and resources previously spent on manual transcription by court staff,
freeing up their time for other tasks. Several interviewees highlight significant time
savings (e.g., halving the time needed for transcription). Second, while not perfect, the
digital tool generally offers improved accuracy compared to manual transcription,
reducing the likelihood of human error. This is particularly beneficial in complex cases
or situations involving multiple speakers. The ability to readily access and easily search
the digital transcript is highlighted as an advantage. However, some interviewees
pointed out that the tool works very well in ‘traditional’ setting, where all parties at the
proceedings articulate well and in the Estonian language. There may occur inaccuracies
when someone uses unknown words or does not speak clearly. Third, the tool enables
enhanced accessibility. The digitised records improve access to information for all
parties involved in a case. This is highlighted as particularly helpful for those with limited
mobility or those in remote locations. Fourth, streamlined workflows. Integration with
the court's existing information systems streamlines workflows and reduces manual
data entry, leading to a more efficient overall process.
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From the other side, the interviewees put forward several disadvantages. These
included, first, inaccuracy. The tool's accuracy is not perfect and struggles with poor
audio quality, accents, or complex speech patterns. Manual review and correction are
still needed to ensure the final transcript's quality. The technology's accuracy was noted
as initially problematic with Estonian language nuances, though this seems to have
improved significantly over time. Some technical issues were also noted (e.g. corrupted
files). The second disadvantage is the resistance to change. Some court personnel prefer
traditional manual methods and may be resistant to adopting the new technology.
Third, there is too high dependence on technology. Reliance on the digital system leaves
the court susceptible to potential technical issues, which could disrupt work and
compromise the accuracy of records.

The tool significantly altered how existing tasks (transcription) are performed, making
them faster and, generally, more accurate. The easy searching of the digital text was
also highlighted as a significant benefit. While the tool itself does not directly assist in
judicial decision-making, several interviewees suggest that the availability of precise,
timely transcripts significantly influences the process. Accurate transcripts are seen as
essential for ensuring that the legal basis for decisions is well-founded, enabling better-
informed legal arguments and judgments.

Training and support to use tool, as well as plans to monitor, improve or update the

tool

Training and support for the transcription tool, according to the information obtained
from the court secretary and judge interviewed, were provided primarily to court
secretaries, often on a need-based or informal basis. Formal training sessions were held
when new tools were introduced or updates were made, but recordings of these
sessions were also made available. Ongoing support was provided through the IT
support team and more experienced colleagues. There was less emphasis on providing
structured training for other users or external legal professionals who may have less
frequent or no interaction with the software, as confirmed by the other diverse users
interviewed.

Areas needing improvement are identified through user feedback, such as concerns
about accuracy (particularly in multilingual cases or poor audio quality) and technical
glitches. Improvements are being made iteratively. The language model was noted as
needing updates to address early accuracy issues, and such improvements were
reported to have been implemented. There were plans to further retrain this model for
improved performance.

The further development of the tool is occurring organically, according to technical
expert, with improvements made in response to feedback from users, and ongoing
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efforts to incorporate newer language models into the system. There was no evidence
of formal measures in place within the justice system for systematically monitoring the
tool's potential impact on fundamental rights, according to interviewees. However,
access restrictions were put in place to limit the users to those with relevant rights. Some
interviewees suggest that broader consultations with stakeholders could be beneficial
for future development.

Fundamental rights risks related to use of the tool/system

The digital transcription tool, while aiming to improve efficiency and accuracy, presents
several potential risks to fundamental rights, according to interviewees. First, the impact
on the right to a fair trial need to be considered. Inaccuracies in the transcription,
particularly affecting non-native speakers or those with speech impediments, could
create a significant risk to fair trial rights. The tool's reliance on technology also
introduces the possibility of technical errors (e.g., corrupted files, missing segments)
that may negatively affect a fair hearing. The lack of structured oversight to assess and
mitigate such errors was noted as a concerning gap by interviewees. Second, the tool
can impact the right to access to justice. The reliance on digital technology poses a risk
to those lacking digital literacy or access to technology. This is highlighted by most
interviewees as a particularly relevant issue for older people, people with disabilities,
and those from marginalised communities. The lack of easily accessible alternative
mechanisms for those unable or unwilling to use the digital system was identified as a
key challenge. In addition, the right to privacy and data protection could also be
impacted, as the tool processes personal data, raising concerns about data security and
misuse. The interviews highlighted the lack of clarity regarding how privacy impact
assessments were conducted before the tool's deployment. Moreover, there is the
matter of the right to effective legal representation. The need for manual review and
correction of transcripts may affect the timely preparation of legal arguments,
particularly when language barriers are involved. This impacts defence rights, as
inaccuracies in transcription can hinder effective legal representation for defendants.
The right to an impartial judge also needs to be considered. While the tool itself is not
designed to influence judicial decision-making, inaccuracies in the transcription could
indirectly affect impartiality if these errors go undetected by the judge, potentially
influencing the outcome.

There is a significant divergence of views between the seven interviewed technical
experts and the eighteen interviewed legal professionals. The views of these two groups
contained common differences. Technical professionals primarily focus on efficiency,
functionality, and technological aspects. Conversely, legal professionals emphasise the
tool's impact on due process, procedural fairness, and the integrity of the legal record,
stressing the importance of human oversight to prevent errors from affecting legal
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outcomes. While the IT professionals were aware of the potential issues (like inaccurate
transcriptions), they were less focused on these issues than the legal professionals.

The tool's potential impact affects multiple groups. First, as confirmed by all
interviewees, the tool affects the parties to proceedings. Defendants are potentially
most at risk due to the impact on their right to effective legal representation.
Inaccuracies could undermine their defence. Complainants and victims could also
experience negative impacts if their testimony is poorly transcribed.
Marginalised/vulnerable groups, such as older people, people with disabilities, and
those lacking digital skills are at heightened risk of exclusion from justice, when their
articulation is not clear or where they have lower capabilities to check the protocol
online. Examples to illustrate this point were provided by officials of courts during
interviews. Children are also vulnerable due to potential issues with transcribing their
testimony. Legal/justice professionals can from on the one side potentially benefit from
efficiency gains, but from the other side their work is also impacted by the tool's
imperfections, adding workload as they are responsible for correcting inaccuracies. The
accuracy and reliability of court records can also impact public trust in the justice system.
Inaccuracies, particularly if reported through the media, could erode this trust.

The interviews particularly highlight the risks for individuals lacking digital literacy or
access to technology. The lack of alternative channels for those who cannot engage with
the digital system was seen as a critical issue. The interviewee working in the court
emphasised the potential biases inherent in the software impacting various groups
disproportionately. There were very few formalised mechanisms in place to handle such
cases in a standardised fashion, that is, where the expressions — such as emotionally
loaded or socio-linguistically varied - used diverge significantly from standard language
used in the court.

Mitigation measures/safeguards to avoid harming fundamental rights built into

design of tool or as a result of stakeholder consultations, testing etc.

Mitigation measures to protect fundamental rights were limited. Access to the system
was restricted to authorised personnel, but no formal fundamental rights impact
assessment or guidelines were explicitly mentioned. The system's development involved
consultations with courts and forensic experts primarily to ensure user-friendliness, but
questions regarding fundamental rights were largely absent from this consultation. The
interviews reveal that a non-digital option (manual transcription) will be retained,
primarily due to concerns about accuracy and reliability of the automated system,
especially for those with linguistic or technological challenges, thus addressing
accessibility considerations for vulnerable groups.
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The tool undergoes ongoing testing and monitoring to identify and resolve technical
issues, and there are plans to retrain the language model. However, systematic
monitoring of its effects on fundamental rights or a specific plan for continuous
improvements in this regard are largely missing from the reports.

The primary beneficiaries of improvements would be court staff (reduced workload),
and, ideally, all parties involved in legal proceedings. However, the potential for biases
affecting vulnerable groups (older people, those with disabilities, individuals with
limited digital literacy) remains largely unaddressed. It is not so much the question in
what concrete way biases would affect these groups, but that such an impact
assessment does not appear to have been conducted.

The interviewees were overall positive about the fundamental rights impact of the tool.
The following observation by a lawyer illustrates this holistic view:

“When we are talking at the moment in the context of documents, then | do not see any
negative aspect which could emerge.”

Fundamental rights benefits of the tool/system

The digital transcription tool affects several groups, both positively and negatively. First,
it concerns the parties to proceedings. Defendants and complainants benefit from faster
access to transcripts, aiding defence preparation and proceedings expedition. This
aspect was reiterated by all interviewees. However, inaccuracies, particularly in
multilingual cases or those with speech impediments, could negatively impact their right
to a fair trial and effective legal representation.

Second, the tool can affect marginalised or vulnerable groups and children. There is
potential for inaccurate transcription of testimony due to speech patterns or difficulties
expressing themselves clearly. This could affect the fairness of proceedings, as stated by
an attorney interviewed. Third, it concerns older people. Those with lower digital
literacy may struggle to access transcripts or use the system effectively, hindering their
participation. People with disabilities may also be affected. Those with communication
difficulties may experience challenges in having their testimony accurately transcribed.
Similar to older people, access issues could also arise. People lacking means or digital
skills. Lack of access to technology or digital literacy creates a significant barrier to
accessing transcripts and participating fully in legal proceedings. This disproportionately
affects those from lower socioeconomic backgrounds or marginalised communities.
While no other specific groups were mentioned, the potential for bias within the
technology's algorithms against certain speech patterns or accents was raised as a

concern.
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Regarding legal/justice professionals, court staff benefit from increased efficiency due
to automated transcription. However, they bear the burden of manually correcting
inaccuracies, adding to their workload. Lawyers benefit from faster access to transcripts,
aiding case preparation. However, inaccuracies could negatively impact their ability to
represent clients effectively.

Regarding the general public, the accuracy and reliability of court records are essential
for maintaining public trust in the justice system. The tool's potential for inaccuracies
could negatively affect this. Public access to transcripts was also noted as potentially
enhancing transparency.

In summary, while the digital tool potentially increases efficiency and access to
information, there are significant risks for various groups, particularly those from
marginalised communities or those with limited digital skills or language capabilities.
Addressing these vulnerabilities should be a priority for ensuring that the system
upholds fundamental rights.

2.2.2 Speeding camera

Description of use case

In order to study the ‘speeding camera’ tool, five interviews were conducted: two
technical experts, one judge handling complaints against the fines originating from the
speeding camera, one attorney who has represented clients in respective cases, and two
officials from the Police and Border Guard Board overseeing the issuance of the fines.

The tool is an automated traffic monitoring system using speed cameras to detect and
record speeding violations.?* Data is used to issue fines and for traffic management
purposes. The system primarily relates to the enforcement phase of traffic law within
the administrative justice system. All interviewees focus on this area, as speed cameras
significantly impact individual rights (particularly privacy and the right to a fair trial). The
system has been operational since around 2009, nationwide. Key actors are law
enforcement officers (for monitoring and processing violations), and drivers (who
receive fines or are subject to legal processes in case of contestation).

Development involved, as confirmed by both technical experts, consultations with
various ministries and the Data Protection Inspectorate. While a formal fundamental
rights assessment was not explicitly mentioned by the interviewees, the involvement of
these bodies suggests consideration of such issues. Initial testing, pilot programs, and a

24 For specific information, please see a dedicated website of the Police and Border Guard Bureau,

available at: www.politsei.ee/et/juhend/kiiruskaamerad/trahviteade.
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gradual phase-in were employed. The interviewees do not explicitly detail private sector
involvement in the development, yet collaboration with external technology vendors is
mentioned in one interview, implying a hybrid model of in-house and outsourced
development.

The automated system supplements, rather than replaces, traditional manual speed
monitoring by police officers. Manual monitoring continues alongside the automated
system with no plans to phase it out completely, according to interviewees operating
the system on daily basis, to ensure accountability and accommodate those unfamiliar
with digital technology or those facing unique situations.

Impact on justice professionals’ work

The automated speed camera system offers significant advantages in efficiency and
consistency of traffic law enforcement, reducing workload on police officers and
providing objective evidence. It allows for continuous monitoring, leading to more
violations being detected. However, disadvantages include potential privacy concerns
due to constant surveillance and the impersonal nature of automated penalties, which
may lead to disputes. While the system does not directly influence judicial decision-
making, it provides objective evidence that significantly impacts judicial proceedings,
influencing case outcomes by providing irrefutable evidence of speeding violations, as
confirmed by a judge interviewed. New functionalities include automated data
processing, statistical analysis of traffic patterns, and the ability to quickly issue fines
and manage enforcement data.

Training and support to use tool, as well as plans to monitor, improve or update the

tool

Initial training was provided for law enforcement personnel on using the speed camera
system, but ongoing support and refresher training were limited according to several
interviewees. Technical support channels exist, but their effectiveness varies. While
plans for future system updates and improvements were mentioned, specific details
regarding monitoring mechanisms, update schedules, and the processes for addressing
user feedback were not consistently detailed across interviews. Further development
may involve integrating new technologies to enhance data collection, analysis, and
reporting, as well as improving the system's user interface and functionality. However,
details about specific planned improvements or measures to ensure ongoing system
effectiveness are scant.

Fundamental rights risks related to use of the tool/system

The automated speed camera system, while enhancing road safety, presents several
fundamental rights risks. The most prominent concern revolves around the right to
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privacy. The constant surveillance inherent in the system, with cameras capturing
images of vehicles and drivers, raises concerns about the extent of monitoring and how
this data is stored and used. Interviewees expressed varying levels of concern regarding
this, with some emphasising the need for robust data protection measures and
transparency in data handling practices. The lack of comprehensive data protection
impact assessments before implementation is a notable concern mentioned by several
interviewees.

Another key risk centres around the right to a fair trial and due process. The automated
nature of the system means that fines are issued based solely on machine-generated
data. This raises concerns about the possibility of inaccuracies (e.g., technical
malfunctions, misinterpretations of data) leading to unfair penalties. The lack of
opportunity for immediate human review or challenge could also negatively impact this
right. Interviewees, especially those with legal backgrounds, emphasised the need for
processes that allow individuals to contest fines effectively and for robust mechanisms
for reviewing potentially inaccurate or unfair automated decisions.

The right to non-discrimination is also at risk. The system's impartiality may not extend
equally to all individuals. Those lacking digital literacy, financial means to contest fines,
or awareness of their rights could face disproportionate impacts. Older adults, those
with disabilities, and individuals from disadvantaged socioeconomic groups are
particularly vulnerable. Concerns were raised about the potential for the system to
exacerbate existing inequalities, rather than acting as a neutral enforcement
mechanism. One interviewee highlighted the risk that the impersonal nature of
automated penalties could potentially lead to heightened feelings of injustice among
those who lack resources to effectively contest fines.

While the system's efficiency and contribution to road safety are undeniable benefits,
the interviewees reveal a need for more rigorous safeguards to ensure that the system's
operation doesn't unduly infringe upon fundamental rights. This requires better public
awareness, robust data protection measures, transparent decision-making processes,
and mechanisms for effectively challenging potentially flawed automated decisions.

Mitigation measures/safeguards to avoid harming fundamental rights built into

design of tool or as a result of stakeholder consultations, testing etc.

While a formal human rights impact assessment was not explicitly confirmed,
consultations with relevant ministries and the Data Protection Inspectorate suggest
consideration of fundamental rights during the system's development. Safeguards
include maintaining a parallel manual system for those lacking digital access or
resources, addressing accessibility concerns for vulnerable groups (older adults, those
with disabilities, and those from lower socioeconomic backgrounds). The system




36

includes mechanisms for reviewing and potentially overriding automated decisions,
ensuring fairness and accuracy. Ongoing testing, updates, and monitoring are planned,
though specifics were limited in interviews. These measures aim to benefit all
stakeholders, but particularly those at risk of digital exclusion, ensuring fair and
equitable access to justice.

The fundamental rights aspect is revealed sometimes through exaggeration, especially
through speculation of what can lie ahead. Here is how one interviewed lawyer
described how far the surveillance of one’s driving behaviour could proceed:

“Someone tried to convince the state some years ago that we should develop a system,
where the vehicles already have built in the speed measurement system. That the state
then follows the vehicles through these devices, correct. That speeding can be
immediately reported.”

Fundamental rights benefits of the tool/system

The automated speed camera system offers several key benefits related to fundamental
rights, primarily by enhancing road safety and promoting fairness and efficiency in traffic
law enforcement. The system's objective and consistent approach to detecting and
penalising speeding violations reduces the potential for human bias and arbitrariness in
enforcement. This increased fairness benefits all road users, including drivers,
pedestrians, cyclists, and other vulnerable road users, by contributing to a safer road
environment where the risk of accidents is minimised.?> The reduction in accidents
translates to a positive impact on the right to life and security for everyone.

The system also increases efficiency for law enforcement agencies. Automated data
collection and processing free up police officers to focus on other critical tasks, such as
community engagement and addressing more complex traffic situations. This improved
efficiency, in turn, promotes the right to effective access to justice by allowing law
enforcement agencies to operate more efficiently and effectively. This increased
efficiency is highlighted by several interviewees, particularly those with a technical
background, who see the system as a useful tool that improves the functioning of the
administrative justice system.

However, the perceived benefits of the system are not uniformly shared among all
interviewees. While technical experts emphasise efficiency gains, legal professionals

25 According to a study reported in 2019 by the Estonian Public Broadcasting, these cameras have
reduced road accidents in the vicinity of cameras by 13%. See: Estonian Public Broadcasting
(Rahvusringhdidiling), ,,Uuring naitab kiiruskaamerate nnetusi vahendavat mdju Eestis” (,A study shows
the reducing effect of speeding cameras to road accidents in Estonia”), 10 July 2019, available at:
www.err.ee/959854/uuring-naitab-kiiruskaamerate-onnetusi-vahendavat-moju-eestis.
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also point to risks and highlight the importance of ensuring that the system does not
inadvertently infringe upon fundamental rights, particularly those of vulnerable groups.
Yet, the majority interviewees shared the view that the potential for discrimination by
itself is theoretical and speculative. However, concerns were raised regarding the right
to privacy, due to constant surveillance, and the potential for the system to
disproportionately affect individuals lacking digital literacy or resources, thus infringing
on the right to non-discrimination. For instance, those with more resources may be able
to challenge the fine more readily, even if it is just a matter of principle. The right to due
process is also a significant area of concern; the absence of immediate human review in
the automated system may lead to unjust fines and could be challenging for individuals
to contest effectively. Older adults, people with disabilities, and those from
disadvantaged socioeconomic backgrounds are identified as particularly vulnerable
groups who may lack the means or skills to navigate the system's processes effectively
or contest penalties. This observation concerns any digital justice tool. The perspectives
of the general public regarding the system's fundamental rights implications are less
explicitly represented in the interviews.

To maximise the fundamental rights benefits of the system while mitigating potential
risks, ongoing attention is required to ensuring data protection, transparent processes,
and readily available avenues for challenging automated decisions. Maintaining a
parallel non-digital system or processes remains essential for ensuring access for those
lacking digital literacy or resources. Addressing the digital divide, promoting digital
literacy, and offering appropriate support remain crucial for ensuring that the system’s
benefits are realised equitably for all.

Digital tool/system that facilitates individuals’ access to information and/or their
engagement with justice systems

2.2.3 E-file system

Description of use case

The e-file system is a centralised, web-based database collecting data from various
sources, including police, prosecution, courts, and misdemeanour portals. It can be
considered a ‘flagship’ of Estonian modern justice system, as suggested by the majority
of interviewees. In total 5 interviews were conducted: two technical experts, one court
official, one prosecutor and one attorney. It facilitates electronic document submission
and access to case materials, streamlining judicial processes. It is not a visual system; it
doesn't include images. The system has received acclaim also from the EU Justice
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Scoreboard, where Estonia is ranked no 3 after Germany and Denmark regarding
electronic communication tools between parties.?®

The e-file system supports all procedural stages across all types of justice (civil,
administrative, criminal, misdemeanour). Four interviews focus specifically on its use
within criminal proceedings, because this area is more complex in relation to procedural
rules, document management and data security compared to other settings. One
interview focuses on its overall application and management. The system has been in
use for approximately 15 years, nationwide. While primarily used by justice
professionals (judges, lawyers, prosecutors), private individuals (including lawyers
representing clients) can access the system as needed. It has become a standard system
through which all submissions of documents to courts and any level are made by the
parties, where the courts store information and documents related to cases, shortly, the
e-file can be understood as a synonym of a court case file, only in electronic format.

The matter of whether the e-file system will become obligatory in the criminal
proceedings is not fully clear at the time of finalising this report. The objective to move
to complete digitalisation of criminal procedure was adopted by the Estonian
Government as early as 01 April 2021?7. However, in the course of the review of criminal
procedural law, concerns arose about the complete replacement of the traditional
system.?®. The amendments to the current version of the Criminal Procedure Act
regarding the e-file became effective on 01 May 2023 and allow a hybrid system: article
1601 (5) regulates the keeping of the court files in the digital form??, and article 160 (5?)
in the paper form.3° One is faced with a situation where the justice political goal to make
e-file mandatory in the criminal procedure has not materialised and it is not clear
whether it ever will due to two prime reasons. First, some subjects of the criminal
procedure may not have the capability to use the digital system (for instance, the victim,
the civil claimant, the expert, the witness)3!. Second, since the criminal procedural law

26 European Commission. (2024). The 2024 EU Justice Scoreboard. COM(2024) 950. Available at:
https://commission.europa.eu/document/download/84aa3726-82d7-4401-98c1-

fee04a7d2dd6 en?filename=2024%20EU%20Justice%20Scoreboard.pdf, page 37.

27 See statement by the Estonian Ministry of Justice and Digital Affairs from 01 April 2021, where it is

stated that the Estonian Government approved the respective goal at its session. Available at:

www.justdigi.ee/uudised/kriminaalmenetlus-muutub-taielikult-digitaalseks-0.

28 The revision ended in 2022, materials in the Estonian language are available at:

www.justdigi.ee/oigusloome-arendamine/kriminaalmenetlusoiguse-revisjon#ii-etapi-komisjon.

2 Criminal Procedure Act (Kriminaalmenetluse seadustik), art 160! available at:
www.riigiteataja.ee/en/eli/520102025001/consolide
30 |1

Ibid.

31 Analysis of the working group regarding digitalization of criminal procedure, conducted as part of the

revision of Estonian criminal law, available at: www.justdigi.ee/sites/default/files/documents/2021-

11/Uleminek%20tiisdigitaliseeritud%20kriminaalmenetlusele.pdf page 5.
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amendments were passed after the conclusion of the revision, these reflect the
materialisation of the conclusions reached.

Development involved stakeholder consultations with professionals who were expected
to become the main users in the future (lawyers, judges, associations). There is no
concrete information about the scope and frequency of such consultations, and what
exactly where the questions discussed. Fundamental rights were considered, according
to interviewees, especially access to justice for those lacking digital literacy, regulatory
frameworks were set up to accommodate alternative submission methods (e.g., paper
documents), and safeguards were introduced to deal with various technical and security
issues, ensuring the maintenance of data integrity. Testing and pilot phases were
undertaken prior to a complete rollout. However, it seems that the fundamental rights
assessment was mainly limited to the question of access to justice, there was no
comprehensive review. The following quote from a technical expert illustrates this
aspect:

“What things are fundamental rights in this context? Access to the court file...But we
do not have a separate checklist of fundamental rights.”

In some cases, private software developers were contracted for specific aspects or
expertise (algorithm development in one case). However, the core system was
predominantly developed in-house by the Ministry of Justice’s IT department, ensuring
control over development and subsequent adaptation for the specific needs of the
justice system.

The e-file system largely replaced traditional paper-based methods. However, non-
digital alternatives remain available in exceptional circumstances, for instance, when a
person does not have the means to access the e-file or it is evident that due to some
personal characteristic(s) the person has limited capability to navigate within the digital
domain. Court officials interviewed have all confirmed that the alternative method is
used when necessary. There are no immediate plans to fully phase out non-digital
methods; these will remain available in cases where individuals lack the ability or
resources to utilize digital options. The long-term goal is towards fully digital case files,
but no timeframe is given for this.

Impact on justice professionals’ work

According to interviewees, the e-file system significantly improves judicial efficiency by
centralising data, streamlining communication, and reducing reliance on paper. This
enhances accessibility for many, particularly those in remote areas or with limited
mobility. However, challenges remain, including the need for digital literacy, potential
for information overload, and the risk of indirect discrimination against those lacking




40

digital skills. While the system facilitates access to information relevant to judicial
decision-making (e.g., comparable cases, legal precedents), it does not directly assist in
the interpretation of facts or legal application, leaving the core decision-making process
largely unchanged. Although it automates many preparatory tasks, the ultimate decision
remains the judge's responsibility.

The interviewees identified the following advantages: increased efficiency and speed,
improved data management, reduced reliance on paper, enhanced accessibility and
improved collaboration. They identified the following disadvantages: information
overload, technical challenges, need for digital literacy, potential for bias.

Training and support to use the tool, as well as plans to monitor, improve or update

the tool

Training on the e-file system is provided, though its frequency and comprehensiveness
vary across professional groups, according to interviews. Initial training is common, but
ongoing support and refresher courses are less consistent. Technical support channels
exist, with varying levels of responsiveness reported. While plans for ongoing system
updates and improvements are mentioned, specific details are limited. There's an
emphasis on ensuring user-friendliness and accessibility, but the mechanisms for
monitoring user experience and identifying areas for improvement were not explicitly
detailed by the interviewees.

Fundamental rights risks related to use of the tool/system

While there is general agreement among interviewees on the e-file system's potential
to enhance access to justice, perspectives diverge on its impact on fundamental rights,
particularly concerning vulnerable groups. Technical professionals highlight the system's
efficiency gains and potential for bias related to digital literacy. Legal professionals,
however, emphasise the importance of maintaining alternative access methods for
those lacking digital skills or resources, highlighting potential negative impacts for older
adults, those with disabilities, and individuals from lower socioeconomic backgrounds.
All interviewees agree that preserving access for all is crucial, regardless of digital
proficiency.

Directly involved parties (defendants, complainants, victims) benefit from increased
accessibility and efficiency. However, marginalised groups (older adults, people with
disabilities, those lacking digital skills or resources) face increased risk of exclusion
unless alternative access methods are maintained. Children were not explicitly
mentioned as a vulnerable group in this context by the interviewees. Legal professionals
generally support the system but stress the need for safeguards.
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Mitigation measures/safeguards to avoid harming fundamental rights built into

design of tool or as a result of stakeholder consultations, testing etc.

Several mitigation measures were implemented to protect fundamental rights.
Regulatory frameworks allow for continued use of traditional paper-based methods,
addressing accessibility concerns for those lacking digital skills or resources. This ensures
that individuals who cannot use the digital system are not excluded from participating
in legal processes. Although the interviews do not explicitly mention a dedicated human
rights impact assessment, the emphasis on accessibility and alternative options suggests
that fundamental rights considerations were integrated into the design process.

The system will be updated and tested and potentially monitored frequently to address
any emerging issues and adapt to evolving needs. The intended beneficiaries of these
safeguards include all participants in legal proceedings, but especially those in
vulnerable situations—older adults, individuals with disabilities, those lacking digital
skills or financial resources—who may require alternative methods to ensure equal
access to justice.

Fundamental rights benefits of the tool/system

The e-file system offers several fundamental rights benefits, primarily by enhancing
access to justice. Increased efficiency and transparency in proceedings, especially
through streamlined document handling and electronic communication, benefit all
parties involved (defendants, complainants, victims). Improved accessibility, particularly
for those in remote areas or with mobility challenges, is another key advantage,
although this benefit is contingent on individuals possessing the necessary digital skills
and access to technology.

While both technical and legal professionals acknowledge these benefits, they diverge
on the extent to which the system addresses fundamental rights concerns for vulnerable
groups. Technical interviewees focus on the efficiency and technological improvements,
sometimes overlooking the potential for digital exclusion. Legal professionals, however,
emphasize the necessity of maintaining non-digital alternatives to ensure equal access
for individuals lacking digital literacy or resources (older people, those with disabilities,
people from lower socioeconomic backgrounds). Children are not explicitly discussed as
a vulnerable group by the interviewees. There is a general consensus that safeguarding
access to justice for all, regardless of individual circumstances, is paramount. The
general public's perspective is less directly represented by the interviewees.

2.2.4 Digital tablets for detainees

Description of use case
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The digital tablets enable inmates to access legal documents, communicate with legal
representatives, submit requests, and engage in other activities. It aims to improve
efficiency and access to information within the prison system. The system was fully
implemented in mid-2023, nationwide.3? Users include inmates (primary users accessing
legal resources, submitting requests, communicating with lawyers), and prison staff
(managing the system, providing support, monitoring usage). In order to have a closer
look at the design and implementation, five interviews were conducted: one technical
expert, two officials in prisons managing the system on daily basis, one judge handling
complaints issues through the system, and one official from public service involved with
the oversight.

A fundamental rights impact assessment was conducted before implementation,
involving consultations with legal and data protection experts. According to the
technical experts, the assessment focused on establishing a balance between protecting
privacy rights against the need to safeguard the integrity of judicial proceedings. A
phased rollout (starting with a pilot program) was used, incorporating user feedback and
ongoing evaluation to address potential issues. The system was developed primarily in-
house, although external expertise was consulted. The interviewees do not detail the
extent of external involvement, suggesting a primarily in-house development effort
tailored to the specific needs of the Estonian prison system. The digital tablet system
largely replaced a paper-based system for document handling and communication.
However, a paper-based option remains available for inmates who are unable or
unwilling to use the digital system. Such an option allows courts officials to print out
documents to the inmates, and the prison staff is required to allow sending documents
to the court on paper. This hybrid approach aims to ensure accessibility for all inmates,
regardless of their digital literacy skills. There are no immediate plans to phase out the
paper-based system entirely.

Impact on justice professionals’ work

The digital tablet system has significantly impacted the work of justice professionals in
Estonian prisons, primarily by increasing efficiency and improving access to information.
Prison officials have described several advantages based on their daily work. These
include streamlined communication with inmates, quicker processing of legal
documents, and reduced paperwork. New functionalities in comparison with
‘traditional’ judicial processes include electronic document submission, secure

32 See also information by the Ministry of Justice and Digital Affairs about accomplishments in 2023,
where system of digital tablets is mentioned — Tagasivaade 2023.aastale justiitsvaldkonnas (Looking
back to 2023 in justice field): www.justdigi.ee/uudised/tagasivaade-2023-aastale-justiitsvaldkonnas.




43

messaging, and remote video conferencing capabilities, expanding the scope of
interactions and enhancing access to legal resources. However, challenges remain, such
as the need for ongoing training and support, particularly as the system continues to
evolve and new features are added. While the system does not directly influence judicial
decision-making, it indirectly supports this process by providing readily accessible and
well-organised information, thus contributing to more informed and efficient legal
processes. For instance, attorneys now can expect that their clients using the digital
tablets system can access documents on their own and study these before meetings,
thus leaving more time to discuss the defence strategy and tactics instead of technical
questions related to documents. The system facilitates the processing of cases but
doesn't directly influence judicial decisions.

Training and support to use the tool, as well as plans to monitor, improve or update

the tool

The implementation of the digital tablet system included comprehensive training
programs for both prison staff and inmates. Ongoing technical support and
troubleshooting assistance are also available. While the system’s design prioritises user-
friendliness, the interviewees highlight the ongoing need for training and support,
particularly for older inmates and those with limited digital literacy. Future development
plans include enhancing the system's functionality (e.g., adding video conferencing
capabilities), improving the user interface, and addressing user-reported issues.
Mechanisms for monitoring system performance and gathering user feedback are in
place, but specific details are not fully clear. The overall approach emphasises iterative
improvements and adaptation based on user needs and technological advancements,
for instance enabling detainees to use the system for making purchases at the detention
facility shop.

Fundamental rights risks related to use of the tool/system

The digital tablet system in Estonian prisons, while aiming to improve access to justice,
presents several fundamental rights risks. A primary concern is the potential for digital
exclusion. Inmates lacking digital literacy or access to technology may be unable to
utilize the system effectively, hindering their ability to access legal information,
communicate with lawyers, or submit legal documents. This disproportionately affects
vulnerable groups: older inmates, those with disabilities, and those from lower
socioeconomic backgrounds who may lack the necessary digital skills or resources. This
risk is highlighted by several interviewees, particularly those with legal backgrounds,
who stress the need for maintaining alternative, accessible methods to ensure equal
access to justice for all inmates. Concerns were also expressed regarding the potential
for data breaches and unauthorised access to sensitive inmate data stored within the
system, despite the implementation of security measures such as encryption and access
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controls. The potential for misuse or improper handling of personal data is a serious risk
to the inmates' right to privacy and their right to respect for family life. Some concerns
have been raised at the start of 2025 in mainstream media that the tablets are
sometimes misused by the detainees, since it is possible to insert into the e-file access
to movies or other information from individuals having access to the e-file system, which
then the detainees can open.?? Public officials have denied these allegations.

The perspectives of technical and legal professionals on these fundamental rights risks
often diverge. Technical interviewees emphasise the system's efficiency and
functionality, sometimes overlooking the potential for digital exclusion. Legal
professionals, however, place greater emphasis on ensuring equitable access for all
inmates and implementing robust safeguards to protect privacy and prevent
discrimination. The potential impact on the right to a fair trial is also a concern,
particularly if technical issues, or biases in the system's design or implementation, lead
to unfair outcomes or unequal access to justice. The interviewees did not specify how
specific biases could occur, so it remains an assumption at this stage, similar to a
speculation about bias with any modern technological development. While the system
aims to improve communication with legal representatives, challenges remain in
ensuring that all inmates understand how to use the system effectively and can engage
meaningfully with their legal processes. The challenge related to different digital skills
of the detainees is illustrated by the following quote from an official in the public sector:

“Clearly people with vision disabilities have difficulties to use the tool. We need to look
for alternatives, but outside the prison it is equally difficult.”

The interviewees do not explicitly address the potential impacts on children or other
vulnerable groups beyond those already mentioned, highlighting a potential gap in the
assessment of the system's broader implications for fundamental rights. The general
public's perspective on these issues is not directly addressed by the interviewees.

Mitigation measures/safeguards to avoid harming fundamental rights built into

design of tool or as a result of stakeholder consultations, testing etc.

While the interviewees suggested that considerations for fundamental rights were
made during the system's development, a statement explicitly confirming a formal
human rights impact assessment was not put forward. The involvement of legal experts
and data protection specialists suggests that such considerations were integrated into

33 See for example www.ohtuleht.ee/1124870/video-bardakk-vanglate-e-susteemis-vangid-vahivad-

pornot-ja-peavad-keelatud-suhtlust (accessed on 18 March 2025).
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the design process, but the exact nature and extent of this assessment remain unclear.
Therefore, while there's strong evidence of rights considerations, a definitive
confirmation of a formal assessment cannot be validated.

The continued availability of a paper-based system addresses accessibility concerns for
inmates lacking digital literacy or resources, benefiting older inmates, those with
disabilities, and those from lower socioeconomic backgrounds. Robust security
measures (encryption, access controls) protect data privacy. Ongoing monitoring,
training, and system updates aim to ensure functionality, address technical issues, and
gather user feedback for iterative improvements. These measures benefit all inmates,
but especially those vulnerable to digital exclusion, ensuring equitable access to justice
and protecting their rights. Specific safeguards for children are not explicitly detailed in
the interviews.

Fundamental rights benefits of the tool/system

The digital tablet system in Estonian prisons offers several key benefits concerning
fundamental rights, primarily by enhancing access to justice and promoting efficiency
and transparency within the prison system. Improved access to legal documents and
information, as confirmed by all officials of the justice system interviewed, empowers
inmates to participate more effectively in their legal proceedings, strengthening their
right to a fair trial and due process. This enhanced access benefits all inmates, regardless
of their specific legal situation. The system streamlines communication with legal
representatives, facilitating quicker responses to legal requests and enabling more
timely legal assistance. This improves efficiency for both inmates and legal professionals.
The ability to submit legal documents and requests electronically also reduces
administrative burdens for prison staff and potentially reduces the risk of errors or
delays in processing information, promoting the right to effective access to justice. The
system’s standardised procedures and digital record-keeping contribute to greater
transparency and accountability within the justice system.

However, perspectives on the system's impact on fundamental rights vary among
interviewees. Technical staff tend to focus on efficiency and technological
improvements, sometimes overlooking the potential for digital exclusion. Legal
professionals emphasize the importance of ensuring that the system does not
inadvertently create barriers to accessing justice or disproportionately affect vulnerable
groups (older inmates, those with disabilities, and those from lower socioeconomic
backgrounds). The continued availability of a paper-based system addresses accessibility
concerns for those lacking digital literacy, while additional support and training
programs aim to equip all inmates with the necessary skills to navigate the digital system
effectively. The system directly benefits defendants by providing them with better
access to legal resources and improving communication with their lawyers. Victims and
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complainants may also indirectly benefit through more efficient and transparent
handling of cases. The impacts on children are not specifically addressed. While the
system itself does not directly make judicial decisions, it facilitates more efficient and
informed decision-making by providing readily accessible and well-organized
information to legal professionals. The general public's perspective on the system's
fundamental rights implications is not explicitly addressed in the interviews.

2.2.5 Digital reporting of crime

Description of use case

The digital reporting of crimes system (e-stiliteoteade) is an online platform allowing
citizens to report crimes and sign documents digitally.3* It streamlines the initial stages
of the criminal justice process, making it more efficient for both citizens and law
enforcement. The system focuses on the initial reporting phase of criminal proceedings.
Four out of five interviews highlight this aspect, due to its impact on access to justice
and potential fundamental rights implications. The system has been operational since
approximately 2014, nationwide. Key users include citizens (reporting crimes), law
enforcement (receiving and processing reports), and justice professionals (accessing
data for investigations). There were five interviews conducted to study particular
aspects of the design and implementation to the tool: two technical experts, one judge,
one prosecutor and one attorney.

One interviewee noted a lack of consultation regarding the system's impact on
fundamental rights. While no specific human rights impact assessment was explicitly
mentioned, the system's design incorporates measures to address potential risks
(alternative reporting options for those lacking digital access). Testing and pilot phases
were involved, but their specifics were not fully detailed in the course of the interviews.
There is no explicit mention of private sector involvement in the system's development.
One interview suggests that the system was primarily developed in-house by the
government IT department. This system does not fully replace non-digital reporting
methods. Traditional methods (paper forms, in-person reporting) remain available
alongside the digital option, primarily to maintain accessibility for citizens lacking digital
literacy or resources. There are no plans to phase out non-digital options.

Impact on justice professionals’ work

The system offers several advantages, primarily increased efficiency and accessibility in
reporting crimes. It streamlines the process, reduces paperwork, and allows for quicker

34 For specific information about the procedure, please see dedicated website of the Police and Border
Guard, available at: www.politsei.ee/en/report-to-police.
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responses from law enforcement. The system also allows for the submission of
supplementary files (photos, videos), enriching the information available for
investigations. The system's streamlined reporting may also overlook the nuances of
more complex cases, potentially leading to incomplete information for investigations.
While the system itself does not directly influence judicial decision-making, it
significantly impacts the efficiency and quality of the initial reporting stage, indirectly
influencing subsequent investigations and potentially impacting judicial outcomes by
providing more structured and complete information to authorities. The system
facilitates the initial reporting phase of the legal process, but it does not perform the
actual decision making. However, there seems to be a consensus that the tool is not
suitable to alert the authorities of a complex crime case where it is necessary to support
the claim with adequate evidence. This is for the simple reason that the tool does not
allow submission of various forms of evidence or documents necessitating additional
comments. The following quote by a lawyer illustrates this point:

“Some of my clients have used this. According to their assessment it is suitable for some
less complex cases, for minor crimes.”

Training and support to use tool, as well as plans to monitor, improve or update the

tool

Training and technical support for the digital reporting of crime system are mentioned
by the interviewees as limited. While basic training appears to be provided, ongoing
support and refresher courses are less consistently emphasised. The system's design
aims for user-friendliness, reducing the need for extensive training. Future development
plans are not explicitly detailed; however, the interviewees suggest a focus on improving
the system’s user-friendliness, accessibility, and functionality based on user feedback.
Specific mechanisms for monitoring the system's performance, identifying areas for
improvement, or addressing user-reported issues are not thoroughly clear. The
emphasis is on iterative improvements and ongoing adaptation to user needs.

Fundamental rights risks related to use of the tool/system

The digital reporting of crime system, while designed to improve access to justice,
presents several potential risks to fundamental rights. A primary concern is the potential
for digital exclusion. Individuals lacking digital literacy, access to technology (computers
and internet), or the necessary digital skills to effectively navigate the system may be
unable to report crimes, thus hindering their access to justice. This disproportionately
affects vulnerable groups such as older adults, individuals with disabilities, and those
from lower socioeconomic backgrounds who may lack the necessary resources or
support. This risk is highlighted by several interviewees, particularly those with legal
backgrounds, who emphasise the need for maintaining alternative reporting methods
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to ensure that all citizens have equal access to justice regardless of their technological
capabilities.

Another significant risk is to the right to privacy and data protection. The system collects
and stores personal data submitted by users. While the interviewees mention security
measures (encryption, access controls), concerns remain regarding potential data
breaches, unauthorised access, or the misuse of personal data. The lack of specific
information about data protection impact assessments or detailed security protocols
within the system raises further concerns. The potential for misuse of collected data is
a significant risk that could lead to violations of privacy rights. The system's reliance on
self-reporting also presents challenges, because inaccurate information or the omission
of relevant details in reports could negatively impact subsequent investigations and
potentially infringe on the rights of those involved in legal proceedings.

The right to a fair trial and due process could be compromised, according to the judge
and attorney interviewed, if the system's design or implementation leads to biases in
the handling of reports or if information is not adequately secured or presented to
judicial authorities. The system's potential to exacerbate existing societal inequalities
based on digital literacy and access to technology is another significant area of concern.
While the system itself is not inherently biased, it relies on users' ability to effectively
navigate a digital platform and correctly submit information. This aspect is particularly
concerning for vulnerable groups who may lack the digital skills or resources to ensure
accurate reporting, potentially leading to less effective outcomes in legal proceedings.
The lack of detailed information regarding processes for addressing complaints or
potential biases in the system further compounds this concern.

The perspectives of legal and technical professionals on these fundamental rights risks
often diverge. While technical professionals tend to focus on the system’s efficiency and
functionality, legal professionals emphasise the importance of ensuring equal access to
justice for all, particularly for vulnerable groups, and the need for robust safeguards to
prevent rights violations.

Mitigation measures/safeguards to avoid harming fundamental rights built into

design of tool or as a result of stakeholder consultations, testing etc.

While a formal human rights impact assessment is not explicitly detailed in the
interviews, the system's design incorporates several safeguards. The availability of
alternative, non-digital reporting methods (in-person, mail) addresses accessibility
concerns for those lacking digital literacy or resources, benefiting vulnerable groups
(older adults, people with disabilities, those from lower socioeconomic backgrounds).
The system’s design prioritises data security (encryption, access controls), aiming to
protect privacy rights. Ongoing monitoring and iterative updates are planned to address




49

any emerging issues and ensure the system’s continued functionality and effectiveness.
Specific mechanisms for identifying and resolving user-reported problems or biases are
less clearly defined, however, the overall emphasis on user-friendliness and accessibility
suggests an aim towards ensuring that all citizens can access justice effectively,
regardless of their technological abilities. The interviewees do not explicitly address
safeguards specifically for children. The intended beneficiaries of these mitigation
measures are all citizens, with a specific focus on those who may be disproportionately
affected by digital exclusion.

Fundamental rights benefits of the tool/system

The system offers several key benefits related to fundamental rights, primarily by
enhancing access to justice and promoting efficiency in the reporting process. The
system's user-friendly interface and online accessibility make it easier for citizens to
report crimes, potentially empowering victims and complainants to engage more readily
with the justice system. This increased accessibility is viewed positively by all
interviewees, although the extent of this benefit is dependent upon factors such as the
individuals' digital literacy skills and access to technology. The system's streamlined
processes reduce administrative burdens for law enforcement, allowing them to
allocate resources more efficiently and focus on more complex cases. According to
interviewees, this increased efficiency benefits both citizens and those working within
the justice system. The system's standardised reporting format contributes to increased
clarity and transparency in the handling of complaints, potentially leading to more
consistent and fair outcomes in legal proceedings. The ability to upload supplementary
files with reports may also assist in providing more comprehensive information to
support investigations.

However, perspectives diverge on the system's impact on fundamental rights,
particularly concerning vulnerable groups. While technical professionals highlight the
system’s efficiency gains, legal professionals express greater concern about ensuring
equal access for all citizens regardless of their digital literacy or technological resources.
Older adults, individuals with disabilities, and those from lower socioeconomic
backgrounds are identified as particularly vulnerable groups at risk of exclusion if they
lack the means or skills to utilise the digital platform effectively. Maintaining alternative
reporting mechanisms (in-person, mail) is crucial for addressing these concerns and
ensuring that all citizens have effective access to justice, regardless of their technological
capabilities. The system itself does not directly impact judicial decision-making but
provides structured and readily accessible information that facilitates more efficient
processing and investigation of criminal complaints. The general public's experience and
views on the system's impact on fundamental rights are not explicitly detailed in the
provided interviews. The absence of specific discussion regarding the potential impacts
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on children highlights a potential gap in the analysis of the system’s broader
fundamental rights implications.
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Conclusions

The interviewees, encompassing technical experts, legal professionals (judges,
prosecutors, lawyers), and other justice system personnel, largely expressed positive
views towards the digitalisation of justice. The dominant theme was the potential for
increased efficiency and accessibility. Many described how digital tools streamlined
processes, reduced paperwork, and facilitated faster case resolution. Specific examples
included improved communication channels (video conferencing with inmates), quicker
access to information, and more efficient case management. The use of automated tools
like speed cameras was also frequently cited as an example of enhanced efficiency and
accuracy in enforcement.

However, several key challenges emerged from interviews with technical and legal
professionals, highlighting the need for a nuanced and rights-respecting approach. A
major concern was the digital divide, with unequal access to technology and digital
literacy creating barriers to justice for certain segments of the population. This concern
was near-universal across all interviewee categories. Simultaneously, data protection
and privacy emerged as a paramount concern, particularly among legal professionals.
While technical experts focused on the technical aspects of data security, legal
professionals highlighted the broader implications for due process, access to justice, and
the potential for algorithmic bias. The level of detailed consideration of these risks
varied, with legal professionals generally demonstrating more comprehensive
awareness. Further challenges included resource constraints (high costs and ongoing
training needs) and the complexity of integrated systems, requiring user-friendly
interfaces and substantial training to prevent system failures and ensure efficient use.
The impact on professionals' work varied, with some experiencing significant
improvements in efficiency, while others struggled with adaptation and training needs.
Public access also showed mixed results, with increased accessibility via digital tools
offset by the persistent digital divide.

Regarding fundamental rights, a broad consensus emerged on their importance, but
differences emerged in prioritisation. Technical experts emphasised technical
safeguards, while legal professionals considered broader implications for due process
and equitable access. Judges stressed equal access to tools, prosecutors focused on data
security within legal processes, and lawyers emphasised user-friendliness and client
accessibility. Specific justice settings and phases revealed further nuances; the digital
divide heavily impacted correctional facilities, while data security concerns were more
prominent in cases involving sensitive personal information.
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To ensure that digitalisation upholds fundamental rights, interviewees emphasized
several key recommendations: comprehensive training and support; robust data
protection and privacy frameworks; user-friendly and accessible systems; continuous
evaluation and feedback mechanisms; transparency and accountability; ethical
considerations; and interdisciplinary collaboration among legal, technological, and
human rights experts.

Based on the research, including interviewee feedback, five essential elements to ensure
fundamental rights are carefully considered throughout the lifecycle of digital justice
tools and systems are outlined below:

1. Human-centred design. Digital tools must prioritise user needs and accessibility. This
requires incorporating user feedback from the earliest design phases and iterative
testing with diverse user groups, including those with limited digital literacy or
disabilities. Several interviewees highlighted the importance of user-friendly interfaces
and alternative access channels (e.g., offline options) to ensure inclusivity. Promising
practices included involving users in the design and testing process.

2. Robust data protection and privacy frameworks. Strong legal frameworks,
complemented by rigorous technical safeguards, are crucial. This entails establishing
clear protocols for data handling, ensuring transparency about data use, and
implementing robust security measures to prevent unauthorised access or misuse.
Many interviewees emphasised the need for clear guidance on data protection laws and
best practices for both technical experts and justice professionals.

3. Algorithmic transparency and accountability. Algorithms used in decision-making
processes must be transparent and auditable to prevent bias and ensure fairness.
Mechanisms for oversight and redress are needed to address potential errors or unfair
outcomes. Several legal professionals stressed the importance of understanding and
mitigating the potential for algorithmic bias and discrimination.

4. Continuous monitoring and evaluation. A system for ongoing monitoring and
evaluation is essential. This entails collecting data on system usage, user experiences,
and potential impacts on fundamental rights. Regular audits and assessments, along
with feedback mechanisms, allow for timely adjustments to ensure the system
continues to meet its intended goals and respects fundamental rights. Many
interviewees highlighted the need for ongoing evaluation and adaptation of systems to
user needs and emerging challenges.

5. Interdisciplinary collaboration. Effective digitalisation requires collaboration among
experts from diverse fields. This involves bringing together legal professionals,
technologists, human rights advocates, and representatives of affected communities
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throughout the design, implementation, and ongoing evaluation phases. This
collaborative approach was underscored by numerous interviewees who stressed that
the success of digitalisation in justice required constant communication and
collaboration between stakeholders to ensure that all perspectives were considered.
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Methodology

This research investigated the impact of digital tools on fundamental rights within the
Estonian justice system. Employing a qualitative research design, the study utilised semi-
structured interviews to gather rich data from diverse stakeholders. The initial phase
focused on selecting five key digital tools/systems currently in use within the Estonian
justice system: 1. A digital transcription tool; 2. automated speed cameras; 3. The E-file
system; 4. A digital reporting system; 5. digital tablets for inmates.

These use cases were identified through a review of existing literature, policy
documents, and discussions with key stakeholders within the Ministry of Justice and
other agencies to ensure the selected tools represented a range of digitalisation
initiatives across various justice settings and processes. Desk-research focused on
publicly available policy documents, legislation and discourse. The sampling strategy
aimed for a diverse range of professional groups within the justice system. This included:

4. Technical experts - individuals involved in the design, development, and
implementation of digital justice tools.

5. Legal professionals - judges, prosecutors, and lawyers representing diverse areas
of practice and experience levels within the justice system.

6. Other justice personnel - individuals working within prisons and other justice-
related agencies who directly interact with and experience the effects of digital
tools.

There were 9 women and 16 men interviewed. Three interviewees were in the age range
below 30 and one above 50, the rest were in the age range between 30 and 50. The
majority of interviewees had above 10 years of experience in the justice system.

This varied sampling strategy aimed to capture a range of perspectives, ensuring the
voices of those most directly affected by digitalisation were included. Specific efforts
were made to interview individuals at different stages of their careers and with varying
degrees of familiarity with digital technologies. However, obtaining a sufficiently diverse
range of participants across all levels and sectors of the justice system proved
challenging.

Twenty-five semi-structured interviews were conducted to gather rich qualitative data.
The interviews employed a flexible approach, enabling in-depth exploration of individual
experiences and perspectives. Twenty-four interviews were conducted online and one
during a personal meeting. All interviews were audio-recorded and subsequently
transcribed verbatim. Data quality was ensured through careful transcription practices,
regular review of transcripts, and rigorous quality checks. The research team strived to
maintain rigorous ethical standards by obtaining informed consent from all participants.
Data anonymity and confidentiality were ensured throughout the research process,
particularly in discussions involving sensitive information.

Thematic analysis was the primary method used to analyse the qualitative interview
data. This involved a systematic process of identifying, analysing, and interpreting
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patterns and themes related to the impact of digitalisation on fundamental rights. This
multi-step process included detailed transcript reviews to identify recurring themes,
coding to organise and categorise data, and further analysis to create a comprehensive
narrative capturing the complexities of the impact of digitalisation on legal and
professional practices. The goal was to develop a deep understanding of the different
viewpoints and the range of issues raised by stakeholders. This analysis was supported
by using qualitative data analysis software and facilitated through regular team
meetings and discussions.

Several challenges emerged during the research process. Obtaining a sufficiently large
and diverse sample proved challenging, particularly securing participation from
individuals outside the main agencies and sectors. Balancing the need for in-depth
gualitative data with the constraints of time and resources also posed difficulties.
Differences in digital literacy levels among interviewees occasionally hampered the
interview process and necessitated additional support. The volume of data generated
during the interviews required careful organisation and management.

Future research could address the limitations identified above by focusing on larger and
more diverse sample sizes that ensure broader representation across the justice system
and other sectors. To address challenges related to digital literacy, specific attention
should be paid to developing methods that make research more accessible and
equitable. It would also be valuable to examine the long-term effects of digitalisation on
fundamental rights. Quantitative methods could complement future qualitative
research, providing a more comprehensive understanding. Finally, further analysis of
public perspectives is vital to understand how the digitalisation of justice is impacting
their experience and their confidence in the system.
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Annex 1: Additional interviews — short
analysis report

1) Methodology/brief overall assessment

This additional phase of interviews aimed to gain further perspectives and insights into
the impact of the digitalisation of justice on individuals' interactions with the justice
system. It sought to complement and deepen the understanding gained from previous
research by focusing on practical experiences and challenges faced by professionals and
users of digital justice tools. In some cases, it was useful to confirm findings obtained so
far in the previous study. With respect to the use cases covered by the research, the
interviewees generally had experience with e-files, digital tablets for detainees, and
digital crime reporting. Accordingly, the additional interviews focused on these use
cases, as well as digitalisation of justice in general.

Interviewees were selected to represent a range of profiles relevant to the use cases
covered in the research. The five interviewees included one senior court official, one pro
bono lawyer at an NGO, one volunteer at a women's support centre, one senior official
at a prison and one lecturer at an educational institution preparing law enforcement
officers. These interviewees worked in civil, administrative, and criminal justice and
educational settings. This selection ensured a diversity of perspectives on the use,
impact, and challenges associated with digital tools in the justice sector. The
interviewees presented contrasting views and gave unique insights due to their
professional backgrounds.

The additional interviews provided valuable insights into the practical implications of
digitalising justice. They highlighted both the benefits and challenges of digital tools,
offering a cross-sectoral view of their impact on fundamental rights. The interviews
confirmed that digitalisation has increased efficiency and accessibility in many areas, but
also revealed persistent concerns about the digital divide, data protection, and the need
for user-friendly systems. Interviewees emphasised the importance of ongoing training
and support to ensure that all users can effectively navigate digital tools.

For instance, a senior court official highlighted the increased efficiency as this: “Well,
that's the thing, all that information is there and we don't have to print anything out or
fill in any paperwork or anything. Everything is there...And then the thing is that because
people can access their own file, there are maybe fewer phone calls, that physically in
the office, people attending the office, there's much less, because they don't have to.”
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Interviewees also generally called for greater transparency and feedback mechanisms
to address user concerns and improve system design.

2) Stakeholder consultations or fundamental rights
impact assessments

The interviews reveal a general lack of systematic stakeholder consultation and formal
fundamental rights impact assessments in the development and implementation of
digital tools within the Estonian justice system. While some consultation occurred
regarding the technical aspects of systems like the e-file, there was limited engagement
with groups potentially affected by these tools, particularly regarding their fundamental
rights.

Several interviewees were unaware of any formal stakeholder consultations or
fundamental rights impact assessments being conducted. For example, a pro bono
lawyer at an NGO, stated, "Not to my knowledge" when asked if their organisation had
been involved in consultations or if studies addressed the impact assessment of digital
systems on fundamental rights. Similarly, the volunteer at a women's support centre
reported, "I don't know if and who was involved in that sense," regarding stakeholder
involvement in the development of the digital crime reporting tool. These findings
confirm concerns about the limited involvement of stakeholders and the lack of formal
impact assessments.

They also highlight the potential negative consequences of this lack of engagement,
particularly for vulnerable groups. For instance, the pro bono lawyer noted that the e-
file system, while excellent for Estonian speakers who also have a valid Estonian ID card,
is not useful for those who do not speak Estonian, or who do not have a valid residence
permit and electronic identification. The interviewee emphasised that this creates a
barrier for her representatives who lack these requirements, impacting their ability to
access materials. This example highlights the need for considering language and
residency barriers during the development of digital tools.

Some interviewees acknowledged the positive impacts of digital tools in terms of
efficiency and accessibility for certain users. However, there was limited discussion of
specific good practices or outcomes resulting from stakeholder consultation or impact
assessments. The volunteer at the women's support centre suggested that including
practitioners in the development process could lead to more user-friendly tools with
practical guidance, stating, "The fact is that those people who are so-called practitioners,
who work on these things, should be listened to or included. It's just that they would be
able to give maybe some practical examples, so that we can make some decisions based
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on those examples." This highlights the potential benefits of incorporating the expertise
of those working directly with affected populations.

3) Benefits/disadvantages to work & support and
training provided

The primary benefit of digitalisation, particularly with tools like the e-file system, is
increased efficiency. For instance, the e-file system has reduced the need for printing
and manual paperwork, making information more accessible and streamlining
workflows. This has also enabled staff to work remotely, offering greater flexibility. A
senior court official described this benefit as follows: “Well it has given an opportunity
to work from a distance and regulate your work. So that you can do the work yourself
from somewhere else. So that you have access to the work all the time.” The ability to
access case information at any time has also reduced the number of in-person inquiries
and phone calls, further saving time.

While digitalisation has largely been positive, it has introduced some challenges.
Technical issues, such as system slowdowns or glitches during updates, can disrupt work.
The volunteer at a women's support centre noted that the digital crime reporting tool
sometimes experiences technical problems, requiring users to submit documents via
email instead. The same interviewee also raised the issue of increased pace; while
efficiency is gained, the constant accessibility means work can come in at any time,
potentially increasing the workload.

The challenges related to technical issues and the digital divide echo the concerns about
potential negative impacts on fundamental rights. The interviewees engaged in the
justice system in professional capacities emphasise the need for ongoing support and
training to mitigate these challenges and ensure that all users, regardless of their digital
literacy, can effectively access and use the digital tools. The discussion on training also
reveals a proactive approach to addressing the skills gap, which is crucial for the
successful implementation of digital justice systems. The provision of training and
support helps to ensure that staff can utilise the systems effectively, reducing errors and
maximising the benefits of digitalisation.

One positive initiative highlighted by a senior prison official was the provision of
information sessions and video materials to detainees before the introduction of digital
tablets. This proactive approach helped detainees understand the system and access
educational videos. The interviewee also noted that more competent prisoners
voluntarily assisted others in learning how to use the tablets, demonstrating a
collaborative approach to addressing the digital skills gap. However, they also
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mentioned that the limited number of tablets and the lack of a clear feedback
mechanism for technical issues remain challenges that need to be addressed.

4) Complaint mechanisms

Several interviewees indicated that while there is a general awareness of complaint
mechanisms, their clarity and effectiveness vary across different digital tools and user
groups. For instance, a senior court official stated that for the e-file system, the
complaint mechanisms are considered clear. They elaborated that there is a phone
number and email address listed directly on the e-file page for reporting problems to
the State Information Systems Centre (RIK). They also mentioned that via these channels
support is provided quickly. This direct access to technical support could be considered
a good practice.

However, for the digital crime reporting tool, there is evidence that vulnerable groups,
such as persons with less digital skills or older persons, are in reality facing challenges
due to the lack of transparency and feedback, which can be a source of frustration for
users. The volunteer at a women's support centre, speaking of their own experience,
raised concerns about the lack of transparency and feedback mechanisms, stating, "So
that | would have some kind of indication where the complaint has gone and what is
happening with this complaint" This is not just a potential concern, but a real experience
of users who are left in the dark about the progress of their reports. It indicates that
although this tool seems efficient at the first glance, the problems with follow-up then
may counter the initial efficiency.

The accessibility of complaint mechanisms is crucial for both justice professionals and
the public they assist. While some users find the systems easy to navigate, others,
particularly those with limited digital literacy or specific needs (e.g., non-Estonian
speakers, elderly), are in reality facing challenges. The pro bono lawyer highlighted that
clients with limited Estonian language skills or without electronic identification face
significant hurdles in accessing the e-file, making it difficult for them to understand the
status of their cases or file complaints effectively.

The interviewees highlight a disparity in the effectiveness of complaint mechanisms
across different digital justice tools. The concerns raised about the digital crime
reporting tool, specifically the lack of transparency and feedback, align with broader
discussions about the importance of user-centric design and the potential for digital
systems to create barriers to justice. The evidence suggests that these barriers are not
merely hypothetical, but are actively impacting the ability of vulnerable groups to access
justice.
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5) Special measures in place for people who may not be
able to access digital tools or services, or new
tools/systems in development

Regarding access to the e-file system, a senior court official and a pro bono lawyer
confirmed that while professional litigants (lawyers) are required to use the e-file, its
use is not mandatory for the general public. Individuals can still submit documents on
paper directly to in the court. According to the senior court official, staff in all courts’
registries is available to assist the public to scan documents into the system. While both
these interviewees agreed on the non-mandatory nature of the system, they had slightly
different perspectives on its usability for the general public. The interviewee felt that
many people could use the e-file system without a lawyer, while the pro bono lawyer
emphasised the barriers faced by those lacking Estonian language skills or electronic
identification. The interviewees in cohort mentioned ongoing efforts to improve the e-
file system's user-friendliness and digital tools being developed in other areas. For
example, the police and prosecutor's office are working to digitise offense cases. This
initiative aims to streamline the process of submitting and accessing case-related
documents for law enforcement and the judiciary, since currently the criminal
procedure system does not mandatorily require the usage of the e-file system.

Here is an illustration of how a transcription tool, one of our use cases, can ease
procedural rights of individuals who do not speak the Estonian language, as expressed
by the senior court official: “If we are talking about administrative proceedings, then yes,
the materials for the administrative proceedings are available in a file that can be viewed
on paper on site. But again, these materials are all in Estonian, which means that it is
not possible, for example, to machine translate them. So if you consult the paper version
and you are a foreign language speaker, you will not understand these materials.” In this
instance the transcription tool can produce a transcript of what was said during the
court session, and this transcription can be translated by other tools into the language
spoken by the foreigner.

In addition to the e-file and the online transcription tool, other digital tools were
discussed. The senior court official noted the convenience of the digital reporting tool
for reporting crimes but also pointed out the lack of transparency and feedback as a
concern. The lack of transparency refers to the fact that, according to the practice-based
view of an interviewee, users receive little to no updates on the status of their report
after submission. This can be frustrating for individuals who are unsure if their report
has been received, is being investigated, or has been closed. The interviewee suggested
a user guide or examples to help people formulate their reports, suggesting that it is
currently quite difficult for a layperson to do so. This difficulty stems from the need to
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accurately categorise the crime, provide detailed information, and understand the legal
terminology involved; which is difficult to do in practice without legal assistance.

Regarding the transcription tool, the senior court official mentioned its use for recording
sessions, but noted challenges with accuracy, especially with non-Estonian speakers or
when there is a mix-up or an interpreter involved. The tool is less effective in hybrid
sessions because the audio quality can be compromised, making it difficult for the tool
to accurately transcribe the conversation.

Regarding the digital tablets for prisoners, a senior official at a prison reported that
tablets have increased access to information for prisoners, allowing them to consult
court decisions and submit applications. However, there were concerns about the
limited number of tablets and initial intimidation some prisoners felt towards the
technology. For instance, the interviewee stated that the number of prisoners far
exceeds the number of available tablets, and therefore prisoners need to apply and wait
for their timeslot to use a tablet. According to the prison officer, some prisoners are
concerned that their communication via the digital tablet with the court and defence
attorney is not private and prison staff has access to what they discuss.

The interviewees generally emphasised the need to balance the benefits of digitalisation
with ensuring accessibility and protecting fundamental rights. This aligns with findings
from previous interviews undertaken in the earlier phase of the FRA study on
digitalisation of justice, which highlighted the importance of user-centred design and
ongoing training to ensure that digital tools are accessible and beneficial for all users.

6) Positive impacts on fundamental rights (benefits)

The interviewees consistently highlighted the improved accessibility of case information
through e-files. For instance, the senior court official noted that individuals can now
access their case details "at any time, from any location," eliminating the need for extra
phone calls and appointments. This was seen as particularly beneficial for those in
remote areas or with mobility limitations. The pro bono lawyer emphasised the positive
impact on individuals living abroad, stating that trials are now being held "absolutely
everywhere in the world," reducing the need for personal attendance. The COVID-19
pandemic further underscored the importance of remote access, as it allowed legal
proceedings to continue despite restrictions.

Digital tools, particularly e-files, were seen as enhancing defence rights by providing
easier and more timely access to case materials. The pro bono lawyer stated that the e-
file is the "main tool" they use when representing clients in court, allowing them to
quickly file complaints, responses, and appeals. Digital tablets in prisons were seen both
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by the prison officer and academic expert as facilitating access to legal information and
the ability to submit applications related to their case (for instance, applications to the
judge on any procedural matter, related to gathering evidence, call for witnesses, or
other requests). This can be important for exercising the right of defence, confirmed
both. The right of defence is perhaps the central element in the digital tablets system
from the rule of law aspect, stated the academic expert. This is because prisoners have
almost immediate access to all materials in their files and do not need to request
documents on paper separately each time they wish to consult some information. The
digital tablets have created, figuratively speaking, a 24/7 legal environment for the
prisoners, if they wish to study legal norms, judicial practice or communicate with their
defence attorney.

Interviewees generally felt that digital systems themselves do not discriminate. One
interviewee noted that the systems are "user-neutral" and that individuals have the
freedom to choose whether to use digital tools or paper-based methods. Concerns were
raised about the potential for digital tools to exacerbate existing inequalities. The senior
court official noted that older people who are not as digitalised as younger generations
may be disadvantaged.

The interviews revealed a complex picture of the impacts of digitalisation on
fundamental rights in the Estonian justice system. While digital tools offer numerous
advantages in terms of efficiency, accessibility, and transparency, there are ongoing
concerns about ensuring equitable access, protecting individual rights, and mitigating
potential risks to data protection and privacy. The importance of user-friendly design,
the provision of support and training, and ongoing monitoring and evaluation were
emphasized as key factors in maximizing the positive impacts of digitalisation and
minimizing potential negative impacts on fundamental rights.

7) Negative impacts on fundamental rights (risks)

While largely confirming findings from earlier research, the interviewees also provided
valuable new insights into specific systems and their practical applications. Interviewees
acknowledged the potential for a "digital divide," where certain segments of the
population may be left behind in the context of digital solutions. For example, the senior
court official noted that foreign-language speakers, Russian-speaking individuals, and
older citizens may encounter difficulties due to language barriers and limited digital
literacy. The pro bono lawyer further emphasised that individuals lacking a valid
residence permit or electronic identification are technically unable to access e-files,
forcing them to rely on representatives. To address these risks, the senior court official
explained that paper documents are still provided to those who cannot access e-files.
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Additionally, public computers are available in registries, and staff can assist individuals
in creating PDF files of their cases. The pro bono lawyer emphasised the importance of
conscientious representatives who send materials to their clients, translate them, and
explain their contents. They also stressed the importance of representatives who are
conscientious in sending materials to their clients, translating them, and providing clear
explanations.

Concerns were raised about the potential for unequal access to digital tools to
disadvantage certain defendants. The women support centre consultant noted that
individuals who are not digitally literate or who lack access to electronic identification
are at a disadvantage compared to those who are tech-savvy. The interviewee sees the
provision of alternative access methods, such as paper documents and assistance from
representatives, as important for mitigating these risks.

Data protection and privacy were also identified as areas of concern. Interviewees
acknowledged the risks associated with digital systems, such as the potential for
unauthorised access due to errors or security breaches. The senior court official noted
the risk of a court official making an error that allows unauthorised access to data. The
digital tablets used in prisons raise specific data protection concerns, as they contain
sensitive personal information. While security protocols are in place, the potential for
breaches remains a concern. The senior official at a prison mentioned a case where
some inmates were able to reset the factory settings on the tablets, highlighting the
vulnerability of the system. Measures in place to address these risks include security
protocols, procedures for handling data breaches, and data protection training for staff.
However, the interviewee clarified that these measures have now been reviewed due
to the recent revelation of ‘holes’ in the system. The pro bono lawyer highlighted the
risk that individuals who communicate with the court through email or paper documents
may face prejudices from officials who are accustomed to digital communication.
Although no concrete examples were given, this was the interviewee’s perception from
communication with some of their clients.

While digital tools offer numerous advantages in terms of efficiency, accessibility, and
transparency, there are ongoing - both abstract and based on concrete individual
experiences and ‘grasp’ of the practice, as can be generalised from the interviewees -
concerns about ensuring equitable access, protecting individual rights, and mitigating
potential risks to data protection and privacy.
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8) Mitigation/measures to address risk of digital tools to
fundamental rights

The interviewees identified various risks. They indicated that feedback and suggestions
regarding potential risks were welcome, especially in the initial stages of
implementation. There are channels to communicate concerns, such as reporting
technical issues to IT support. In the prison context, there is a mention by the senior
official interviewed at a prison of security risks being monitored, with adjustments made
to systems like facial recognition logins in response to identified risks.

Specific measures to address identified risks vary depending on the nature of the issue.
Here are some concrete examples. The senior court official described how their office
addresses the digital divide by providing alternative methods for accessing case
information. "We still provide paper documents to those who cannot access e-files," the
interviewee explained. "Additionally, we have public computers available in the registry,
and staff can assist individuals in creating PDF files of their cases." This ensures that
individuals without the necessary technology or skills can still participate in legal
proceedings.

To ensure procedural fairness, there is a strong emphasis on the importance of serving
documents to all parties and ensuring that they are aware of legal proceedings. As the
senior court official explained, "The court knows that it always has to get hold of the
person. So that we can't just send it anywhere. And indeed, the person is being searched
for from above and below ground."

In order to address security risks associated with digital tablets in prisons, a multi-
layered approach is employed. As the senior prison official noted, "We have also
restricted or tightened some things there, such as logins with facial recognition, etc.,
because certain security risks have come to light." This demonstrates a proactive
approach to identifying and mitigating potential vulnerabilities.

When inaccurate translations are identified, the pro-bono lawyer prefers to use
translation services for that anyway.

9) Other issues
The following observations about other issues can be put forward.

While the interviews focused primarily on the impacts of e-files and digital tablets, they
also touched on other important issues related to the digitalisation of justice.
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One key area was the existence of monitoring or oversight mechanisms. Interviewees in
cohort indicated that there are mechanisms in place to oversee security risks associated
with digital tools, particularly concerning the inmates' digital tablets. This includes
tracking system logs and adjusting security measures like facial recognition logins in
response to identified threats. As one interviewee noted - the pro bono lawyer - this is
important for protecting the fundamental rights of individuals, including their right to
privacy and data protection, as well as ensuring the security and integrity of legal
proceedings.

However, there was less clarity about the existence of broader monitoring or oversight
mechanisms to assess the overall impact of digital tools on fundamental rights or their
effectiveness in achieving their intended goals. The interviewees suggested that
feedback and suggestions regarding potential risks or issues with digital tools are
generally welcomed, with channels available to report technical problems or security
concerns.

The interviews also explored the current and potential use of artificial intelligence (Al)
in the justice system. Interviewees indicated that Al is not currently widely used in the
digital tools discussed. For example, the e-file system primarily functions as a repository
and does not generate content or make automated decisions.

However, all interviewees acknowledged the potential for Al to play a greater role in the
future. One interviewee — the volunteer at the women support centre - suggested that
Al could be used in processing small claims, potentially speeding up the resolution of
these cases. Another interviewee, a lecturer at the higher educational institution,
expressed concern about the potential for Al to negatively impact students' analytical
skills and linguistic fluency, noting that students are increasingly relying on Al tools to
complete assignments.
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Annex 2: Mapping of use cases

Use case #1

Name of use case:

Transcription tool

Link to official website, if
available, and brief description
of what sources were
consulted/are available about
this system/tool (include brief
references and links):

https://www.justdigi.ee/uudised/konetuvastustarkvara-
hoiab-kokku-kohtute-tooaega

Sources consulted: Ministry of Justice, General
Prosecutor Office, Estonian Bar Association, Estonian
Lawyer’s Union, Chancellor of Justice, Supreme Court,
Police and Boarder Guard Board

Type of tool/system:

X Digital tool/system supporting the work of courts,
prosecution or law enforcement more generally (e.g. such
as for the anonymisation and pseudonymisation of
judicial decisions; a transcription tool for recording of
proceedings; a tool to help with legal analysis (e.g. of case
law and big data sources).

Digital tool/system(s) used in:

All justice fields

In application since
(month/year):

2022

Brief information on scope of
use (e.g. in use nationwide;
interoperable across various
justice authorities/

branches of justice) or applied
only in one particular setting or
jurisdiction?):

Nationwide, court system

Provided/certified by public
authorities

X Yes O Yes

Brief description:

(Mention the purpose of the

system and include a brief
description of the technology
used and whether the private
sector was involved in the
development of the tool, and if
so, was it a ‘general-purpose
tool’ or custom-made/adopted
for specific use in the justice
sphere? If possible, include a
brief explanation of what kind of
non-digital system it is aimed at

The Salme version of the court session recording
software, which includes the new speech recognition
software, has been completed. The speech recognition
software has been created especially considering the
vocabulary used in court sessions, and next to the audio
recording of the court session, a transcription of what was
said during the session is created.

Custom made for justice system.

Replacing human secretaries taking notes at the sessions.
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replacing/has
applicable.)

replaced, if

Does the tool use artificial
intelligence (Al) (to also be
briefly elaborated in the section
above on type of technology):

[OX Yes 0 No [ Yes

Brief preliminary assessment of
who uses/interacts with the
system/tool

(i) in a professional capacity?
(for example judges, lawyers,
prosecutors)

(ii) as a service receiver? (for
example individuals seeking
information about justice)

(i) Professional capacity: court officials

(ii) Service receiver: justice sphere professionals

Brief preliminary assessment of

(i) which stakeholders (i.e.
service receivers or others?)
would be impacted?

(ii) which of their fundamental
rights could be potentially
impacted (positively and
negatively)?

(i) Briefly describe (few sentences) and tick all that apply:
Everyone involved in proceedings are interested that
their statements are accurate.

[OX Complainants

X Victims

[IX Defendants

[ Other (specify): everyone involved in proceedings

(ii) Briefly describe (few sentences) and tick all that apply:
Al generated transcript can negatively affect procedural
rights. It is in general expected to have positive impact
because of accuracy.

LIX Article 47 (right to an effective remedy and to a fair
trial)

X Article 48 (presumption of innocence and rights of
defence)

LIX Article 21 (non-discrimination)

X Article 7 (respect for private and family life)

X Article 8 (protection of personal data)

O

Is the system used/intended to
be used in a cross-border
setting?

Do not know/unclear
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Case law about the system/tool, | N/A
if

applicable (e.g. were there any
judicial challenges of its use)?
Feasibility of researching this | Yes

use case (e.g. finding 5
professionals to interview in line
with FRA criteria)?

Relevance (any links to current
policy and legislative
developments about
digitalisation of justice in your
country and/or in the EU?):

Very relevant, likely to be used widely.

Proposed for final selection by
contractor:

[ X Yes I No
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Use case #2

Name of use case:

Summary judgment in misdemeanour traffic cases

Link to official website, if
available, and brief
description of what sources
were consulted/are
available about this
system/tool (include brief
references and links):

No specific website, general information from the Police and
Boarder Guard Bureau:
https://www.politsei.ee/et/juhend/kiiruskaamerad/trahviteade
Source consulted: Police and Border Guard Bureau

Type of tool/system:

[IX Digital tool/system supporting the work of courts,
prosecution or law enforcement more generally (e.g. such as for
the anonymisation and pseudonymisation of judicial decisions; a
transcription tool for recording of proceedings; a tool to help
with legal analysis (e.g. of case law and big data sources).

Digital tool/system(s) used
in:

LI Civil justice [ Criminal justice [IX Administrative justice
(misdemeanor proceedings)

In application since | 2019
(month/year):

Brief information on scope | It is used nationwide where there are speed cameras.
of wuse (e.g. in use

nationwide; interoperable

across various  justice

authorities/

branches of justice) or

applied only in one

particular setting or

jurisdiction?):

Provided/certified by | OX Yes [ Yes

public authorities

Brief description:

(Mention the purpose of
the

system and include a brief
description of the
technology  used and
whether the private sector
was involved in the
development of the tool,
and if so, was it a ‘general-
purpose tool’ or custom-
made/adopted for specific
use in the justice sphere? If

The speed cameras generate automatically a statement of traffic
violation and respective claim of a fine. These are signed digitally
by human.

Custom made for misdemeanour proceedings.

Replacing humans who would need generate the statement and
fine claim.
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possible, include a brief
explanation of what kind of
non-digital system it is
aimed at replacing/has
replaced, if applicable.)

Does the tool use artificial
intelligence (Al) (to also be
briefly elaborated in the
section above on type of

[OX Yes 0 No [ Yes

technology):

Brief preliminary

assessment of who | (i) Professional capacity: police officers.
uses/interacts with the

system/tool

(ii) Service receiver: traffic violators.

(i) in a professional

capacity? (for example

judges, lawyers,

prosecutors)

(ii) as a service receiver?
(for example individuals
seeking information about
justice)

Brief
assessment of

preliminary

(i) which stakeholders (i.e.

service receivers or
others?) would be
impacted?

(ii)  which of their

fundamental rights could
be potentially impacted
(positively and negatively)?

(i) Briefly describe (few sentences) and tick all that apply:
Everyone caught by a speeding camera are impacted.

[OX Defendants

(ii) Briefly describe (few sentences) and tick all that apply: It
concerns the question to what extent a state can follow people’s
movements. Whether positive or negative impact not exactly
clear.

LIX Article 48 (presumption of innocence and rights of defence)
X Article 7 (respect for private and family life)
[IX Article 8 (protection of personal data)

Is the system
used/intended to be used
in a cross-border setting?

Do not know/unclear

Case law about the

system/tool, if

There is some case law emerging.
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applicable (e.g. were there
any judicial challenges of
its use)?

Feasibility of researching | Yes
this use case (e.g. finding 5
professionals to interview

in line with FRA criteria)?

Relevance (any links to

Moderately relevant.

current policy and

legislative  developments

about digitalisation  of

justice in your country

and/or in the EU?):

Proposed for final selection | [0 X Yes [0 No
by

contractor:

Use case #3

Name of use case: E-file
Link to official website, if | In Estonian: https://etoimik.rik.ee/

available, and brief description
of what sources were
consulted/are available about
this system/tool (include brief
references and links):

Sources consulted: Ministry of Justice, General
Prosecutor Office, Estonian Bar Association, Estonian
Lawyer’s Union, Chancellor of Justice, Supreme Court,
Police and Boarder Guard Board,

Type of tool/system:

Electronic filing and exchange of documents, or electronic
communication system.

Digital tool/system(s) used in:

All fields of justice

In application since
(month/year):

2009

Brief information on scope of
use (e.g. in use nationwide;
interoperable across various
justice authorities/

branches of justice) or applied
only in one particular setting or
jurisdiction?):

Used nationwide in all branches of justice.

Provided/certified by public
authorities

X Yes O Yes

Brief description:

(Mention the purpose of the

The e-file is an electronic environment for communicating
with the court, through which one can submit documents
related to the procedure to the court, the police and the
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system and include a brief
description of the technology
used and whether the private
sector was involved in the
development of the tool, and if
so, was it a ‘general-purpose
tool’ or custom-made/adopted
for specific use in the justice
sphere? If possible, include a
brief explanation of what kind of
non-digital system it is aimed at
replacing/has replaced, if
applicable.)

prosecutor's office, as well as applications to initiate
enforcement proceedings to the bailiff. It is possible to
monitor the course of procedures related to you and the
times of sessions. In addition, one can consult the data of
the criminal record and use the digital file to process
documents.

Custom made for the justice system.

Replacing filing on paper documents.

Does the tool use artificial
intelligence (Al) (to also be
briefly elaborated in the section
above on type of technology):

[ Yes O No X Do not know

Brief preliminary assessment of
who uses/interacts with the
system/tool

(i) in a professional capacity?
(for example judges, lawyers,
prosecutors)

(ii) as a service receiver? (for
example individuals seeking
information about justice)

(i) Professional capacity: every representative of legal
profession involved in court proceedings.

(ii) Service receiver: everyone involved in court
proceedings as parties, or interested in their procedural
rights

Brief preliminary assessment of

(i) which stakeholders (i.e.
service receivers or others?)
would be impacted?

(ii) which of their fundamental
rights could be potentially
impacted (positively and
negatively)?

(i) Briefly describe (few sentences) and tick all that apply:
All stakeholders are impacted.

[OX Complainants
X Victims
[OX Defendants

(ii) Briefly describe (few sentences) and tick all that apply:
Since it is widely used, it impacts all fundamental rights
protectable in courts. Positive impact.

LIX Article 47 (right to an effective remedy and to a fair
trial)

X Article 48 (presumption of innocence and rights of
defence)

LIX Article 21 (non-discrimination)

X Article 7 (respect for private and family life)
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X Article 8 (protection of personal data)

Is the system used/intended to
be used in a cross-border
setting?

Do not know/unclear

Case law about the system/tool, | N/A
if

applicable (e.g. were there any
judicial challenges of its use)?
Feasibility of researching this | Yes

use case (e.g. finding 5
professionals to interview in line
with FRA criteria)?

Relevance (any links to current
policy and legislative
developments about
digitalisation of justice in your
country and/or in the EU?):

Very relevant, since it is used by the entire court system.
It is not possible to communicate with courts without
access to e-file.

Proposed for final selection by
contractor:

[ X Yes I No
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Use case #4

Name of use case:

Digital reporting of a crime

Link to official website, if
available, and brief description
of what sources were
consulted/are available about
this system/tool (include brief
references and links):

- https://www.politsei.ee/et/avaldus-politseile

Sources consulted: Ministry of Justice, General
Prosecutor Office, Estonian Bar Association, Estonian
Lawyer’s Union, Supreme Court, Police and Boarder
Guard Board.

Type of tool/system:

[IX Digital tool/system that facilitates reporting a crime
or
issuing a complaint.

Digital tool/system(s) used in:

LI Civil justice [ Criminal justice LIX Criminal justice

In application since

(month/year):

Not known, but for some time

Brief information on scope of
use (e.g. in use nationwide;
interoperable across various
justice authorities/

branches of justice) or applied
only in one particular setting or
jurisdiction?):

Nationwide in criminal justice

Provided/certified by public
authorities

X Yes O Yes

Brief description:

(Mention the purpose of the
system and include a brief
description of the technology
used and whether the private
sector was involved in the
development of the tool, and if
so, was it a ‘general-purpose
tool’ or custom-made/adopted
for specific use in the justice
sphere? If possible, include a
brief explanation of what kind of
non-digital system it is aimed at
replacing/has  replaced,  if
applicable.)

The tool enables to submit a statement about a crime
committed in Estonia or an online crime, the
consequences of which occurred in Estonia. A decision to
start the procedure cannot be made on the basis of a non-
digitally signed application. In order to decide on the
initiation of the procedure, the investigator may request
the submission of additional data or invite the applicant
to the station.

Custom made for the justice system.

Exists in parallel with personal reporting of a crime
directly to the police officers.

Does the tool use artificial
intelligence (Al) (to also be
briefly elaborated in the section
above on type of technology):

[ Yes [0 No [OX Do not know
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Brief preliminary assessment of
who uses/interacts with the
system/tool

(i) in a professional capacity?
(for example judges, lawyers,
prosecutors)

(ii) as a service receiver? (for
example individuals seeking
information about justice)

(i) Professional capacity: police officers

(i) Service receiver: victims or witnesses of a crime.

Brief preliminary assessment of

(i) which stakeholders (i.e.
service receivers or others?)
would be impacted?

(ii) which of their fundamental
rights could be potentially
impacted (positively and
negatively)?

(i) Briefly describe (few sentences) and tick all that apply:
Gives more options to communicate with the police.

[IX Complainants
LIX Victims

(ii) Briefly describe (few sentences) and tick all that apply:
The matter of whether such reporting affects negatively
defence rights or rights of victims is relevant. Positive
impact because of efficiency.

LIX Article 47 (right to an effective remedy and to a fair
trial)

X Article 48 (presumption of innocence and rights of
defence)

Is the system used/intended to
be used in a cross-border
setting?

Do not know/unclear

Case law about the system/tool,
if

applicable (e.g. were there any
judicial challenges of its use)?

N/A

Feasibility of researching this
use case (e.g. finding 5
professionals to interview in line
with FRA criteria)?

Yes

Relevance (any links to current
policy and legislative
developments about
digitalisation of justice in your
country and/or in the EU?):

Important to empower e-state

Proposed for final selection by
contractor:

[ X Yes I No
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Use case #5

Name of use case:

Digital boards for prisoners

Link to official website, if available,
and brief description of what sources
were consulted/are available about
this system/tool (include brief
references and links):

Website not available.
Sources: Police and Border Guard Board, Ministry of
Justice, General Prosecutor’s Office.

Type of tool/system:

[IX Digital tool/system that facilitates individuals’
access to information and/or their engagement with
justice systems.

[ Digital tool/system that facilitates reporting a crime
or
issuing a complaint.

] Digital tool/system used to support judicial
authorities in
decision-making.

[ Digital tool/system supporting the work of courts,
prosecution or law enforcement more generally (e.g.
such as

for the anonymisation and pseudonymisation of
judicial

decisions; a transcription tool for recording of
proceedings; a

tool to help with legal analysis (e.g. of case law and big
data

sources).

[ Electronic filing and exchange of documents, or
electronic
communication system.

O Real-time distance communication service or tool,
such as

video-conferencing.

[ Other (please specify):

Digital tool/system(s) used in:

LIX Civil justice LIX Criminal justice LIX Administrative
justice

In application since (month/year):

Recent, not exactly known
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Brief information on scope of use (e.g.
in use nationwide; interoperable
across various justice authorities/
branches of justice) or applied only in
one particular setting or
jurisdiction?):

Used only in Estonian prisons.

Provided/certified
authorities

by public

X Yes O No

Brief description:

(Mention the purpose of the

system and include a brief description
of the technology used and whether
the private sector was involved in the
development of the tool, and if so,
was it a ‘general-purpose tool’ or
custom-made/adopted for specific
use in the justice sphere? If possible,
include a brief explanation of what
kind of non-digital system it is aimed
at  replacing/has  replaced, if
applicable.)

These digital boards enable prisoners access to legal
information and also their e-files.

Custom made.

It replaces the need to provide to prisoners these
documents in printed version.

Does the tool use artificial intelligence
(Al) (to also be briefly elaborated in
the section above on type of
technology):

O Yes [0 No [OX Do not know

Brief preliminary assessment of who
uses/interacts with the system/tool

(i) in a professional capacity? (for
example judges, lawyers,
prosecutors)

(ii) as a service receiver? (for example
individuals seeking information about
justice)

(i) Professional capacity: prison officials, court officials

(ii) Service receiver: prisoners

Brief preliminary assessment of

(i) which stakeholders (i.e. service
receivers or others?) would be
impacted?

(i) Briefly describe (few sentences) and tick all that
apply: prisoners get more efficient access to data.

[J Complainants
I Victims

[IX Defendants
[ Other (specify):
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(i) which of their fundamental rights
could be potentially impacted
(positively and negatively)?

(ii) Briefly describe (few sentences) and tick all that
apply: Prisoners can defend their rights more
efficiently. Positive impact.

[IX Article 47 (right to an effective remedy and to a
fair trial)

LIX Article 48 (presumption of innocence and rights of
defence)

[IX Article 21 (non-discrimination)

[ Article 7 (respect for private and family life)
L1 Article 8 (protection of personal data)

[ Other (specify):

Is the system used/intended to be
used in a cross-border setting?

O Yes [ No OX Do not know/unclear

Case law about the system/tool, if
applicable (e.g. were there any
judicial challenges of its use)?

No case law about this tool, but it is a consequence of
the ECtHR landmark decision against Estonia about
the access of prisoners to Internet.

Feasibility of researching this use case
(e.g. finding 5 professionals to
interview in line with FRA criteria)?

Yes

Relevance (any links to current policy
and legislative developments about
digitalisation of justice in your country
and/or in the EU?):

Increasingly relevant.

Proposed for final selection by
contractor:

X Yes O No




