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Executive summary

One of the milestones of the National Recovery and Resilience Plan (PNRR) was the
legislative reform adopted in 2022 which accelerated the digitalisation of the justice
system in Italy. As a consequence, the main instrument to monitor the implementation
of the digitalisation process is intricately connected to the mandatory periodic
monitoring instruments of the national PNRR. The existence of mandatory legal
obligations to implement the digitalisation of judicial procedures — i.e., the 2022
legislative reform of the Italian justice system and the obligations entailed by the PNRR
in terms of increasing the efficiency of the justice system — encouraged Ministerial
authorities to invest financial and human resources in developing the needed
technology. Moreover, such obligations accelerated the digital transition without
always leaving time and room for adequate consultations with justice professionals, who
often felt their points of view and opinions on how to best adapt digital tools to their
professional need were not duly considered.

Digitalisation has been implemented at a different pace in the various judicial branches.
While digitalisation of civil justice has been largely achieved, the criminal justice system
has undergone a more gradual process of digitalisation and faced higher resistance from
justice professionals. The beginning of 2025 was the deadline for the digitalisation of all
judicial documents and procedures in the criminal justice system. However, both judicial
authorities and criminal lawyers expressed harsh criticism. They mainly criticised the
malfunctions of APP — the digital database introduced in the criminal justice system,
analysed as use case in this research — which is considered a key instrument to develop
the digital criminal trial (PPT). PPT is facing challenges in improving efficiency due in part
to inadequate and outdated technical devices at the disposal of Italian courts.

Specific concerns in terms of fundamental rights have been highlighted by justice
professionals concerning the increased use of videoconference system in criminal
proceedings in particular. According to justice professionals — especially criminal lawyers
— these systems — which experienced a rapid boost during the Covid-19 pandemic — risk
compromising defendants’ rights to a fair trial and to legal defence. For the reasons
mentioned above, both the APP and videoconference systems were selected as use
cases for this research. Some participants stressed that an effort should be made by
Ministerial authorities to improve the consistency of digital procedures across different
judicial branches, and to develop a common database of judicial documents and acts.

The use of Artificial Intelligence (Al) in judicial procedures has not been developed so far
in the Italian justice system. The Italian Strategy for Artificial Intelligence 2024-2026 —
drafted by Agency for Digital Italy (Agenzia per I'ltalia Digitale — AGID) — includes a
section focusing on Al in public administrations but no specific reference to the judicial




system. Moreover, at the end of 2024, the Italian Parliament started debating the Draft
Law on Dispositions and Delegation to the Government on Artificial Intelligence: its
Article 14, on judicial activities, states that IA may only be used for support activities
such as the organisation and simplification of work or for analysing case law and
academic literature. However, it is always up to the magistrate to decide on the
interpretation of the law, the evaluation of facts and evidence and on the adoption of
any measure, including sentencing. In fact, none of the use cases analysed for the
purposes of this research included the use of Al in judicial procedures; nonetheless,
some of the participants expressed their expectations on the future use of Al tools in
the judicial system, in general, and in the further development of the considered use
cases.

The coordination of the digitalisation process in the different judicial branches is
entrusted to the Department at the Ministry of Justice on digital transition, statistical
analysis, and cohesion policies, set up in 2022. In particular, the Department’s
Directorate-General for Automated Information Systems (Direzione generale sistemi
informativi automatizzati — DGSIA) is the public body in charge of implementing in
practice the digitalisation of the justice system, also contracting private companies and
experts to design and develop the technology that is needed. DGSIA though must share
its competences in this field with other public bodies in charge of the digitalisation of
the public administration: according to some experts, this fragmentation of
competences between public bodies with slightly different tasks might compromise the
efficiency and effectiveness of digitalisation in Italy.

The role of private companies is crucial in the Italian digitalisation process. The DGSIA is
the authority in charge of public procurements for the acquisition of IT goods and
services necessary for the digitalization process. The procurement process is the
procedure generally used to involve private companies in the digitalization process of
the justice system. Periodic calls for services or products are launched by DGSIA and are
available on the website of the DGSIA.

Justice professionals were poorly consulted during the design and implementation of
the digitalisation process. When the digitalisation process started in 2011, the Ministry
decided to proceed with pilot projects in selected judicial districts to design solutions
that could be later extended nationwide. In 2014, a Permanent Board on the Electronic
Civil Trial was set up by the Ministry of Justice to foster a continued discussion with all
the most representative institutions and associations, to better design solutions and to
verify in concrete terms the needs that may arise even after the start of the compulsory
electronic trial on 30 June 2014. No similar initiative was implemented for the
digitalisation of the criminal proceeding. This information was confirmed also by
professionals interviewed on the selected use cases: whereas technical experts reported
participating in coordination mechanisms with ministerial authorities aimed at tailoring




and developing digital tools; justice professionals often complained about the
insufficient involvement and consideration of their points of view in the design and
rollout of new technologies. It is worth noting that no independent authorities have
been entrusted with a specific mandate concerning the digitalisation of the judicial
system: the existing independent national authorities — e.g., the Italian Data Protection
Authority — have the power to provide feedback and issue opinions on digitalisation
tools and measures; however, Ministerial Authorities did not appoint an authority as
responsible of overseeing and monitoring the digitalisation process. It is worth stressing
that Italy does not have an independent human rights institution.

Another crucial element concerns training and support offered to justice professionals
in the transition to the new digital procedures. Desk research and interviews confirmed
that the Ministry of Justice organised training schemes for justice professionals (mainly
judges and prosecutors) and set up a virtual helpdesk to cope with malfunctions and
technical issues of the new systems. However, many participants described these
initiatives as inadequate to respond to the training needs of professionals, especially
older ones with poor digital skills, who often had to resort to either the technical staff
of their judicial districts, or to the voluntary support of their younger/more digitally
skilled colleagues. As a good practice, professional organisations of both judges and
lawyers organised their own training schemes for justice professionals: these
opportunities were often mentioned by professionals interviewed on the selected use
cases.

The selected use cases concerned both the civil justice system (Use case No. 3:
MIGRANTES project; Use case No. 5: Electronic filing in Juvenile Courts) and the criminal
justice system (Use case No. 1: MVC - video-conferencing); Use case No. 2: Electronic
Criminal Trial Application — APP); Use case No. 4 on Proximity Offices focused on
voluntary jurisdictions. The selection was aimed at covering not only different judicial
branches, but also diverse thematic fields and types of persons involved in the
proceedings. In fact, both adult and juvenile justice systems are considered; Proximity
Offices allowed to analyse a possible promising practice aimed at fostering an easier
access to justice for vulnerable subjects (persons with disabilities in particular); and Use
case No. 3 was deemed crucial to take into account asylum procedures, given the
relevance of this judicial field in the Italian context. As reported above, selecting APP
and video-conferencing was deemed crucial to better analyse and to collect evidence-
based information on the criticisms that these two tools raised among justice
professionals. Another initially selected case concerned an experimental project
implemented in a specific judicial district to streamline and increase efficiency of asylum
procedures, developing a rapid research method on Country-of-origin information for
judges: however, this use case was discarded because it was already concluded at the
moment of the research with no long-term impact and no plan to continue it afterwards.




The tables included in each of the sections analysing the selected use cases help the
readers have a general overview of the fundamental rights positively and negatively
impacted by the new systems. The overall impression of the participants is that the
digitalisation process strongly contributes to an increased efficiency and transparency
of the Italian judicial system, reducing the workload requested on administrative staff
by traditional manual procedures. Digital tools can also help reducing the costs of the
access to justice, in terms of the resources needed to physically visit courtrooms and
offices. However, digitalisation can also result in depersonalisation of justice,
standardisation of procedures, and this is of particular concern for the criminal trial:
video-conference systems limit the participation of defendants to judicial hearings and
can compromise communication with their defenders. This concern was primarily
expressed by criminal lawyers who presented the use of video-conference as a possible
relevant threat to the right to legal defence. The role of Proximity Offices in fostering
easier access to justice for vulnerable categories — such as people with disabilities, or
people living in remote areas with no local courts —was considered as a crucial measures
to counter discrimination in access to justice: however, it is worth noting that Proximity
Offices only deal with voluntary jurisdictions and not with ordinary civil or criminal
proceedings. Major concerns were expressed when it comes to privacy and data
protection by both judges and lawyers (less often by technical experts): even if solid
protection measures were developed by Ministerial authorities and contracted technical
experts to ensure access to digital judicial information is restricted to authorized
professionals, the general obsolescence of technologies at the disposal of Italian courts
could result in data breaches of very sensitive information, especially when it comes to
juvenile justice.

Finally, it is important to stress that none of the participants reported that a thorough
fundamental rights assessment was conducted prior to the introduction of the
considered digital tools: this confirms the information collected on this issue through
desk research. If an assessment was sometimes conducted on the mitigation measures
needed to ensure privacy and data protection, the same was not carried out for other
possible risks for fundamental rights of trials’ parties. Some participants stressed that
this omission can be explained considering two factors: on the one hand, the
digitalisation process of the justice system was made mandatory by law and responds
to obligations negotiated in the context of the PNRR, leaving reduced room to analyse
and assess its impact on fundamental rights. On the other hand, there is a general
assumption that technologies are a neutral instrument and that fundamental rights are
already protected by the in-force international and national legislation.

In conclusion, the digitalisation process seems to have overall improved efficiency in the
Italian justice system, especially in civil justice where the process is completed. Criminal
justice is still suffering from delays and backlogs which, paired with the technical
inefficiencies of the instruments in place, are preventing digitalisation from achieving its




full potential. However, the lack of a thorough fundamental rights assessment and the
reduced involvement of justice professionals in the design and rollout phase seems to
have caused relevant shortcomings in the digital tools in place, especially those
employed in the criminal justice system, where possible fundamental rights — such as
the right to legal defence — might be challenged using digital tools. Moreover, further
digitalisation should be implemented carefully taking into account the needs of each
judicial branch, especially when proceedings involve vulnerable persons and children:
the juvenile justice system, in particular, will require specific adaptations of the
digitalisation process, as to take into account not only the different procedures in place,
but also the diverse range of actors involved in juvenile justice proceedings (e.g., local
social services).
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1. Legal/policy/institutional
framework of digitalisation of justice
— key developments

1.1 Development of digitalisation of justice systems to date (law, policy and
coordination)

1.1.1 The steps of implementation of the digitalisation process in Italy

In Italy, digitalisation of justice has progressively been implemented in different areas of
jurisdiction, governed by their own specific legal frameworks on electronic trials (*).
Overall, the more advanced area of legislation in the field of digitalisation is represented
by the civil justice system. Since 2021, relevant reforms were implemented in the
framework of the National Recovery and Resilience Plan (Piano Nazionale di Ripresa e
Resilienza - PNRR) (?): as part of the EU’s Recovery and Resilience Facility (RFF),
significant investments were addressed to the digital transformation of public
administration to strengthen the efficiency and competitiveness of the ltalian justice
system. More specifically, the Italian Ministry of Justice, through the Directorate for
Automated Information Systems, is the implementing party of the PNRR Investment
1.6.2 - Digitisation of the Ministry of Justice, of which the owner administration is the
Department for Digital Transformation. The Digitisation investment, for the justice
sector, is financed with a total of EUR 133,203,200.00, of which EUR 19,082,970.63 has
already been spent as of 30 June 2024, for the implementation of two objectives: the
digitisation of 7,750,000 files of the Supreme Court, Courts of Appeal, Ordinary courts,
Public Prosecutors' Offices and Justices of the Peace; the implementation of the so-
called ‘Data Lake’ (3). The Digital Administration Code (Codice dell’Amministrazione

(Hitaly, Pisano, 1., (2022), Pct and pat compared: similarities and differences in legislation and prospects
for reform' (Pct e pat a confronto: analogie e differenze nella normativa di riferimento e prospettive di
riforma), in National School of Magistracy (Scuola Superiore della Magistratura - SSM), digital justice,
notebook 15, p.194.

(?) Italy, Italian Government (2021), National Recovery and Resilience Plan (Piano Nazionale di Ripresa e
Resilienza - PNRR).

(3) The Data Lake is a repository comprising six integrated data knowledge systems: Anonymisation system
for civil and criminal judgments; Integrated management system for monitoring the activities of judicial
offices; Civil trial management and analysis system; Criminal trial management and analysis system;
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Digitale - CAD) (%), established by Legislative Decree No. 82/2005, is the main general
regulation applicable to all public administrations on digital documents and their digital
transmission. The regulation was later amended (°) to promote the accessibility of public
services and to strengthen digital citizenship rights by establishing the Office of the
Digital Ombudsperson (Difensore civico per il digitale) (°).

A first set of rules concerning the electronic civil trial (Processo Civile Telematico - PCT)
were introduced already back in the ‘90s (7). Between 2012 (2) and 2016, different legal
decrees intervened to enable the electronic management of civil cases, including filing,
notifications, and case management. More recently, the Legislative Decree n.149/2022
increased the use of digital tools drawing on procedures already tested during the Covid-
19 pandemic (°). The primary goal of the so-called 2022 “Cartabia Reform” is to ensure
a reasonable length of trial: concerning digitalization, some of its main aspects are
embodied in compulsory electronic filings of party documents in each stage of the trial,

Advanced statistics system for civil and criminal trials; Automated system for identifying the victim-
offender relationship. For further information on the PNRR Investment 1.6.2 please refer to the website
of the Ministry of Justice.

(*) Italy, Legislative Decree No. 82 of 7 March 2005 on the Digital Administration Code (Decreto Legislativo

7 marzo 2005, n. 82, “Codice del’Amministrazione Digitale).

taly, Legislative Decree No. o} ugust ecreto_legislativo No. recante
(®)italy, Legislative D No. 179 of 26 A 2016 (D legislativo No. 179/2016
"Modifiche e integrazioni al Codice dell'amministrazione digitale, di cui al decreto legislativo 7 marzo 2005,

n.82, ai sensi dell'articolo 1 della legge 7 agosto 2015, n. 124, in materia di riorganizzazione delle

amministrazioni pubbliche") and Legislative Decree No. 217 of 13 December 2017 (Decreto legislativo 13

dicembre no. 217/2017 recante “disposizioni integrative e correttive al decreto legislativo 26 agosto 2016,

n. 179, concernente modifiche ed inteqrazioni al Codice dell'amministrazione digitale, di cui al decreto

legislativo 7 marzo 2005, n. 82, ai sensi dell'articolo 1 della leqge 7 agosto 2015, n. 124, in materia di

riorganizzazione delle amministrazioni pubbliche”)

() Additional information on the role and tasks of the Digital Ombudsman is available at the website of
the Agency for Digital Italy.

(")italy, Fichera, G., (2022), The institutions of the electronic trial in the hierarchy of sources, including
supranational ones (Gli istituti del processo telematico nella gerarchia delle fonti anche sovranazionali) in
National School of Magistracy (Scuola Superiore della Magistratura - SSM), digital justice, notebook 15,
p.15.

(®)Italy, Law-Decree No. 179 of 18 October 2012 (Decreto-legge No. 179/2012 ‘Ulteriori misure urgenti per
la crescita del Paese’).

(°)European Commission, (2023), Rule of law report: country chapter on the rule of law situation in Italy,
p.17.
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the full deployment of remote hearings and provision for mandatory sentencing by
digital means (%9).

The electronic administrative trial (Processo Amministrativo Telematico - PAT) was
implemented in January 2017 for all new appeals filed before the Regional
Administrative Courts, the Council of State and the Council of administrative justice for
the Sicilian Region. From 2018, the PAT was also extended to appeals filed before 2017.
Its full regulation can be found in the Decree-Law n.168/2016 (converted into Law No.
197/2016), which contains rules on filing, format of documents, form of acts and roles
of the subjects of the electronic trial (}!). However, technical rules were updated during
the Covid-19 pandemic by the Decree 28 of July 2021 (*?).

The Covid-19 pandemic led to an acceleration for the use of information technology in
criminal proceedings resulting in a wider use of digital tools for notifications, in the
possibility of filing documents with technological methods and in the experimentation
of the handling of proceedings and of remote collegial deliberation (*3). In particular, the
‘Electronic Criminal Process Portal’ (Portale del Processo Penale Telematico) —
introduced in March 2020 (1#) - allowed access, by means of the Internet, to the digital
services made available by the justice domain for the filing of acts, documents, and
applications. The formalisation of the electronic criminal trial (Processo Penale
Telematico - PPT) has been developed only in 2022 following the PNRR funds, in order
to grant a more efficient access to justice (*°). The legislator’s declared intention was to

(29) Italy, Law-Decree No. 13 of 24 February 2023 on “Urgent provisions for the implementation of the
National Plan for Recovery and Resilience (PNRR) and the National Plan for Complementary Investments
to the PNRR (PNC), as well as for the implementation of cohesion policies and the common agricultural
policy” (Decreto-leqge 24 febbraio 2023, n. 12, “Disposizioni urgenti per I'attuazione del Piano nazionale

di ripresa e resilienza (PNRR) e del Piano nazionale degli investimenti complementari al PNRR (PNC),
nonché per I'attuazione delle politiche di coesione e della politica agricola comune”).

(1) Italy, Barbujani, E., Electronic Administrative Trial: the point on filing, notifications and more (Processo

Amministrativo Telematico: il punto su deposito, notifiche e altro), 22 December 2017.

(2) Italy, President of the State Council, Decree 28 July 2021 (Presidente del Consiglio di Stato, Decreto 28

luglio 2021, Reqole tecniche-operative del processo amministrativo telematico).

(1) Italy, Giordano, L. (2023), Jurisprudence and the digital transformation of criminal trial (La
giurisprudenza e la digital transformation del processo penale), in Sistema Penale, 8 January 2024.

(*) Italy, Law-Decree No. 18 of 17 March 2020 on “Measures to strengthen the National Health Service
and provide economic support for families, workers and businesses related to the epidemiological
emergency from COVID-19 (Decreto-Leqge 17 marzo 2020, n. 18, “Misure di potenziamento del Servizio

sanitario nazionale e di sostegno economico per famiglie, lavoratori e imprese connesse all'emergenza
epidemiologica da COVID-19”).

(*)1taly, Nardo, V., (2023), ‘La progressiva digitalizzazione del processo’ in Processo penale e giustizia,

Fascicolo straordinario: La disciplina transitoria della c.d. riforma Cartabia.




13

incorporate the beneficial effects of digitisation in order to enhance the efficiency and
quality of the justice system, in an attempt to be able to provide greater protection to
the parties also in terms of protecting fundamental rights relating to the justice system,
i.e., access to jurisdiction, reasonable duration of the trial, transparency, equality and
right of defence (‘). Digitalisation in this area is still far from being fully
implemented ().

The new Electronic Criminal Trial was introduced by the Legislative Decree n.150/2022:
the reform promoted significant innovations on the formation, filing and service of
documents, and on audiovisual recordings and remote participation in some acts of the
proceedings or the hearing. However, concerns over the protection of investigative
secrecy have been raised about consultation and sharing of case files between legal
practitioners at the pre-trial stage due to technical issues of the Electronic Criminal Trial
Application (Applicativo del Processo Penale Telematico - APP) (18). More specifically, the
Commission for the Organisation of Judicial Offices of the Supreme Judiciary Council (7"
Commission) carried out an experimental testing of APP and released a report in March
2024 (*). In its report, the Commission for the Organisation of Judicial Offices of the
Supreme Judiciary Council considers APP to be mostly unsuitable for the purpose for
which it was created, stating that it is seriously lacking in usability even by users familiar
with new technologies, unable to manage even the simplest of proceedings such as a
filing of a judicial act against unknown persons in a better and faster way, and even
unable to comply with the legal regulations governing Public Prosecutors' Offices and
Preliminary Investigation Judges Offices. In APP, the creation of all acts passes through
a mandatory ‘wizard-procedure’, that is a guided procedure allowing judges to perform
complex digital procedures, breaking them down into simple steps where the user only
has to fill in a few filters or parameters for the programme to complete the task in a
completely transparent manner. Such a procedure turned out to be a complicated and
cumbersome operation, considerably lengthening the time for the preparation of any
act.

(%6) Italy, Nocerino, W. (2022), “La Riforma Cartabia in materia di processo penale telematico e la

circolazione digitale deqgli atti”, in Camminodiritto.it, 28 April 2022.

(¥) Italy, an overview of the state of implementation of digitalization of the Italian justice system, including
the criminal system was made available by the association for Italian joint-stock companies (Assonime) in
2024.

(28) 1taly, Savio, V. (2024) ‘APP, cronaca necessaria di un annunciato ma utile flop’, in Questione Giustizia,
31 January 2024.

(%) Italy, Superior Judicial Council (Consiglio Superiore della Magistratura — CSM) - VIl Commission (2024),
“Criticita relative all’applicativo APP rilevate dagqli Uffici giudiziari”, 13 March 2024.
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More generally, this research indicates that APP proves capable of slowing down all
procedural activities by burdening them with unnecessary steps. It does not have strong
security standards and does not take into account the existence (during investigations)
of investigative secrecy, allowing by default all judges of the same office the visibility of
all files. APP does not work in the part dedicated to the study of the files and does not
allow offline consultation; it imposes guided procedures for the drafting of the acts not
only complicating it but even using incorrect legal vocabulary; it does not allow
prosecutors and Preliminary Investigation Judges to easily select urgent acts from the
non-urgent ones; it does not consider internal procedures between magistrates and
their assistants or makes them unnecessarily more complex; it does not take into
account that criminal proceedings envisage cooperation with non-judicial instances and
institutions; it does not allow effective management of the ‘magistrate's virtual desk’ on
the homepage, nor does it provide tools for work planning and customisation of
functionalities (2°).

Professionals — lawyers in particular — have been expressing their concerns and
complaints since 2022 in relation to the malfunctioning of ministerial systems managing
electronic trials, and, more importantly, in relation to the existence of three different
platforms for electronic trials, one for each branch of the judicial system, i.e., criminal,
civil and administrative (2%).

For this reason, the Lawyers' welfare and assistance fund (Cassa di previdenza e
assistenza forense) - a private body that manages the social security system for lawyers
— proposed and implemented the Unified Digital Platform for Lawyers (Piattaforma
Digitale Unificata degli Avvocati — PDUA), that was activated on 18 July 2024 (??). With
the PDUA the system will be simplified and lawyers will be able to: access data and
documents anytime, anywhere, from any device, including smartphones and tablets;
make use of a personal cloud storage space, where lawyers can create, consult and
download files, client, counterparty and defence counsellor master data, perform quick
searches within the system thanks to advanced search filters; manage the electronic civil
trial; consult chancery registers and, with the editor, compile acts and file them,
uploading documents from their PC or from the cloud-based document system; digitally
sign, using personal devices, read and send certified e-mails via the integrated mail

(%) This information is available at the CSM’s document referenced in footnote 19.

(%) 1taly, Forensic Congress Body (Organismo Congressuale Forense) (2022), Lawyers and Digital System;
“Right now a single platform replacing the six existing submission and consultation channels (Avvocati e
telematica, OCF: “Subito una piattaforma unica che sostituisca i sei canali di deposito e consultazione”),
November 2022.

(%) Italy, Cassa Forense (2024), PDUA, the unified digital platform for lawyers (PDUA Cassa Forense, la

piattaforma digitale unificata degli avvocati), 4 July 2024.
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client, receive digital notifications and communications from the court registries.
Moreover, to optimise time management, PDUA's diary can be linked to external
personal calendars and, thanks to automatic synchronisation, have daily, weekly, or
monthly commitments displayed. The diary will also automatically synchronise with the
personal files in Polisweb — the Digital Justice Access Point — thus making it possible to
schedule hearings and fulfilments in the electronic civil trial. In addition, directly from
PDUA, via a link, lawyers can access the other electronic trials (criminal, administrative
and tax), and pay civil court fees, generating payment notices to court offices and
downloading digital receipts. The PDUA is an independent system to APP: it represents
an additional developed by the professional category of lawyers and offered to criminal
lawyers to more easily navigate the use of digital tools and the electronic criminal trial.

The Ministry of Justice did not directly respond to the concerns expressed by the
judiciary power concerning the implementation of APP. On the contrary, in December
2024, the Ministry of Justice issued a Decree concerning the use of APP in criminal
judicial procedures (?3). As of 7 January 2025, all judicial procedures pertaining to the
criminal sector will have to be managed digitally via the APP system. A few exceptions
are foreseen where the digitalisation process will be postponed until 31 March —
registrations of suspects, abbreviated trials, summary, and immediate judgments — or
the end of 2025 — precautionary measures and appeals against evidentiary seizures. As
of January 2027, the digitalisation of judicial procedures will involve all procedures and
acts of all judicial offices, including office of the Justice of the Peace; Public Prosecutor's
Office at the Juvenile Court; juvenile courts; Surveillance courts; courts of appeal; public
prosecutor's office at the court of appeal; Court of Cassation; public prosecutor's office
at the Court of Cassation. This Decree was passed to comply with the goals and deadlines
of the PNRR. The National Association of Judges (Associazione Nazionale Magistrati —
ANM) criticized the Decree stating that (**) the most complex and extensive APP
modules are supposed to be put into operation without having been effectively tested
at the judicial offices, and even though numerous malfunctions have been recorded so
far. Moreover, despite the numerous criticalities noted by almost all the offices called
upon to test the system, it has also proceeded without adequately taking into account
the scarcity of resources and technological infrastructures that enable the courts to
effectively conduct trials by means of digital technologies.

(®B) Italy, Ministry of Justice (Ministero della Giustizia), Decree No. 206 of 27 December 2024 on
“Regulations concerning amendments to Decree No 217 of 29 December 2023 on electronic criminal
proceedings” (Decreto 27 dicembre 2024, n. 206, “Regolamento concernente modifiche al decreto 29

dicembre 2023, n. 217 in materia di processo penale telematico”).

(%) 1taly, National Judiciary Association (Associazione Nazionale Magistrati — ANM) (2024), The New Year
with APP 2.0 in the criminal justice system (// nuovo anno con APP 2.0 penale), 4 January 2025.
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1.1.2 The use of Al in Italian judicial proceedings

Another strand of debate among professionals and experts concerns the benefits and
ethical implications of the use of Al systems and tools in judicial procedures and
proceedings (°). The 2024 EU Justice Scoreboard (®) shows that Al tools and
applications are not currently employed in core judicial activities in Italy. In June 2024,
the G7 of Lawyers’ representatives — an annual summit of lawyers’ organisations from
Italy, Japan, USA, UK, Canada, Germany, and France — met in Rome, dedicating the
meeting to Al and its impact on human rights. The summit’s recommendations (*’)
suggested that the introduction and use of Al in the justice system must comply with the
following minimum principles:

- transparent and fair use of Al systems for the defence of rights in judicial and
extrajudicial contexts

- balance between privacy legislation and data digitisation

- use of Al systems to support, but not replace, the work performed by lawyers

- High-quality training of lawyers to acquire the skills that are needed to efficiently
use Al systems

- control of the type of data and Al training systems, including from the
authenticity of the source and the legitimacy of their use

- monitor of the results of the application of Al systems

- definition of the principles of accountability both in relation to the creation and
production of Al systems, and to their use

- prohibition of measures derived and processed entirely by automated systems
to ensure due process

- obligation to indicate the Al systems used in the course of the proceedings and
the decision

- involvement of the lawyer for the verification, where possible, of the validation
of Al systems in professional activity and legal systems.

And in fact, despite the many benefits that the use of Al could entail for the efficiency
and transparency of the justice system, concerns persist on its application for
predictive justice purposes (?8). According to experts, the risk exists that Al
algorithms based on machine learning techniques reproduce biases and prejudices

(%) 1taly, Sorrentino, C. (2023), Jurimetrics and Predictive Justice: Al and Legal tech (Giurimetria e

Giustizia predittiva: intelligenza artificiale e Legal tech), 26 July 2023.

(%) European Commission (2024), The 2024 EU Justice Scoreboard, Figure 44.

(¥) Recommendations are available at the website of the National Forensic Council.

(%8) Italy, Lorusso, S. (2024), The Challenge of Artificial Intelligence to the Criminal Trial in the Digital Age
(La Sfida dell’intelligenza Artificiale al Processo Penale nell’Era Digitale), in Sistema Penale, March 2024.
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and do not take into account contextual elements and information when suggesting
a judicial decision. Moreover, experts have also requested transparency of
algorithms which are often impossible to analyse due to the protection of
corporations’ intellectual property (*°). In Italy, the Italian Strategy for Artificial
Intelligence 2024-2026 was drafted by Agency for Digital Italy (Agenzia per I'ltalia
Digitale — AGID) (3°). The Strategy includes a section focusing on Al in public
administrations (with no specific reference to the judicial system). In view of
fostering the adoption of Al tools by public administrations, the Strategy outlines
some key priorities:

- the adoption of AGID guidelines on Al promotion in public administrations; the
adoption of guidelines on e-procurement

- the adoption of guidelines on Al applications development

- simplified access to public administrations for citizens and businesses

- efficiency of the public administration

- and Al in public administration’s schools and training institutions.

Moreover, at the end of 2024, the Italian Parliament started debating the Draft Law on
Dispositions and Delegation to the Government on Artificial Intelligence (3%). Article 14
of the Draft Law, on judicial activities, states that Al may only be used for support
activities such as the organisation and simplification of work or for analysing case law
and academic literature. It is always up to the magistrate to decide on the interpretation
of the law, the evaluation of facts and evidence and on the adoption of any measure,
including sentencing. The civil court is granted exclusive jurisdiction in cases relating to
the operation of the artificial intelligence system (Art. 15).

1.1.3 The pace of the digitalisation process in Italy

The digitalisation pace is not homogenous across all judicial branches. As of 2024, the
civil justice system was fully digitalised, in all its branches (i.e., administrative,
accounting, tax and ordinary justice) and at all stages of judicial proceedings. However,
the process still needs refinement in that each jurisdiction of the civil justice system is
using its own system, and all these systems are not interoperable. It would be therefore

() Italy, IPSOA (2023), Prodigit and predictive justice: questions and challenges on the use of Al
(Prodigit e giustizia predittiva: interrogativi e sfide nell'utilizzo dell'intelligenza artificiale), 4 September
2023.

(39) Italy, AGID (2024), Italian Strategy for Artificial Intelligence 2024-2026 (Strategia Italiana per
I'Intelligenza Artificiale 2024-2026), 2024.

(3) Italy, Draft Law No. 1146 on “Dispositions and Delegation to the Government on Artificial Intelligence”
(A.S. 1146, “Disposizioni e delega al Governo in materia di intelligenza artificiale”), November 2024.
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necessary to ensure full uniformity of the instruments adopted (3?). The digitalisation of
the criminal justice system, on the other hand, is proceeding at a slower pace. This
overview was also confirmed and stressed by the EU Commission 2024 Rule of Law
Report: compared to 2023, Italian authorities have made some further progress on
continuing the efforts to further improve the level of digitalisation for criminal courts
and prosecutors’ offices; whereas civil justice is now fully digitalised, and tax justice is
following suit (33). Some major goals were reached between 2022-2023:

- the first version of the electronic criminal trial digital systems (although not yet
mandatory) was released, and the Ministry identified the judicial documents for
which digital filing will be mandatory from January 2024

- the system for judicial authorities — consisting in a computer system that enables
all authorised persons to draft, sign and file digital and digital filing of criminal
judicial documents — has been refined (the so-called APP)

- asimilar system for lawyers (Portale Deposito Atti Penali — PDP) was also made
available.

However, the digitalisation of the criminal justice system has traditionally caused more
concerns to experts and professionals mostly because of the malfunctioning of the APP
system which was designed in a way that is not able to respond to the needs, complexity
and number of documents managed by prosecutor offices and Court during criminal
proceedings, as confirmed also by the European Commission’s 2024 Rule of Law
Report (3*). More specifically, APP was designed along the lines of an ‘ideal office’, with
access profiling based on formal and not substantive qualifications, without taking into
account the partial organisational autonomy that the judicial system recognises to
judicial offices (3°). Moreover, according to legal defenders, the APP’s interface does not
contribute to a simplification of the lawyer's workflow since there are too many

(32) Italy, Assonime (2024), The stage of implementation of justice reforms (Lo stato di attuazione delle
Riforme sulla Giustizia), no. 4/2024.

(33) European Commission (2024), 2024 Rule of Law Report Country Chapter on the rule of law situation

in Italy, 24 July 2024.

(34) European Commission (2024), 2024 Rule of Law Report Country Chapter on the rule of law situation
in Italy, 24 July 2024, p. 11-12.

(3°) Italy, Morelli, C. (2024), Digital Criminal Proceeding: prosecutor offices against the APP (Processo
penale telematico: le procure contro I'applicativo APP), 25 March 2024. See also, Palmieri, L. (2023),

Digital innovations in the criminal justice process: everything shakes and nothing moves (Le innovazioni
digitali nel processo penale: tutto si agita e niente si muove), in Penale. Diritto e Procedura, 21
December 2023.
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compulsory fields to be filled in when filing a document (3¢). Some concerns relating to
fundamental rights were also raised when it comes to the digitalisation of criminal
proceedings: some pillars of the digitalisation process — such as digital judicial files,
digital lodging of judicial documents, the introduction of specific digital judicial
platforms to be used by legal practitioners, which can be summarised as e-justice — are
shared by both the civil and the criminal judicial proceedings and are both advancing.

On the other hand, relevant concerns for fundamental rights focus on the use of digital
tools during judicial hearings, which is something that mostly pertains to the
fundamental rights to defence and to fair criminal proceedings: remote-justice —i.e., the
use of video-conferencing and similar digital tools — introduced during the Covid-19
emergency may represent a key challenge for fundamental rights as it is in tension with
certain fundamental principles of criminal law and due process, such as orality and
immediacy in the ‘presence’ of the parties, carved out by Articles 24 and 111 of the
Italian Constitution, as well as by Art. 117(1) of the Constitution in relation to Art. 6 of
the ECHR (*’). Similar concerns were already expressed during the pandemic by the
organisation representing criminal lawyers (38).

1.1.4 Monitoring and coordinating the process of digitalisation of the Italian justice
system

The main instrument to monitor the implementation of the digitalisation process is
connected to the mandatory periodic monitoring instruments of the national PNRR. The
Mission Unit of the Ministry of Justice is the authority in charge of the monitoring using
the single management system of the PNRR, called ReGiS, which monitors investments,
the evolution of the legislative process, the progress of judicial construction works, and
the impacts produced with respect to the expected results. The implementation of each
intervention is characterised by the achievement of qualitative ‘Milestones’ — such as
the Legislative Reform concerning the Digitalisation of the Judicial System, the Justice
Data Lake and the complete digitalisation of first-instance criminal proceedings — and
guantitative ‘Targets’- such as, digitalisation of judicial files, implementation of six Data

(39) 1taly, Superior Judicial Council (Consiglio Superiore della Magistratura — CSM) (2024), Report on the
State of Digital Justice 2024 (Rapporto sullo Stato della Giustizia Telematica), 2024.

() 1taly, Febbo, F. (2023), E-Justice. (Brief notes on electronic fair criminal trial) (E-Justice. Brevi note in

tema di giusto processo penale telematico), in Diritto di Difesa, 6 March 2023.

(38) Italy, Italian Union of Criminal Chambers (Unione delle Camere Penali Italiane) )(2020), Notes on
possible exceptions of constitutional illegitimacy regarding the regulation of remote trial (Appunti sulle
possibili eccezioni di illegittimita costituzionale in ordine alla disciplina del processo da remoto), 12 May
2020.
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Lake systems — to be completed by June 2026 (*). In February 2024, the Ministry of
Justice has announced the third monitoring cycle (*°) of the PNRR’s goals relating to the
justice system, needed to assess the achievement of the milestones and target re-
negotiated at EU level. The monitoring is carried out through an online questionnaire
focusing on the organisational aspects of judicial offices, and on the digitalisation of
judicial files. The questionnaire — which includes both the collection of quantitative and
qualitative data — is addressed to Italian Ordinary Courts and Court of Appeals (169
Courts in total). The Ministry provides support to the participants through tutorials,
FAQs and replies to questions and doubts filed by e-mail, online and phone. Moreover,
the Ministry of Justice presents an annual report to the Parliament on the
Administration of Justice which also includes a section on the digitalisation process. The
last annual report (%), referring to the 2023 activity, comprises a section on Organisation
and Digitalisation, providing information on the measures adopted during 2023 to
respond to the objectives of the PNRR.

As far as coordination between branches of the judicial system and competent
authorities is concerned, In Italy, in 2022 the Government created a specific Department
at the Ministry of Justice on digital transition, statistical analysis and cohesion policies
(Dipartimento per la Transizione Digitale della Giustizia, I’analisi Statistica e le Politiche
Di Coesione). The new department operates through three directorates-general:
Directorate-General for Automated Information Systems; General Directorate for
Statistics and Organisational Analysis; Directorate General for Coordination of Cohesion
Policies. Introduced in April 2022 (*?), the organization and functions of the
Department’s offices and directorates were further specified in August (*3). This
Department is the institution in charge of monitoring and coordinating the PNRR’s
objectives concerning the digitalisation of the Italian judicial system.

In particular, the Directorate-General for Automated Information Systems (Direzione
generale sistemi informativi automatizzati — DGSIA) (**) performs the functions and
tasks relating to the following functional areas: the design, development and

(3) Information about PNRR’s milestones and targets for the justice sector — which also concern the

digitalisation process — are available at the website of the Ministry of Justice.

(%9) Italy, Ministry of Justice, Circular Letter of 21 February 2024. The results of the monitoring were made
public through the Circular Letter of 24 July 2024.

(*1) Italy, Ministry of Justice (2024), Report of the Ministry on the Administration of Justice Year 2023
(Relazione del Ministero sull’amministrazione della giustizia anno 2023), 2024.

(*?) Italy, Decree of the President of the Council of Ministers no. 54 of 22 April 2022 (Decreto del Presidente
del Consiglio dei Ministri 22 aprile 2022, n. 54).

(®) Italy, Decree of the Ministry of Justice of 13 August 2022 (Ministero della Giustizia, Decreto 13 agosto
2022).

(*) Information on the DGSIA is available at the website of the Ministry of Justice.
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management of judicial automated information systems; monitoring of financial
activity, keeping of accounting records and recording of expenditure commitments,
monitoring of related trends and flows; integration and interconnection of judicial
information systems in compliance with the standards defined also in accordance with
EU regulations; interconnection with the automated information systems of different
public administrations through the public connectivity system (SPC); acquisition of IT
goods and services necessary for the digitalisation process; preparation and
management of the IT security plan for the central and peripheral offices of Italian
Courts relating to the formation, management, transmission, interchange, access to and
storage of IT documents; appointment and coordination of IT contact persons in the
central and regional offices of the judiciary system. The senior manager of the
Directorate-General is a professional with specific technical expertise.

The DGSIA’s is organised (*°) in offices competent for specific fields of intervention, such
as Data, Documents, and Interoperability; Support to digital transition; Sale server and
cloud; IT security; Analysis and international relations; as well as local branches
competent for several judicial districts. One of the technical experts participating in the
fieldwork — working for the Ministry of Justice — stressed that the creation of the DGSIA
was a crucial step in the digitalisation process since it made the whole process more
efficient by simplifying authorization procedures and enhancing the ability to implement
digital tools more rapidly:

“We in fact in the world of justice, as well as in other ministries, have brought
forward a reform that right now sees a new department. It is called the
Department for Technological Innovation linked by other departments so
with a capacity, and the whole thing stems from the possibility of
streamlining authorisation processes, computerisation processes. Until
recently the Directorate General of Automated Information Systems was
under the Department of Judicial Organisation; now it's a Department on its
own, the Department for Technological Innovation, and this has made
digitisation more efficient, not only as digitization but also the statistical
aspects. Under technological innovation we have the Directorate General of
Automated Information Systems and Directorate General of Statistics. This
approach should lead us to have more autonomy, more digitalisation.”

(*) Italy, Ministry of Justice (Ministero della Giustizia), Ministerial Decree of 13 August 2022 on
Organisation and definition of the tasks of the non-general management level offices within the general
directorates of the Department for the Digital Transition of Justice, Statistical Analysis and Cohesion
Policies (Decreto 13 agosto 2022 - Organizzazione e definizione dei compiti degli uffici di livello dirigenziale

non generale nell’ambito delle direzioni generali del dipartimento per la transizione digitale della giustizia,
I’analisi statistica e le politiche di coesione).
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Moreover, Italy also has a Department for Digital Transformation (Dipartimento della
Transizione Digitale) (*®) which is a support structure of the Italian Government — not
pertaining to a specific Ministry - for the promotion and coordination of the
Government's actions aimed at defining a unified strategy on the digital transformation
and modernisation of the country through digital technologies. It implements the Prime
Minister’s directives in this regard and ensures the coordination and execution of digital
transformation programmes. In addition, the Ministry of Infrastructures and Transports
has created its own Directorate-General on Digitalisation with competencies on digital
transformation, reorganisation of processes, promotion of digital administration and
open data principles and definition of digitisation guidelines, as well as on the
implementation of the Digital Administration Code. These competencies have an impact
also on the digitalization of the justice system (*’).

According to some experts (*8), the governance of the digitalisation process of the justice
system is excessively fragmented and should be reformed. Until 2022, the DGSIA was
the only public body in charge of implementing the digitalisation process. Competencies
are now distributed to different public bodies, i.e., the Department at the Ministry of
Justice on digital transition, statistical analysis, and cohesion policies and its DGSIA, on
the one hand, and the Department for Digital Transformation, on the other. The division
on competencies seems to be focused on organisation issues and technology issues, and
it risks leading to difficulties in dialogue and waste of resources, especially considering
the understaffing of Ministries, especially when it comes to professionals with advanced
technical and technological skills.

In 2021, the Interministerial Committee for Digital Transition (Comitato Interministeriale
per la Transizione Digitale — CITD) (*°) was established to promote, guide and coordinate
the Italian Government’s actions towards the full digitalisation of the public
administration, including the digitalisation of the justice system. The CITD is chaired by
the President of the Council of Ministers or by the Minister for Technological Innovation
and Digital Transition, if appointed, and is composed of the Ministers for Public
Administration, if appointed, Economy and Finance, Justice, Economic Development and
Health. Meetings of the CITD are attended by the ministers or their delegates with
competences in the matters covered by the measures or issues on the agenda of the
meetings. Similarly, for matters affecting the Regions, Autonomous Provinces and

(%) Further information is available at the website of the Department.

(*) Information on this Directorate-General is available at the website of the Ministry of Infrastructures
and Transports.

(*8) 1taly, Castelli, C. (2024), Digital Justice, this is why a governance revolution is needed (Giustizia digitale

ecco perché serve una rivoluzione di governance), in Agenda Digitale, 26 April 2024.

(*) Further information on the CITD is available at the website of the Department for Digital
Transformation.
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Municipalities, the President of the Conference of Regions and Autonomous Provinces
or his delegate, the President of the National Association of Italian Municipalities and
the President of the Union of Italian Provinces participate. The CITD gathers in periodic
meetings with thematic focuses — such as, broadband, Digital Identity, European Health
Data Space, Artificial Intelligence, Public Administration’s interoperability, etc. — and
releases the meetings’ reports on its website.
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Promising Practice in the field of digitalisation: the Trial Office (UPP)

In 2012, Italy introduced the Trial Office (Ufficio per il processo - UPP), an
organisational structure operating in the ordinary courts and in the Courts of Appeal
with the aim of ensuring the reasonable duration of the trial, through the innovation
of organisational models and ensuring a more efficient use of information and
communication technologies.

The support staff was meant to include administrative professionals, judicial
professionals, and technicians. However, this relevant improvement has not been
fully implemented: according to some academics and judges, the Trial Office has
resulted only in the provision of personal assistants to the judges; moreover, the
hiring of technicians has been scarce due to the low wage for this type of job which is
therefore not attractive to technical experts. In fact, according to one of the judges’
associations, as of 2024, the implementation of the UPPs cause some criticalities, such
as: fixed-term employment which makes UPPs unattractive to professionals,
encouraging them to find more stable job opportunities; the inexperience and lack
of specific training of professionals; the widespread use of UPPs’ staff to support
clerical work (including the digitalisation of judicial files) and the difficulties in
monitoring the activity actually carried out. This initiative was also compromised by
the enduring understaffing of the Italian judicial system which is the core reason of
judicial backlog in Italy: the UPP — despite increasing judicial efficiency — is not meant
to solve or address this major issue. In fact, UPPs are formed for the most part by
young professionals inexperienced in the practice of justice and not qualified to issue
decisions in place of judges. Thus, if the judges and court clerks currently in place are
overburdened, it is unlikely that they have the necessary time, on the one hand, to
train the young members of the UPPs and, on the other hand, to take over the cases
that the UPPs start to analyse but which the judges, in any case, must know and
evaluate personally before deciding.

In June 2024, the Supreme Judiciary Council (7 Commission) issued
recommendations to improve the UPPs, based on the monitoring carried out since
their introduction, and considering the most successful experiences in this field.
Generally speaking, the report pointed out that the observation of the first and
second instance offices showed that the deployment of UPPs’ staff mainly, if not
exclusively, to support the chancelleries produced negative results. In contrast,
positive performances were achieved where these human resources were dedicated
to court support activities (such as the study of files, the preparation of draft orders
and case law research, etc.).

Good practices detected include: the constitution of a welcoming commission, whose
task is to examine newly assigned UPPs’ employees, in order to assess their previous
experience and assign them to the various sections, sectors or areas, in consideration
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of their skills; common and homogeneous training of UPPs’ staff, providing them with
general guidelines to be followed in the study of files, processing and drafting of
measures; the setting up, especially in large judicial offices, of a steering committee
for each field of justice (civil, criminal, transversal) consisting of the chairpersons and
coordinating administrative managers, as well as the staff identified by them; the
appointment of a coordinating magistrate of the UPP; the monitoring of the activity of the
trial office, its staff and the entire judicial office, which has allowed a more effective reshaping
of the various structures as the professionalism of the staff has progressed; the establishment
of study groups, subdivided into thematic areas, for research activities in support of a specific
section. Some organisational improvements are therefore needed to improve the
performance and impact of UPPs.

1.1.5 Cross-border cooperation and international projects concerning digitalisation

Cross-border settings do not seem to have been benefitting from the digitalisation
process so far. Italy has adopted internal legislation in 2016 (*°) to implement the
European Criminal Record Information System (ECRIS), a computerised system for the
exchange of information between Member States on convictions, using a standardised
format which allows for homogeneity of data, and which is easily translatable by
automated devices. This is achieved through the creation and use of reference tables of
offence and sentence categories, which facilitate, through a system of codes, the
automatic translation and mutual understanding of the information transmitted.
Moreover, in 2022 Italy signed the Second Additional Protocol to the Council of Europe
Convention on Cybercrime (Budapest Convention) on enhanced cooperation and
disclosure of electronic evidence (Protocol) which aims to enhance cooperation among
the Parties, as well as between the Parties and service providers and other entities, for
obtaining disclosure of electronic evidence for the purpose of criminal investigations or
proceedings.

Italy is a long-standing member of Eurojust, with 1,022 new cases, 101 coordination
meetings, 10 coordination centres, and 55 joint investigation teams in 2023. The Italian
Eurojust Desk also publishes information fiches (°!) aimed at providing public

(®%) Italy, Legislative Decree No. 75 of 12 May 2016 on “Implementation of Decision 2009/316/JHA
establishing the European Criminal Records Information System (ECRIS), pursuant to Article 11 of
Framework Decision 2009/315/JHA” (Decreto Legislativo 12 maggio 2016, n. 75, “Attuazione della
decisione 2009/316/GAl che istituisce il Sistema europeo di informazione sui casellari giudiziari (ECRIS), in
applicazione dell'articolo 11 della decisione quadro 2009/315/GAl”).

(®*) Italy, Eurojust Desk Italy (2022), The 20th Anniversary of Eurojust. Evolution of the European Area of
Freedom, Security and Justice: what role for Eurojust? (// Ventennale di Eurojust. Evoluzione dello Spazio

europeo di Liberta, Sicurezza e Giustizia: quale ruolo per Eurojust?), 2022.
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information on the major achievements of international cooperation on justice matters,
including improvements relating to the digitalisation of cooperation mechanisms.

Italy has been involved — as central or local authorities — in several international projects
related to the digitalisation of the justice system. Since 2016, Italy participated —
together with Austria, the Netherlands and Greece — to the pro-Codex project (*?),
funded by DG JUST to support the development of the technological components
required to make interoperable e-CODEX and the applications used by legal
professionals at national level. In the context of this project, running pilots were
developed in a limited number of countries to ease the use of e-CODEX infrastructure
and to increase the number of users among the different legal professions. In 2022, the
project “Next Generation UPP” (°3) was launched, promoted by the Ministry of Justice
within the framework of the National Operative Programme on Governance and
Institutional Capacity 2014-2020 and carried out in synergy with the interventions
envisaged by the National Recovery and Resilience Plan (NRRP) in support of justice
reform. The project is coordinated by the University of Turin, in partnership with 11
Italian universities. The goal of the project is to improve the justice system in Northwest
Italy through the strengthening of Trial Offices (UPP), technological innovation, and
trialling new collaborative schemes between universities and judicial offices. In 2022-
2023, the Ministry of Justice in the framework of the National Operative Programme on
Governance and Institutional Capacity 2014-2020, financed with EUR 8,001,889.49 the
project “For fair justice: Innovation and efficiency in judicial offices — AGILE Justice” (°%),
coordinated by the University of Viterbo, involving involves several Italian universities
and research centres.

The project explored and proposed new ways of organising and managing the work of
judges and judicial staff, using data, indicators, tools, and methods that can improve
efficiency and quality by (1) mapping the current state of the judicial system (processes,
systems, and resources used to manage pending cases); (2) defining organisational and
operational models to improve backlog management; and (3) creating stable and
productive collaborations between judicial offices and universities. The project’s final
conference — held in September 2023 — was aimed at showcasing main results and
outputs, with a focus on: operational models and data indicators to measure and
compare performance across judicial offices; work organisation models for judges;
mediation models to resolve disputes and connect restorative justice and criminal
procedure; the use of data science and Al tools (e.g.; databases on the jurisprudence of
merit; large language models in the justice domain; maintenance allowance calculation).
Several projects are also in place at local/regional level. For instance, in August 2018,

(*?) Information on this project available at the website of the National Research Council.

(®3) Information on this project is available at the website of the University of Turin.

(**) Information is available at the project’s website.
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the Emilia-Romagna Region officially launched the Justice-ER project — in cooperation
with the Court of Appeals of Bologna and the Conference of Deans of Italian Universities
(Conferenza dei Rettori delle Universita Italiane — CRUI) — with the aim of improving
services to citizens and businesses by enhancing knowledge and administrative
innovation and promoting the organisational and technological development of judicial
institutions. The project strengthens the collaborative relationship between the Region
and the region's judicial offices and embraces the European Commission's indications
towards making Italy's judicial system more efficient in order to foster competitiveness.
The Region has provided EUR 1.4 million over the three-year period 2018-2020 for two
lines of action: i. supporting the qualification of young graduates in legal, economic-
statistical, and political-social sciences through research grants in regional judicial
offices; ii. bringing justice closer to the regional community by experimenting with
processes of administrative simplification and collaboration between institutions, also
thanks to new information technologies.

The final output of the project — besides training opportunities and scholarships for
university students — was the publication of a handbook on “Pathways and Instruments
for a Digital Justice Accessible to Citizens” (°°), covering all branches of the justice
system. In 2020, the Emilia-Romagna region — in cooperation with CRUI — financed
another project that is based on the experience of Justice-ER.

The new project ER4Justice was financed with EUR 1.1 million for the period 2021-2022
and envisaged two strands of action: 1. to support the efficiency of the justice system
through the promotion of 35 research scholarships to be carried out at the regional
judicial offices and addressed to young graduates of the Emilia-Romagna universities; 2.
to analyse the use of artificial intelligence in judicial systems, also applied to predictive
justice tools and crime and risk prevention expectations for people and spaces
(predictive, data analytics, legal design). This project also led to the publication of an
opensource manual titled “Innovative, user-friendly, digital: justice connected to
citizens” (Innovativa, semplice, digitale: una giustizia connessa ai cittadini), which can
be downloaded from the website of the project (°°).

1.2 Planning for digitalisation of justice: stakeholder
engagement/consultations and efforts to widen equal access to justice

In Italy, the digitalisation process started back in 2011 with the introduction of the
Extraordinary Plan for the Digitalisation of Justice (Piano Straordinario per la

(%%) This publication can be downloaded at the webpage of the project.

(°®) Italy, Emilia-Romagna Region (Regione Emilia-Romagna), ER4Justice Project (Progetto ER4Justice),
2020.
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Digitalizzazione della Giustizia) (°’). The objectives of the plan were to reduce trial times
and the provision of additional judicial services; facilitate the work of magistrates and
legal practitioners; reduce management and administrative costs; free up valuable
human resources from digitisable activities; simplify the use of services by citizens and
businesses. The instruments at the core of this initial strand of digitalisation were the
digitalisation of judicial documents and acts, online notifications, and online payments
of judicial fees. During this phase, no public consultations were carried out with relevant
stakeholders or involving citizens and users of digital services: the Plan fed on the pilot
experiences of the biggest Italian judicial districts —i.e., Rome, Milan, Naples, Turin and
Bologna) — to design the objectives and instruments of the Plan, as well as on protocols
with specific judicial courts, relevant stakeholders (such as the National Banking
Associations) and regional authorities. The Plan foresaw some support instruments for
judicial offices in charge of implementing the different steps of the digitalisation process,
through a national helpline and an e-mail address to which Judicial Offices can send
requests, represent the digitisation situation of their offices, express interest in
participating and formulate applications to which Judicial Offices could send requests,
represent the digitisation situation of their offices, express interest in participating in
digitalisation and formulate questions.

In 2014, the Ministry of Justice created the Permanent Board on the Electronic Civil Trial
(Tavolo Permanente sul Processo Civile Telematico) (°2) to foster a stable discussion with
all the most representative institutions and associations, to better design solutions and
to verify in concrete terms the needs that may arise even after the start of the
compulsory electronic trial on 30 June 2014. The Board involved, among others, the
Superior Judicial Council, the National Legal Council (representing lawyers), the Supreme
Court of Cassation and the Council of State, State’s lawyers, the National Judicial
Association and some of the main forensic associations, the Association of
Administrative Managers, and other independent observers. Over the years, the Board
provided relevant inputs that were considered when adopting legislation on the
implementation of the digitalisation process. A similar initiative was not adopted for the
digitalisation of the criminal trial.

The lack of consistent and systematic consultation with justice professionals during the
design and implementation of the digitalisation process clearly emerged also during the
fieldwork (for specific information on the selected use cases, please refer to Section 2
of this report). Only some of the professionals reported being involved in consultation
processes by Ministerial authorities: however, these experiences mainly focused on
technical aspects, were not systematic and only concerned some digital tools and not

(*’) Italy, Ministry of Justice, Extraordinary Plan for the Digitalisation of Justice (Piano Straordinario per la

Digitalizzazione della Giustizia), 2011.

(°®) Information on the Board is available at the website of the Ministry of Justice.
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the digitalisation process as a whole. According to some experts — especially those
involved in criminal and juvenile justice — digitalisation in these branches was too fast,
leaving reduced time and space for consultation: this resulted into the design of tools
which do not respond efficiently to the necessities and peculiarities of criminal and
juvenile justice proceedings, as specified in detail in the analysis of the selected use
cases.

In 2022, the Ministry of Justice also signed a protocol with the AGID (°°) — a public Agency
aimed at pursuing the highest level of technological innovation in the organisation and
development of public administration, especially through accrediting or authorising
entities (public or private) that carry out certain activities in the digital field — on
innovative public procurements. The Protocol is aimed at enhancing the capacity of the
DGSIA to meet its innovation needs through the instrument of innovative procurement.
The object of the Protocol is to assess and identify innovation needs of the DGSIA, to
define initiatives for the joint implementation of one or more innovation procurements,
and to cooperate in fulfilling the requirements of the current regulations on the
procurement of IT goods and services. The cooperation also aims to define practices and
tools for the digitisation of innovation procurement procedures and to implement a
training and awareness-raising programme for staff on the topic of innovation
procurement. The DGSIA will play the role of the public entity expressing innovation
needs, while the Agency will have the specialised task of supporting the execution of
innovative procurement procedures.

A platform (®°) was created to encourage the emergence, qualification and aggregation
of public demand for innovation, to spread knowledge and awareness of the methods
and tools for implementing innovation projects and tenders, to involve the market as
widely as possible, and to facilitate the matching of supply and demand for innovative
solutions. In June 2022, a public consultation event was organised by AGID to raise
awareness on innovative procurements opportunities in the field of digitalisation of
national selections. The consultation was aimed at making market players aware of the
need for innovation in the area of national selections managed by the Ministry of Justice,
through the design and provision of a fully digital solution for the management of the
entire life cycle of a public selection of high professions and specific professions, such
as, for example, the selection for the judiciary sector. The participation in the event was
open to all relevant stakeholders, namely private companies, universities, research
centres, civil-society organisations, individuals, etc.

(°°) The Protocol is available at the AGID’s website.

(%9) https://appaltinnovativi.gov.it/.
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In conclusion, it is worth noting that the 2024 EU Justice Scoreboard (®%), in its section
on digitalisation, confirmed that Italy has not put in place measures on Education on
legal rights to the general public through online interactive learning tools, nor interactive
online simulation to assess eligibility to legal aid, thus ranking 9 in the EU.

1.3 Design and development of digital tools and systems for use in the
justice sector

The above-mentioned DGSIA is the authority in charge of public procurements for the
acquisition of IT goods and services necessary for the digitalisation process. The
procurement process is the procedure generally used to involve private companies in
the digitalisation process of the justice system. Periodic calls for services or products are
launched by DGSIA and are available on the website of the DGSIA (2).

As for the measures fostering accessibility to digital judicial services, two initiatives are
worth mentioning. In 2024, the pilot experience of Online Courts (Tribunale online) was
launched in seven judicial districts, i.e., Catania, Catanzaro, L’Aquila, Marsala, North
Naples, Trento, and Verona (3). The initiative is implemented by DGSIA thanks to the
funds of the Operative Programme on Governance and Institutional Capacity 2014-
2020, in compliance with the PNRR’s funds. This project is meant to be an instrument to
make the justice system more accessible to citizens and users. The project is
implemented through an online portal which can be used from any device, consisting of
a public section accessible to all, and a reserved section, where citizens with a digital
identity can autonomously file certain requests in voluntary jurisdiction proceedings and
monitor the stage of implementation of the procedure. The aim is to offer citizens and
qualified users information services and digital tools capable of simplifying access to
justice, while at the same time reducing and rationalising the influx to the Courts’
chancelleries. Among the first proceedings admitted to digital filing are those concerning
the administration of support, the management of inheritance and the appointment of
a receiver. According to the Ministry of Justice, the new portal of the ‘Online Courts’
represents an important development in the process of digitalisation of the public
administration, to bring the citizen closer and guide them in the use of the online
services of the justice system.

(1) European Commission (2024), The 2024 EU Justice Scoreboard, p. 35.

(82) This is for instance the public procurement for the digitalisation of judicial files launched in December
2023.

(83) Information on Online Courts is available at the website of the Ministry of Justice.
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Another crucial initiative aimed at supporting citizens in the access to digitalised justice
is the introduction of the Proximity offices (Uffici di prossimitd) (%), one of the selected
use cases of this research project. The project — introduced in four pilot judicial districts
— promotes a Justice service closer to the citizen, creating a network of "Proximity
Offices", able to offer homogeneous services in the field of voluntary jurisdiction by
easing access to the Courts thanks to the collaboration and involvement of local
authorities and the support of computer systems and the use of the Electronic Civil Trial
in its most advanced forms.

The project is addressed especially to vulnerable subjects, such as persons with
disabilities, guardians of persons with reduced intellectual abilities, etc. Thanks to these
offices, individuals are guaranteed an easier access to justice: they can resort to these
offices to lodge judicial documents, instead of dealing with Courts and Courts’ offices.
This project was financed by the Operative Programme on Governance and Institutional
Capacity 2014-2020 with a financing of EUR 36,764,941.00 over the period 2018-2023.
As of 2024 (5°), 85 Proximity Offices have been set up in 16 regions since the kick-off of
the project; 239 protocols have been signed to establish new ones. According to the
Ministry’s data, the total number of accesses by citizens to proximity offices is 7,481;
the total number of contacts registered by proximity office operators is 16,881; the total
number of services provided by proximity offices is 7,047. Experts interviewed on this
experience of digitalisation confirmed that it represents a useful practice to ensure
access to justice to persons who might face difficulties in reaching and accessing the
Courts, especially when smaller Courts were eliminated to reduce the costs of the
judicial system. Even if Proximity Offices only concern voluntary jurisdiction and not
ordinary judicial proceedings, this practice effectively supported individuals to have
access to justice, enabling them to find support at municipal offices, rather than judicial
ones located in judicial Courts.

The positive impact of this practice on the access to justice was stressed by one of the
judges interviewed during the fieldwork:

“Certainly, proximity offices have two characteristics. The first is that they
are dedicated to the voluntary sector of jurisdiction, a sector characterised
by the fact that it addresses fragile and weak persons and their protection.
The second is the fact that the Proximity Office is composed of people who
work on the ground. Putting these three things together, it is clear that the
neighbourhood office can certainly also do very fruitful and very useful work

(%4) Information on proximity offices is available at the websites of the Agency of Territorial Cohesion, of

the PON Governance and of the Superior Judicial Council.

(%) Italy, Department for Cohesion Policies (Dipartimento per le Politiche di Coesione e per il Sud) (2024),
11th April 2024 — National event on the Proximity Offices project (11 aprile 2024 — Evento nazionale del

progetto complesso Uffici di Prossimita), 3 April 2024.
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at the level of prevention or at the level of better protection of probably the
weakest and most fragile people.”

1.4 Governance, transparency and oversight of digitalisation of justice

In Italy, no independent authorities have been entrusted with a specific mandate
concerning the digitalisation of the judicial system. However, the Italian Data Protection
Authority (DPA) has intervened several times, providing its opinions and indications on
specific measures and digital instruments, and on their possible risks for fundamental
rights. The legal basis for the DPA’s intervention is the Legislative Decree No.
51/2018 (°¢) — implementing the Directive 2016/680/UE — which extended data
protection legislation also to judicial data, thus including this field in the material scope
of the control of the Authority. This activity started already during the Covid-19
emergency, when some digitalisation processes started (°/): for example, the DPA issued
its opinion in 2020 on the use of video-conferencing during the pandemic period which
was introduced to conduct judicial hearings. According to the Authority, this tool was
introduced using existing digital platforms, without a prior assessment of the impact on
fundamental rights of trial’s parties, in terms of protection of their personal data. This
statement did not receive a reply from the Ministry of Justice.

On the use of video-conferencing, another opinion (%8) was issued in 2020 to the Ministry
of Economics and Finance on the practical tools and instruments proposed to implement
this digital tool in judicial proceedings, focusing on the digital platforms, the personal
data processed, participation to the hearings, measures adopted to ensure a safe
processing of data. More specifically, the DPA asked the Ministry to make clearer the
fact that the technological platform identified for the conduct of the hearing remotely
uses only infrastructure located within the Ministry's information system, and to identify

(%9) Italy, Legislative Decree No. 51 of 18 May 2018 on Implementation of Directive (EU) 2016/680 of the
European Parliament and of the Council of 27 April 2016 on the protection of individuals with regard to
the processing of personal data by competent authorities for the purposes of prevention, investigation,
detection or prosecution of criminal offences or the execution of criminal penalties, and the free
movement of such data, and repealing Council Framework Decision 2008/977/JHA (Decreto Legislativo 18
maqgio 2018, n. 51, “Attuazione della direttiva (UE) 2016/680 del Parlamento europeo e del Consiglio, del
27 aprile 2016, relativa alla protezione delle persone fisiche con riguardo al trattamento dei dati personali

da parte delle autorita competenti a fini di prevenzione, indagine, accertamento e perseguimento di reati
o esecuzione di sanzioni penali, nonché alla libera circolazione di tali dati e che abroga la decisione quadro
2008/977/GAl del Consiglio”).

(7) Italy, Martorana, M. (2020), Digital justice and data protection, privacy impacts of remote processes
(Giustizia digitale e data protection, ecco gli impatti privacy dei processi da remoto), 3 June 2020.

(%8) This opinion is available at the DPA’s website.
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the technical and security requirements to be met by the devices used by the parties for
remote connection. Since video-conferencing entails the processing of personal data of
the parties, the DPA suggested the Ministry to introduce a system of encryption of
personal data exchanged between the parties participating in the trial from different
physical places. Additionally, the DPA requested to the Ministry to ensure that a
different connection link will be generated for each remote hearing and that the same
will be strictly personal and non-transferable to third parties, as well as evaluating the
adoption of technical and organisational measures aimed at ascertaining the identity of
the subjects when connecting for participation in the remote hearing.

Finally, the DPA stressed that effective awareness of the operation of the systems is
indispensable for their proper use: in order to ensure the best use of these systems, it is
therefore necessary to adopt all appropriate initiatives aimed at training personnel, with
particular reference to the technical and organisational measures provided for the
protection of personal data. In this case, the Decree of the Director General of Finance
regulating remote hearing — adopted in November 2020 (%) — received and introduced
the observations provided by the DPA.

The DPA’s intervention was also frequent between 2021 and 2023 (’°), during the
implementation of the digitalisation process, when Authority’s opinions were issued on
the main steps of the digitalisation both in the civil and in the criminal justice systems,
especially when it comes to the lodging and exchange of judicial documents which
include sensitive personal data and information.

Two additional initiatives are relevant to mention. The working groups of the National
Observatory on the Condition of Persons with Disabilities (Osservatorio nazionale sulla
condizione delle persone con disabilita) — an institutional body representing institutions,
civil-society organisations of persons with disabilities, trade unions, and other key
stakeholders — have also focused on the digitalisation of the public administration, even
if no update is provided on their activities after 2021, despite the fact that the working
groups are still operating. For example, Working Group No. 11 on Freedom, Civil Rights
and Participation (") included, in its two-year plan of activities (2021-2022), the need to

(%) Italy, Ministry of Economics and Finance (Ministero dell’Economia e delle Finanze), Decree of the
Director General of Finance regulating remote hearing of 11 November 2020 (Decreto del Direttore

Generale delle finanze che disciplina I'udienza da remote 11 novembre 2020).

(7°) These opinions are available at the website of the DPA: for instance, this is the opinion issued in 2022,
and two opinions issued in 2023 on the civil trial and on the technical aspects of the criminal and civil

digital trials.

() Italy, National Observatory on the Condition of Persons with Disabilities (Osservatorio nazionale sulla
condizione delle persone con disabilita) (2021), Working Group No. 11 on Freedom, Civil Rights and
Participation (Gruppo di Lavoro n. 11, Liberta, Diritti Civili e Partecipazione).




34

ensure that the use of resources from the PNRR for the digitalisation of the Public
Administration, will secure accessibility and usability for persons with disabilities, also
through assistive technologies and the simplification of administrative tasks of access to
benefits and services. Meanwhile, Working Group No. 10 on Accessibility (7?) is engaged
in monitoring the accessibility of technologies and digital services, also fostering
cooperation with AGID and the National Institute of Statistics aimed at identifying
indicators useful for monitoring digital accessibility.

Moreover, in Italy, in 2016 the Digital Ombudsman (Difensore Civico Digitale) (") was
introduced with a two-fold mission: on the one hand, it collects reports of alleged
violations of the Digital Administration Code or any other rule on digitisation and
innovation. On the other hand, in the event of a dispute on the accessibility declaration
— which is the tool through which public administrations make public the accessibility
status of each website and mobile application they own (’4) — or if the monitoring proves
unsatisfactory, the Digital Ombudsman is entitled to clarify which is the correct
implementation of the law on accessibility of IT tools for people with disabilities. In the
event of user complaints concerning accessibility declarations, it orders possible
corrective measures. This institution, previously provided for in each administration,
now assumes the function of a single ombudsman at national level whose office is
established at AGID. The Digital Ombudsman can directly receive complaints from
citizens and users. In case of violations of the Digital Administration Code, the
complaints can be filed directly at the Ombudsman’s website; in case of violations of
accessibility rights, complaints can be lodged at the website of the concerned
administrations. Compensations and correction measures can be proposed by the
Ombudsman to AGID.

1.5 Implementation: Training, provision of information and support in
improving digital skills and digital access

In Italy, judicial authorities have been involved in training schemes concerning the
digitalisation of the justice system. Training opportunities on the digitalisation of the
justice system have been offered by different institutions at all levels of governance. For
instance, the Ministry of Justice organised a specific training for the staff of the justice

() Italy, National Observatory on the Condition of Persons with Disabilities (Osservatorio nazionale sulla
condizione delle persone con disabilita) (2021), Working Group No. 10 on Accessibility (Gruppo di Lavoro
n. 10 “Accessibilita”).

(”®) Information on the Digital Ombudsman is available at the AGID website.

(") This is, for instance, the accessibility declaration made public on the website of AGID by the
municipality of Rome. This is the accessibility declaration of the Public Prosecutor Office of Rome.
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system: since 2018, an online learning platform was made available with training
modules for professionals of the justice system, including one on innovation and
digitalisation in all judicial branches. Participants could file their application to
participate: participation is voluntary, and the courses were offered one off during the
training programming period, with possibility of replication of the courses during the
following programming period. During 2024, the Ministry of Justice in cooperation with
DGSIA has increased the training offer on digitalisation, envisaging training
opportunities specifically concerning the innovative instruments introduced during the
digitalisation process, such as the Online Courts described above (7).

Judicial authorities have also organised training modules for their professionals on
digitalisation. In 2022, the Superior Judicial School (Scuola Superiore della Magistratura
— SSM) organized an online course on digitalisation, justice, and rights (’). The course
was aimed at examining the institutes of digital identity and domicile, for both citizens
and legal professionals, as well as the access to digital acts and documents by citizens
and professionals, with a specific focus on procedural profiles. These aspects were
examined not only from a procedural, but also from a substantive point of view, with an
examination of the main judicial sectors involved. The course was structured into two
sections in an asynchronous and synchronous mode (didactic content provided prior to
the course to the audience of learners, and synchronous interactive online sessions).

The beneficiaries of this training schemes (150 participants) included: seventy-five
ordinary judges with civil and criminal functions, fifty magistrates in charge of
information technology, ten administrative judges, ten state lawyers, five lawyers of the
free bar. It is worth noting that Italian judges are subject to training obligations: all
judges in service are obliged to attend at least once every four years one of the courses
offered by the SSM, identified in relation to the professional, legal preparation and
training needs of each magistrate and taking into account the preferences of the person
concerned. Participation is compulsory every year for judges recently appointed during
the first four years of professional activity. The course described in this section was one
of the training opportunities offered to judges by the SSM: participants had to file their
application and succeed in the selection process. One of the judges interviewed during
the fieldwork, when commenting on the overall implementation of the digitalisation
process, reported that training opportunities offered by judicial representing bodies
were extremely effective in supporting judges in dealing with the new digital tools:

(7®) Further information on the training offer made available by the Ministry of Justice, please refer to the
Ministry’s Training Plan for the Staff of the Justice System 2024 (Piano di formazione del personale

dell’Amministrazione Giudiziaria. Anno 2024”).

(7°) Information is available at the SSM’s website.
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“I must acknowledge that both the High Council of the Judiciary and the
Superior Judicial School have taken numerous initiatives regarding the issue
of digitalisation. These efforts have significantly improved the management
of digital tools for judges.”

Universities and training centres also contributed to increasing the training offer on the
digitalisation of the justice system. In 2024, the training centre of the University of Milan
“Bicocca” organised a one-off voluntary 2-month online course on “Organisation and
Digital Transformation of the Justice System” (/). The course aims to provide
participants with conceptual and methodological tools to understand and govern
judicial structures and to be able to foster the development of innovation and
improvement paths in the justice service, which are both responsible and sustainable.
Participants in the course had to be members of the Judiciary or Administrative Staff
working in the Judicial Offices, the Ministry of Justice, and the Superior Judicial Council.

Lawyers did not benefit from specific training measures developed by public authorities.
However, training initiatives were organised independently by lawyers’ representing
associations. Since the start of the digitalisation process of the justice system in Italy,
the Italian Association of Criminal Lawyers (Unione delle Camere Penali Italiane) set up
an Observatory on digitalisation of judicial trials, aimed at monitoring the
implementation of the process and providing clarifications and guidance to legal
professionals, as well as at expressing doubts and opinions to judicial and ministerial
authorities. In the context of the activities of the Observatory, in 2021 a Short
Vademecum of the digital criminal lawyer (’®) was drafted, consisting of a series of
explanatory answers to frequently asked questions on the most common issues with the
aim of helping criminal lawyers grappling with the digitalisation of criminal proceedings.

Overall, the perception of participants in the fieldwork on the training they have been
offered was not positive, in terms of insufficient training before the rollout of the digital
instruments. This problem mainly concerned older professionals — both judges and
lawyers — who are used to traditional judicial practices, who had often to resort to the
assistance and support of younger colleagues. However, judges reported more
frequently compared to lawyers that ministerial authorities had organised online and in-
person training sessions to help them cope with the digital innovations. Some of the
participants who did receive training also stressed that this was not sufficient or
adequate to face the innovations: on-the-job training would have been more useful to
get familiar with the new procedures in the daily professional activity. On-the-job
training was offered in the case of Proximity Offices: this was possible because the

(”7) Information is available at the website of the Bicocca Academy.

(78) Italy, Italian Association of Criminal Lawyers (Unione delle Camere Penali Italiane) (2021), Vademecum

of the digital criminal lawyer (Vademecum breve del penalista telematico), 2021.
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implementation of this practice was entrusted to regional authorities that organised
training sessions in view of the setting up of the Offices in the interested municipalities.

“It was essential to be able to identify a certain professional qualification
that could be accepted by the system: these people have certainly been
trained. | remember that the Piedmont Region had made training courses
available, and | myself trained as a lecturer to staff on site. There was a sort
of help desk, meaning that whatever problem arose, they called me, and |
had the function of problem solving, that is, of solving the problem because
the President of the Court of Appeal had identified me as the person in charge
of the digital department of the Court of Appeal of Turin.” (A judge
interviewed on the use case of Proximity Offices)
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Fundamental rights implications of
the digitalisation of justice

Overview of use cases and fundamental rights impacted

The analysis of the digitalisation process of the Italian justice system was implemented

considering five use cases deemed particularly relevant and illustrative of the Italian

judicial context. The use cases were selected with the intention of including in the

research most branches of the Italian justice system — more specifically, both criminal

and civil justice — and of considering whenever possible the barriers to the access to the

justice system of vulnerable social categories (e.g., children, migrants, people with

disabilities, etc.). Detailed information on the use cases is available in Annex 3 to this

report. Here is a brief description of the considered use cases:

Use case No. 1: Multi video-conferencing system (multi-videoconferenza - MVC).
This is a real-time distance communication tool used nationwide and in all
judicial branches, even if the specific considered case is the application of this
tool to the criminal trial. In this use case, video-conferencing technologies are
used to ensure safety and protection of vulnerable parties in the proceeding,
such as children or particularly exposed witnesses. These video-conferencing
systems are integrated into courtrooms and enable real-time communication
between the witness and the court, ensuring that the hearing takes place in a
safe and controlled environment. The tool was introduced in 1989; in 2017, the
use of remote participation was expanded, and a new multi-videoconference
platform (MVC) was introduced. MVC systems offer services rendered via
encrypted communication channels. This tool does not support decision-making
in judicial proceedings.

Use case No. 2: Electronic Criminal Trial Application (Applicativo del Processo
Penale Telematico - APP). APP is the application designed for the management
of the electronic criminal trial. The system is used for the electronic filing and
transmission of documents at various stages of the criminal proceeding, ranging
from the registration of the crime report to the preliminary hearing. It was
developed with the support of a Working Group of legal experts, IT specialists
and judges dedicated to the development of the electronic criminal trial. This
tool does not support decision-making in judicial proceedings.

Use case No. 3: MIGRANTES project. This use case is an experimental project
implemented in the immigration law area that is now concluded and that was
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not replicated as such in other judicial districts. The project was concluded
because the civil judicial system is now fully digitalised, including asylum
procedures dealt with by Italian Civil Courts. The project only involved the Civil
Section of the Court of Catania, the National Commission for the right of asylum,
the Territorial Commissions for the recognition of the international protection of
Catania and Syracuse, the Cabinet of the Minister of Justice, the Directorate
General Automated Information Systems of the Ministry of Justice. The project
aimed at improving management of asylum applications and speeding up the
decisions of appeals against denials of international protection applications
pronounced by the Territorial Commissions. The experimental project included
the use the digital tools (such as the certified e-mail system) and the application
of the Electronic civil trial in the field of asylum. Due to the limited territorial
scope of the project, only three interviews were conducted for this use case. This
use case supports decision-making of justice professionals in charge of assessing
asylum applications, providing consistency to the available information to decide
the cases and streamlining procedures.

e Use case No. 4: Proximity Offices. The project promotes a Justice service closer
to the citizen, creating a network of "Proximity Offices", able to offer
homogeneous services in the field of voluntary jurisdiction by easing access to
the Courts thanks to the collaboration and involvement of local authorities and
the support of computer systems and the use of the Electronic civic trial in its
most advanced forms. The project is addressed especially to vulnerable subjects,
such as persons with disabilities, guardians of persons with reduced intellectual
abilities, etc. Thanks to Proximity Office, they can resort to these offices to lodge
judicial documents, instead of dealing with Courts and Courts’ offices. The
project was implemented in 14 Regions by 2021. The Ministry of Justice intends
to extend this system to all Italian regions system. It applies only to civil justice.
This tool does not support decision-making in judicial proceedings.

e Use case No. 5: Electronic filing in Juvenile Courts. The electronic filing for the
juvenile court has the objective of simplifying and accelerating legal procedures
related to juvenile cases in the civil justice system. This use case was deemed
relevant since it could facilitate juvenile judicial proceedings and the access of
children to justice; however, if not used properly, it could also impact on the
rights of children involved in judicial proceedings. Due to the relevance of a
digitalised judicial practice that specifically concerns children, six interviews
were conducted, also to compensate for the missing interview relating to use
case No. 3. This tool does not support decision-making in judicial proceedings.

A schematic representation of the possible positive/negative impact of these use cases
on fundamental rights of parties involved in judicial proceedings, as emerging from both
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the desk research and the conducted interviews, is provided in the tables introducing
the sections concerning each use case.

As far as the participants to the fieldwork are concerned, interviewees were divided into
two main groups: technical experts with a specific expertise on one of the considered
use cases; and users of the digital tools/instruments, in turn representatives of several
categories of justice professionals. More specifically:

e Seven technical experts were interviewed: one for use case No. 1 (male); one for
use case No. 2 (female); one for use case No. 3 (female); two for use case No. 4
(male, female); two for use case No. 5 (male, female).

e Eighteen diverse users of digital tools and instruments were interviewed for the
selected use cases. This sample included: eight judges (6 males and 2 females),
three lawyers (two females and one male), two prosecutors (one male, one
female), and five diverse users (five females). Diverse users included: two clerks
of judicial courts, one member of Territorial Commissions for the recognition of
international protection, the Head of a Voluntary Jurisdiction office, and an
officer of Proximity Offices.

Most participants were aged 30-50, and some of more than 50. None of the
professionals participating in the fieldwork were young professionals: they could prove
long-standing experience in the justice field, and this is relevant since they could provide
inputs on the transition to the digitalisation of tools and judicial practices.

As a final remark, in two occasions professionals asked to be interviewed with a
colleague —i.e., technical experts for use cases No. 3-4. In those cases, the experiences
and observations of both professionals are considered; however, the interviews were
considered as one.
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2.2.1 Real-time distance communication service or tool, such as video-conferencing:

the MVC (video-conferencing) system

Fundamental rights impacts

Article 47 (right to a fair trial
and an effective remedy)

Positive impact/potential
benefits (Y or N, and briefly give
some elements/components of
the right?)

Whose rights?

Negative impact/potential
risks? (As above)

Whose rights?

Article 48 (presumption of
innocence and defence rights)

Positive impact/potential
benefits (Y or N, and briefly give
some elements/components of
the right?)

Whose rights?

MVC (video-conferencing) system

Yes (5/5 interviewees saw an impact on this right)

- efficiency and quality of justice system

- reduces the duration of criminal trials

- reduces physical stress of detainees

- increased security

- Reduced emotional involvement of the Court
- increased impartiality

Defendants, Vulnerable parties in judicial
proceedings (e.g., children), Victims

- fair trial rights

- the system can impact psychological and
emotional assessment

- compromises transparency in public hearings and
possibly limits the in-person participation in public
trials

- potential depersonalisation of criminal
proceedings

- defendants do not have a full overview of the
courtroom and cannot see people participating

Defendants

Yes (5/5 interviewees saw an impact on this right)

Possibility for lawyers to review the recording and
to prepare a better defence

Defendants




Fundamental rights impacts

Negative impact/potential
risks? (As above)

Whose rights?

Article 21 (non-discrimination)

Article 7 (respect for private
and family life)

Article 8 (protection of personal
data)

Positive impact/potential
benefits (Y or N, and briefly give
some (not exhaustive list)
elements/components of the

right?)

Whose rights?

Negative impact/potential
risks? (As above)

Whose rights?

Description of use case
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MVC (video-conferencing) system
The system might compromise the possibility for

lawyers to communicate with defendants during
the hearings

Defendants

No (None of the participants mentioned this right
in relation to the use case)

No (None of the participants mentioned this right
in relation to the use case)

Yes (mentioned by three interviewees)

NA

NA

- Concerns about storage of video-recordings and
possibility data are shared with third parties or
lost

- Impossibility to ensure full privacy and
protection of personal data during trial’s
hearings

Defendants

For this use case, five professionals were interviewed: one lawyer, one judge, one

prosecutor, one technical expert and one civil servant working for the Ministry of Justice.

The MVC system is a video-conferencing digital tool used nationwide in the Italian

criminal justice system. It allows for the video-recording of court hearings — which is the
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aspect most interviewees focused on — and of testimonies. (’°) It is worth stressing that
the MVC system is used not only to allow the remote participation of detained
defendants, but to record all hearings — even those held in person — and to store the
recordings that are made available to judges, prosecutors, and lawyers. The system was
developed by a private company contracted by the Ministry of Justice to provide both
hardware (cameras, microphones, etc.) and software (general video-conferencing
programmes customised for judicial purposes). In fact, the DGSIA cannot develop the
system autonomously: the Directorate is provided with system analysts and designers
but does not have the human resources to implement the software. The system is
implemented and rolled out by the DGSIA: however, future updates of the system still
require the involvement of private tech companies. A one-year pilot phase was foreseen
where both traditional hearings and remote hearings were held, to allow justice
professionals to get familiar with the new system. However, it is worth noting that in-
person hearings have not been fully replaced by video conference systems; moreover,
video conference systems allow to audio and video record the hearing, but written
transcripts are still in place.

The tool was introduced to replace traditional documentation methods — such as written
reports of the hearings, stenography, handwritten notes — and to facilitate the recording
and secure storage of audio-visual materials related to judicial proceedings, as well as
the transcription of hearing through speech-to-text technologies (i.e., automatic
transcription). Written judicial materials and hearings’ written transcriptions have not
been fully replaced though so far. MVC system also allowed to avoid physical transfers
of detained defendants to courtrooms: in this case as well, remote hearings have not
fully replaced in-person hearings. According to one lawyer interviewed about this use
case, the full replacement of traditional procedures cannot be fully achieved due to the
inadequacy of the technical equipment at the disposal of Italian courts.

The tool is in place since 2019, but its use and implementation highly increased during
the Covid-19 pandemic: its function in that phase was key to ensure the continuity of
functioning of the criminal justice system even if detainees could not be transferred
from detention facilities to courtrooms, and trials had to be conducted ensuring physical
distancing. Currently, the system is fully deployed also due to legal obligations
introduced by the so-called 2022 Cartabia reform, as explained by the technical expert
interviewed on this use case:

(79) See lItaly, Falcone A., Videoconferencing in Italian criminal proceedings: reflections on the recent
Cartabia reform on remote participation (‘La videoconferenza nel procedimento penale italiano:

riflessioni a margine della recente riforma Cartabia In materia di partecipazione a distanza’), in La
Legislazione penale (6 September 2023).
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“This system comes out from a regulatory obligation basically; we are not a
research system. The Ministry of Justice has the Cartabia reform to
implement, it has a reform, (...) But from the old to the new we have made
the leap of adapting the technology to the legislation.”

Resistances to the introduction of this tool was mostly expressed by courts’ staff who
were therefore required to undergo training aimed at acquiring new technical skills to
handle the MVC system.

Impact on justice professionals’ work

The interviewees have described this tool as a digital instrument which had a strong
impact on judicial proceedings and the work of justice professionals.

A judge interviewed for this use case expressed an overall positive opinion of the tool,
stating that it contributed to increasing efficiency and transparency. It reduced the
necessity to rely on manual notetaking and stenography, thus allowing for more
accurate and reviewable records. Lawyers, judges, and prosecutors now have the
possibility to view the recordings and have a more accurate and thorough perspective
on judicial hearings. The judge further underlined that the system does not use Al
systems; however, it can indirectly support judges’ decision-making by providing a
reliable and reviewable record of court hearings. The possibility to review testimonies
might help the judges to adopt decisions that are based on a more accurate recollection
of the events.

Justice professionals were generally not consulted in view of the introduction and
implementation of this digital tool. One of the judges interviewed on this use case
stressed that the only consultations that took place focused on the technical aspects of
the tool. Another interviewee was directly involved in the testing and implementation
of the tool and had the opportunity to provide feedback on its functionality. However,
they admitted that no systematic consultations with professionals were organised:
where these occurred, they were rather informal. One technical expert working for the
Ministry of Justice mentioned that working committees exist at the Ministry of Justice,
made up of ministerial staff and external experts. As far as the committee working on
the MVC system is concerned, they could report that it was made evenly of male and
female professionals, including experts with foreign background. A lawyer interviewed
for this use case stressed that the lack of previous consultation with legal professionals
has caused significant gaps in the tool’s implementation and functionality which might
have been avoided with a solid consultation process.
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The use of MVC systems to avoid transferring of detained defendants from prisons to
courtrooms has been described as a way to increase security of judicial proceedings.
This is, for instance, the opinion of a civil servant working for the Ministry of Justice:

“The system of multi-videoconferences has caused us to almost completely
eliminate the system of transfers of prisoners in the courtroom so that only
prisoners who were detained in the judicial district were transferred (...) and
those outside the region were no longer transferred.”

Training and support to use tool, as well as plans to monitor, improve or update the

tool

The interviewees’ perceptions on guidance and training were remarkably diverse. The
judge interviewed for this use case reported that training was provided to justice
professionals through webinars and in-person sessions. A virtual helpdesk is available to
report and solve possible technical problems and some judges with IT competences
were appointed to assist their colleagues with the use of the tool. A civil servant who
previously worked for the Ministry of Justice confirmed that training schemes were
offered to justice professionals; a pilot training was also organised by the Court of
Cassation with representatives of several local judicial districts to foster familiarity with
the new tool. A technical expert working for the Ministry of Justice confirmed that
training and guidelines were provided to justice professionals, particularly to courts’
staff and judicial authorities. In their experience, training sessions included both the
provision of written guidelines and the dissemination of video tutorials to ensure proper
use of the tool.

As far as complaints are concerned, possible malfunctions of the system can be reported
through the dedicated helpdesk. Moreover, complaints can also be addressed to the
central unit of the Department of Penitentiary Administration, when detained
defendants are involved. Some experts reported though that the assistance provided to
justice professionals to support the use of the system is minimal: there generally is a
technical expert available during sessions to manage and solve technical problems. No
formal complaint mechanism is nonetheless available to report issues after the video
conference session is concluded. The lawyer interviewed on this use case stressed the
lack of effective complaint mechanisms: in their experience, lodged complaints are often
not dealt with by competent authorities. They further reported that no helpdesk or
technical assistance is in fact available to legal professionals using the MVC system.

Some interviewees suggested potential future improvements and updates of this tool.
A first element worth stressing is that the complete replacement of handwritten and
hardcopy judicial materials — which could be possible thanks to the scale-up of the MVC
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system — is a choice that must be made by the legislators, despite being technically
viable.

The judge interviewed for this use case suggested that Al could be used to improve the
MVC system, especially as far as translations of the recordings are concerned.
Translation currently is made by professional translators: the potential future use of Al
might replace human translators in a way that — according to them — might improve
quality and efficiency of the translations.

“We are pursuing as a technological transformation department a very
interesting project with Microsoft which is the possibility of automatic
transcription of recorded audio. The levels at this point can become three:
the transcription, the video recording or audio recording and then the
transcription operated by advanced software from the video and the audio
that has been recorded, perhaps with a final human control but this is a
possible perspective.”

Possible developments of the MVC thanks to Al systems was also suggested by another
interviewee who is an technical expert working for the Ministry of Justice: in their
opinion, Al could be integrated in the system to analyse facial expressions of parties
involved in the proceeding, and to infer what these expressions correspond to, in order
to collect non-verbal evidence during the proceeding. However, such a development has
not been officially foreseen by Ministerial authorities, also because it would require
strict mitigation measures to limit possible risks for privacy and data protection.

Additional training and guidance for justice professionals is also mentioned as a key
strategy to improve the use of the digital tool.

“It is important that there is [...] a digital training of lawyers and an approach
both of jurists in general and of lawyers to technological tools. If justice
professionals are provided with new technological tools, it is key that they
develop the skills that are necessary to use them.” (Judge interviewed on the
use case)

“It is necessary to invest, to provide suitable technical tools and perhaps
organise courses that allow people to confront and fully understand how it
works” (Lawyer interviewed on the use case)

Fundamental rights risks related to use of the tool/system

One risk mentioned by the interviewees concerns the rights of defendants to an
effective legal defence. The remote participation of defendants from detention facilities
might hinder their possibility to communicate with their lawyers during the hearing and
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might compromise the confidentiality of such communication. Even if phone
communication systems are in place in courtrooms, these are not as effective as in-
person communication: this aspect might overall compromise the defendants’
possibility to participate in the trial.

“The right of defence certainly is affected because you do not have the
defendant sitting next to you. Along with the deployment of the application,
the courtrooms were also reviewed, and a direct telephone line was placed
just between the lawyer and the detainee [...] however, it is very different
from being seated next to your client.” (Civil servant working for the Ministry
of Justice)

Major risks for the right to legal defence were mentioned by the lawyer interviewed on
this use case: according to them, MVC systems negatively compromise communication
between defendants and lawyers, and cannot ensure confidentiality. In their opinion,
the MVC system represents a proper violation of the fundamental right to legal defence:

“It does not allow for a direct relationship. | am absolutely not in favour of
this type of situation today because, from my point of view, it entails a
violation of the defendant's primary right of defence {(...) if there are no funds
to set up a system that allows an immediate relationship all the silliest
difficulties become insurmountable mountains.”

The MVC system might also compromise the immediacy and emotional connection
between trials’ parties and the court: according to a civil servant working for the Ministry
of Justice it might have an impact on the defendants’ right to a fair trial and cause a
depersonalisation of the proceedings. In this respect, another expert who is a
psychologist working for a local Juvenile Court stressed that the MVC system has a
negative impact on their ability to read parties’ non-verbal language and conduct an
adequate psychological assessment when requested. In their opinion, this risk might
compromise the right to a fair trial since psychological assessments of both defendants
and victims are a key instrument to collect relevant evidence in judicial proceedings.

As far as privacy and data protection are concerned, none of the interviewees could
report that the risk of a data breach is totally excluded.

The widespread use of MVC systems could also compromise the public nature of judicial
proceedings, since online participation might be limited due to the digital divide still
existing in Italy.

Mitigation measures/safeguards to avoid harming fundamental rights
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None of the interviewees reported that a fundamental rights assessment was conducted
ahead of the implementation of MVC systems.

The judge interviewed for this case reported that operational guidelines are in place to
reinforce the data protection and privacy of the trials’ parties, ensuring that only
authorised individuals have access to the recordings produced by the MVC system. The
access system is based on different layers of authorisation: for instance, the President
of each Court has access to personal and sensitive data, while courts’ staff only has
access to some personal data; the technical staff cannot access any personal data.
Additional training and guidance would be needed to raise awareness among justice
professionals on how to process and store sensitive information and data of all parties,
and to create safe digital environments. The technical expert working for the Ministry
of Justice further clarified that recordings are stored in a specific cloud environment
hosted in the EU.

Fundamental rights benefits of the tool/system

The recurring benefit associated with MVC system concerned the increased efficiency
of criminal justice and the reduction of the duration of trials, and the reduction of costs
of detainees’ transportation to courtrooms and of paperwork. The system also
contributed to the general security of judicial proceedings, especially when defendants
who are members of criminal organisations are party in the trial in order to avoid their
transfer to courtrooms. According to an IT professional, the system allowed also to
reduce possible mistakes made by court’s staff in charge of manually recording judicial
hearings: in their experience, it could happen that courts’ clerks would start the
recording with some minutes of delay, or that the volume of the recording was not
adequately controlled, or that the camera was not precisely set and the image framed,
thus impairing a high-quality recording of the hearings.

The possibility for justice professionals to review the recordings of hearings and
testimonies was described by most interviewees as a way to increase transparency and
accuracy of judicial proceedings and judicial decisions. The recordings provide an
objective record of what happened during the hearing thus possibly contributing to the
overall fairness of the proceedings. Moreover, it might also help lawyers to shape better
and more informed defence strategies.

“[...] In my opinion it further increases the level of impartiality and the quality
of the decision, because you have a tool that allows you to re-evaluate the
evidence and to review what happened. It is the central activity of the
criminal judge to see what happened in the trial, evaluate the evidence, and
then issue a decision.” (Judge interviewed on this use case)
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“I think [video-conferencing] has more advantages than disadvantages for
the right to defence. The fact that | can review the hearing’s video recording
several times allows me to study the proceedings better. This is particularly
relevant for office technical consultations and for party technical
consultations.” (Prosecutor interviewed on this use case)

Secure and high-quality recording of testimonies was mentioned by one technical expert
working for the Ministry of Justice as a possible benefit of the system for the right to
defence and the presumption of innocence. However, this benefit might be hindered by
the high costs required to have access to judicial acts, including recordings:

“[...] I point out that the reproduction of any document, even of the acts of
investigation, on a CD support, costs about EUR 260 euro, so you understand
that not everyone can have a copy of video.” (Lawyer interviewed on this use
case)

The reduction of immediacy and emotional connection caused by MVC systems was
described as a risk (see above) but also as a possible benefit, since it might contribute to
the impartiality of judges’ decisions.

The use of the MVC system might also help to better protect victims’ rights since they
are not requested to physically come to the courtroom for their testimonies, thus
avoiding meeting in person with the defendants.

As far as discrimination is concerned, a civil servant working for the Ministry of Justice
suggested that this digital tool might reduce possible discrimination, providing equal
access to judicial hearings to parties with disabilities and other impairments who might
have difficulties in reaching courtroomes.
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2.2.2
or communication system/platform: the Electronic Criminal Trial Application

Electronic filing and exchange of documents, or electronic case-management

(Applicativo del Processo Penale Telematico - APP)

Fundamental rights impacts

Article 47 (right to a fair trial
and an effective remedy)

Positive impact/potential
benefits (Y or N, and briefly
give some
elements/components of the
right?)

Whose rights?

Negative impact/potential
risks? (As above)

Whose rights?

Article 48 (presumption of
innocence and defence rights)

Positive impact/potential
benefits (briefly give some
elements/components of the
right?)

Whose rights?

Negative impact/potential
risks? (As above)

The Electronic Criminal Trial Application
(Applicativo del Processo Penale Telematico - APP)

Yes (5/5 interviewees saw an impact on this right)

- Reduction of the duration of criminal proceedings
- Increased efficiency of the criminal judicial system
- reduction of judicial errors

- reduction of corruption in the judicial system

- reduction of discretion and impartiality since the
system automatically allocates judicial cases to
judges

All parties involved in criminal proceedings

- possible technical malfunctions could delay the
lodging of documents, thus delaying access to
justice

- judges have less room to organise their work
which is becoming more standardised, with
possible impact on the independence of the
judiciary

Defendants, victims

Yes (3/5 interviewees saw an impact on this right)

The system allows lawyers to work on judicial files
regardless of the opening time of judicial offices.

Defendants, victims

Possible technical malfunctions could hinder
lawyers’ activities, especially documents lodging.




Fundamental rights impacts

Whose rights?

Article 21 (non-discrimination)

Positive impact/potential
benefits (briefly give some
elements/components of the
right?)

Whose rights?

Negative impact/potential
risks? (As above)

Whose rights?

Article 7 (respect for private
and family life)

Article 8 (protection of
personal data)

Positive impact/potential
benefits (briefly give some
(not exhaustive list)
elements/components of the
right?)

Whose rights?

Negative impact/potential
risks? (As above)
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The Electronic Criminal Trial Application
(Applicativo del Processo Penale Telematico - APP)

Defendants, victims

One participant mentioned this right in relation to
the use case.

- APP fosters standardisation of judicial procedures,
limiting discretion of judicial decisions and
administrative practices

- Design standards ensure the accessibility of the
software

Defendants, victims

Professionals and administrative staff with limited
digital skills might have difficulties in using the
instrument

Justice professionals

No (None of the participants mentioned this right in
relation to the use case)

Yes (mentioned by four interviewees)

Digitalisation makes data processing operations
clearer, so it is easier to identify who is accessing
and processing personal data

Defendants, victims

- The system could potentially disseminate sensitive
personal data

- Recordings of criminal hearings could be unlawfully
downloaded from the system and disseminated

- Lack of clear regulation on data processing through
the APP

- Obsolescence of Courts’ technical equipment could
compromise data protection and privacy
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The Electronic Criminal Trial Application

Fundamental rights impacts . .
(Applicativo del Processo Penale Telematico - APP)

Whose rights? Defendants, victims

Description of use case

For this use case, five professionals were interviewed: one lawyer, two judges, one
technical expert and one clerk working for an Italian Court.

APP is a digital system in use in the criminal justice system aimed at centralising and
digitalising judicial procedures and documents through the development of a single
unified platform. (8%) The system is meant to simplify and make more efficient
documents’ sharing and lodging and notification of judicial acts; the system is also able
to allocate judicial cases to judges working for the same judicial Court.

Information and documents are uploaded on APP via two main sources/portals: the first
is managed by judiciary police officers and concerns notifications of criminal offences
destined to public prosecutors; the second one is used by lawyers to lodge judicial
documents and download judicial notifications. Since interviewees on this use case
comprised both judges and lawyers, both portals are considered in this research. It can
be accessed only to professionals authorised to use the internal network of the Ministry
of Justice: it is not freely available on the Internet.

The system was introduced at the end of 2023 and followed a gradual implementation
process (see Section 1 of this report): as of January 2025, the use of APP has become
mandatory for most judicial procedures in the criminal justice system. Until the end of
2024 and for those judicial procedures not included yet in the APP system, the
traditional procedures are in place, which were based on paper documents lodged in
person at the competent Courts’ offices. As reported in Section 1 of this report, the use
of APP was gradually extended to an increasing number of judicial proceedings in the
criminal sector: as of 7 January 2025, all judicial procedures pertaining to the criminal
sector are managed digitally via the APP system. A few exceptions are foreseen where
the digitalisation process will be postponed until 31 March — registrations of suspects,
abbreviated trials, summary, and immediate judgments — or the end of 2025 —
precautionary measures and appeals against evidentiary seizures. As of January 2027,
the digitalisation of judicial procedures will involve all procedures and acts of all judicial
offices, including office of the Justice of the Peace; Public Prosecutor's Office at the

(8%) For more information, see ‘Italy, Savio, V. (2024) ‘APP, cronaca necessaria di un annunciato ma utile
flop’, in Questione Giustizia, 31 January 2024’.




53

Juvenile Court; juvenile courts; Surveillance courts; courts of appeal; public prosecutor's
office at the court of appeal; Court of Cassation; public prosecutor's office at the Court
of Cassation.

APP was developed by Ministerial authorities through an external private contractor
that developed the software which is also in charge of the developments and updates
of the software. In the areas and procedures where APP is active, not only traditional
judicial procedures were replaced but additional functionalities were integrated by the
digital tool, such as the digital signature of judicial documents, as explained by the
technical expert working for the Ministry of Justice interviewed on this use case.

“I give you this example concerning the digitization of judicial decisions,
today this is how it happens: the judge writes the judgment and then gives
the signed document to the clerk, the clerk goes to the computerized register,
takes the judgment number and writes it in pen on the paper, puts their mark
on it and the document is officially registered. This step can be computerized,
you have to digitize the entire procedure or some of its, for example with the
digital signature, by inserting the password, etc.”

Users of APP include all justice professionals, i.e., judges, criminal lawyers, and Courts’
administrative staff. Defendants, victims, and other parties in criminal proceedings are
not entitled to access the APP system: defendants and victims can do so via their
lawyers.

Interviewees’ perception on consultations with justice professionals prior to the
introduction of the digital tool are varied. The technical expert interviewed for this use
case reported that consultations took place, involving judicial authorities and
administrative staff. According to them, lawyers were also consulted.

The Superior Judicial Council carried out its own consultation with judges through its
Technical Organisational Structure and selected innovation referees. This group of
innovation referees had the task of analysing the effects of the application and the
critical issues of the application and debating them with judges, thus collecting data and
information on possible critical issues. One of the judges interviewed on this use case
reported that the Ministry of Justice was extremely cooperative in the implementation
phase of APP, providing direct support by sending staff to different judicial offices to
gather insights and allowing for targeted improvements. This point of view was not
shared by the other judge who intervened on this use case who explained the
inefficiencies of the APP system with the insufficient involvement and consultation of
Italian judges: in fact, they mentioned that the digital system is ill-suited to the
complexity of criminal justice, particularly given the fluid and often non-standardized
nature of investigative activities.
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One of the technical experts reported that consultations also included workshops and
interviews to collect opinions and feedback. The lawyers interviewed on this use case
reported though that lawyers were not consulted on the APP development or
implementation: this had severe consequences especially for older lawyers who
struggled to adapt due to their limited digital skills. Moreover, the lack of early
engagement meant that lawyers’ concerns were not addressed in the system's design.

As reported in Section 1, the introduction of this digital tool encountered some
resistance from justice professionals and is subject to harsh criticism due to several
reported technical malfunctions. These are also connected to the obsolete technical
equipment at the disposal of Italian Courts, which represents a relevant barrier in the
efficient digitalisation of the Italian criminal justice system. This critical aspect — which
is de facto hindering the use of APP in several judicial districts — was denounced by the
National Judiciary Association at the beginning of 2025 with a press release (8): the
judiciary institution stressed that Italian courts had not been provided with the
necessary and updated technical equipment and devices to introduce and implement
the general digitalisation of the criminal trial envisaged by the APP system.

Furthermore, as stressed by one of the judges interviewed for this use case, APP is not
able to fully digitalise the activities of prosecutors since the investigative activity is
dynamic, broad, and not entirely based on standardised procedures.

It is worth reporting that, as of now, APP has only concerned the digitalisation of
documents pertaining to the investigation phase and to first-instance Courts; the full
implementation of this tool will concern all stages of criminal proceedings.

Impact on justice professionals’ work

The introduction of APP has had both positive and negative impacts on justice
professionals” work.

First, according with the interviews conducted with judges and lawyers on this use case,
APP has required a crucial update of digital skills of justice professionals, especially of
older ones who were used to a manual way of managing judicial practices. The digital
divide between older and younger generations of justice professionals proved to be a
key challenge for the digitalisation of the justice system in general, and the use of APP
in particular, which also resulted in complaints and resistances among professionals with
lower digital skills.

(®2) Italy, National Judiciary Association (Associazione Nazionale Magistrati — ANM) (2025), The New
Year with APP 2.0 (// nuovo anno con APP 2.0 penale), 4 January 2025.
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Second, as far as administrative work is concerned, APP reduced paperwork and
streamlined procedures and documents to be lodged, ensuring a better consistency of
documents’ format and contents and reducing the risk of manual errors. Documents
have also become easier to trace and less likely to get lost.

Moreover, APP reduces repetitive data entry, paperwork and speeds up communication
between judicial offices, as reported by a clerk working for an Italian Court.

“[...] digitisation certainly improves efficiency, speed, also benefits the dignity
of our work, because | always make the example of myself [as a clerk in a
local Court] | have to spend hours near the photocopier or physically picking
up folders from the closet.|...] So, the fact of sitting in front of a workstation
and using only a mouse or keyboard is also a matter of dignity of my work,
besides the efficiency and effectiveness of the justice system [...] Moreover,
if these procedures become faster, | can invest energy to recover the backlog
that the traditional system has created over the years.”

The positive impact of the APP system on the work of justice professionals is currently
hindered by the persisting technical malfunctions, reported in Section 1, and confirmed
by interviewees for this research.

Training and support to use tool, as well as plans to monitor, improve or update the

tool

Training sessions, webinars and users’ manuals are reported to have been made
available to justice professionals, as specified by a clerk working for an Italian Court:
these training instruments were aimed at making staff familiar with the new system and
ensuring they understand its functions. However, it is worth stressing that the DGSIA
had no obligation/responsibility for staff training. The Superior Judicial Council
implemented its own training schemes based on video meetings with colleagues two or
three times a week to identify and report issues in real-time, track them through the
opening and closing of tickets, and resolve them collectively with the intervention of
support services assigned by the Ministry or its local branches, as reported by one of the
two judges interviewed on this use case. However, the other judge interviewed on this
use case reported that the webinars for judges that were organised in view of the
implementation of APP were largely ineffective and provided inadequate support,
especially due to the rapid development of the system. They would rather suggest that
training and support are provided through on-site technical assistance which could
promptly responds to the needs emerging during the use of APP.

As for lawyers, the lawyer interviewed on this use case reported that no training
opportunities was offered to lawyers, and this had a negative impact on the use of this
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tool especially by older lawyers who had to often rely on the voluntary support of their
younger colleagues.

“Let's say overall | am not unhappy with the electronic criminal trial, | find it
quite accessible, convenient and free anyway, but | also put myself in the
shoes of those who are not familiar with computers. Let's say that we, as
lawyers (...) now know almost as much about computer science as an
engineer, I'm not kidding (...) however, it is a very complex activity and surely
old-fashioned lawyers, who are still around, are automatically thrown out of
the market.”

Supportin the use of the tool is reported by one of the judges interviewed to be provided
by the Ministry to justice professionals through chatbots, phone numbers, and, most
importantly, video calls that can be scheduled to receive assistance. However, support
remains a challenging topic, as the majority of judges (around 90%) have not yet adapted
to this new mode of assistance.

As for future prospects of the use of APP, further training and guidance to justice
professionals to more efficiently use digital tools was mentioned by the lawyer
interviewed on this use case, as well as by the technical expert working for the Ministry
of Justice, the clerk working for an Italian Court and one of the two judges. Training and
increased awareness among professionals and citizens is mentioned as a milestone of
the smooth implementation of the digitalisation process of the Italian judicial system.
These measures require solid and long-term investment of financial resources into the
digitalisation process, which are also needed to ensure that all justice professionals have
access to the necessary digital devices.

Moreover, the technical expert working for the Ministry of Justice suggested that the
use of APP should be extended to all judicial procedures and all stages of the criminal
proceedings. However, they also stressed that this extension process should be
implemented gradually:

“For such important steps you need time. On the contrary, | think that the
process that Europe set out to do in a short time has sometimes generated
more chaos. So, it leads to perhaps hasty transformations. It takes time for
the reforms to be accepted.”

Fundamental rights risks related to use of the tool/system

The main risk mentioned by the clerk working for an Italian Court had already been
mentioned when discussing MVC systems, i.e., the risk of de-humanising criminal
proceedings reducing the human and direct interactions between trial’s parties and
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judicial authorities, as well as between lawyers and judicial authorities. This point of
view was shared also by one of the judges interviewed on this use case:

“Criminal lawyers have always had a very direct approach to judicial offices:
lawyers often communicate directly with prosecutor offices on all judicial
procedures {(...) Lately, | noticed at a recent conference that many of them
perceive this digitalization as a wall in this communication (...) Of course,
here too there will be an evolution, after which a different way of interacting
will have to be found. In the immediate future, lawyers are experiencing this
transition, and | understand them perfectly, as a reduction of their room for
manoeuvre and thus indirectly this applies to their clients.”

This is a relevant concern when it comes to criminal proceedings that have a direct
impact on individuals’ personal freedom. A similar risk concerns the standardisation and
limitation of judges’ freedom to organise their work due to the streamlining of judicial
procedures: according to one of the judges commenting this use case, this might have a
negative impact on the independence of the judiciary.

“One thing we are undergoing, which is true for many, is the impression that
this process of digitalisation will takes away our freedom to organise our
work. (...)But are we so sure that the Ministry should and can intervene in
such a massive and decisive manner on the working methods of judges?”

As for privacy and data protection, the technical expert working for the Ministry of
Justice stressed that they perceive no risks for data protection since the digital systems
of the Ministry of Justice already comply with the requirements and standards made
compulsory by the GDPR. Moreover, access to the APP database is strictly regulated and
it cannot be freely accessed on the Internet: according to them, these safeguards reduce
the risk of data breaches.

“Access is granted only to authorised users and the application does not
expose data, it is not exposed on the internet, we only have the private justice
network and so this ensures that only insiders access the Justice Network.”

The risk of data breaches is reported to be monitored by a national oversight mechanism
managed by the Ministry of Justice, and complaints on this can always be filed to the
Italian Data Protection Authority. One of the judges interviewed on this use case
reported that APP could even contribute to data protection since it increases
transparency on data processing, making available information on who is processing
personal and judicial data and information: this approach also contributes to reinforce
fair and equal treatment in judicial proceedings. However, the interviewed lawyer
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stressed that, despite the security system in place, violations of data protection might
occur due to the obsolescence of the available technical equipment:

“Let’s say that security measures, systems, and especially access and
accessibility to these systems should also be implemented. Very often we as
lawyers are asked for a certain level of security measures, but then you then
realize that the computers and operating systems in Court are really
outdated. A little bit has improved, however, much more should be done. |
always think that yes, we a lot of good laws, a lot of good things, but in the
end, you have to have the tools first and try to figure out where are we with
the tools. But if we don't have the tools ...”

Mitigation measures/safeguards to avoid harming fundamental rights

None of the interviewees reported that a proper fundamental rights assessment was
conducted before introducing APP in the Italian criminal justice system. However, the
technical expert recalled that APP was made compulsory due to the legal obligations
introduced with the 2022 judicial reform: they therefore suggested that, even though
APP did not undergo a specific fundamental rights assessment, the legislative reform
might have undergone one.

As for complaints, APP is not provided with internal complaint mechanisms to report
malfunctions; they can nonetheless be reported to the Helpdesk of the Ministry of
Justice which is in charge of monitoring the entire digitalisation process and its possible
issues, including difficulties related to content quality or justice impacts. However,
responses to these complaints are not always immediate, largely due to the high
communication flow the Helpdesk is required to manage, as reported by the clerk
working for an Italian Court.

Fundamental rights benefits of the tool/system

The primary goal of APP — which is also its main benefit — is the streamline of judicial
procedures that often depend on the internal organisation of the Courts; the reduction
of the duration of justice procedures; and the replacement of paperwork and ordinary
manual procedures which is deemed necessary to increase the efficiency of the justice
system. For this reason, all interviewees — with the exception of one of the judges—
recognised that the APP system is able to contribute to increasing the efficiency and
transparency of the criminal justice system. The discretional power of justice
professionals is also reduced thanks to the standardisation of judicial documents, which
could contribute to the right to an impartial and fair trial.

The allocation of judicial cases implemented by APP is also reported by one of the judges
to better protect judicial impartiality.
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The technical expert working for the Ministry of Justice suggested that the system may
have a potential positive effect on the risk of discriminations. In fact, according to them,
streamlining and making judicial procedures more consistent, as well as reducing their
duration, may possibly reduce excessive discretion and unjustified discrepancies.
Moreover, one technical expert recalled that the AGID standards on accessibility are also
in place, ensuring that all users can interact with the tool, regardless of possible
impairments and disabilities (5?).

APP could also reinforce the right to legal defence: thanks to the digitalisation of judicial
procedures, criminal lawyers will not organise their work on the opening time of Courts’
administrative offices, thus better organising their activities.

In addition, APP could contribute to reducing corruption in the judicial system: the
reference is to a criminal phenomenon that used to be quite common, called “peculato,”
by which people in order to get advantages (such as a priority in scheduling hearings or
case study) paid the managing public official, bribing them. Digital allocation of judicial
cases is expected to contribute towards reducing this type of illegal practice in the
judicial system.

(8) See link to the guidelines: https://trasparenza.agid.gov.it/download/6000.html.
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2.2.3 Digital tool/system that facilitates individuals’ access to information and/or
their engagement with justice systems: the MIGRANTES Project

Fundamental rights impacts

Article 47 (right to a fair trial
and an effective remedy)

Positive impact/potential
benefits (Y or N, and briefly
give some
elements/components of the
right?)

Whose rights?

Negative impact/potential
risks? (As above)

Article 48 (presumption of
innocence and defence rights)

Positive impact/potential
benefits (briefly give some
elements/components of the
right?)

Whose rights?

Negative impact/potential
risks? (As above)

Article 21 (non-discrimination)

Article 7 (respect for private
and family life)

Article 8 (protection of
personal data)

The MIGRANTES Project

Yes (4/5 interviewees saw an impact on this right)

- Reduction of the duration of the judicial procedures

- Supports the identification of asylum applicants

- Consistent Country-of-origin information (COI)

- Speeding up of communication between different
administrations involved in the asylum procedure

Asylum applicants

NA

Yes (2/5 interviewees saw an impact on this right)

- Lawyers had access to high-quality and consistent
Country-of-origin Information

- Judicial documents are digitally stored and cannot
get lost

Asylum applicants

NA

None of the interviewees mentioned this right

None of the interviewees mentioned this right

Yes (mentioned by one interviewee)




Fundamental rights impacts

Positive impact/potential
benefits (briefly give some
(not exhaustive list)
elements/components of the
right?)

Whose rights?

Negative impact/potential
risks? (As above)

Article 18 — Right to asylum

Positive impact/potential
benefits (briefly give some
(not exhaustive list)
elements/components of the
right?)

Whose rights?
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The MIGRANTES Project

Digitalisation as a whole has reinforced data
protection, limiting unauthorized access to personal
data.

Asylum applicants, defendants, victims,
complainants

NA

Yes (mentioned by one interviewee)

The system contributed to more informed decisions
on asylum, ensuring protection to applicants who
were entitled.

Asylum applicants

Description of use case

For this use case, four professionals were interviewed: two judges, one technical expert
and one clerk working for an Italian Court.

The MIGRANTES project is an experimental project implemented by the Civil Court of
Catania (Sicily) in 2017 to improve, streamline and accelerate the assessment of asylum
applications during a period of relevant increase of arrivals of migrants on the Sicilian
shores (83). The project was financed by the European Social Fund and received funding
also by the Sicilian regional government. The project’s timespan is 2015 — when the
consultations started — 2017, when it was implemented, was in force only in the judicial

(®) Italy, Finocchiaro, R., Sciacca, M., Di Marco, B., E-Migrantes: the experience of the Court of
Catania in the context of simplifying appeal procedures against refusals of international
protection (E-Migrantes: I'esperienza del Tribunale di Catania nell’ambito della

semplificazione delle procedure di ricorso contro il diniego alla protezione internazionale),

in La Magistratura, Year LXVI, No. 1-2, 29 May 2017.
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district of Catania and it is no longer in place, due to the full digitalisation of the Italian
civil justice system which absorbed this experimental procedure. One of the judges
interviewed on this use case explained the origin of this project:

“At that time, everything started from the fact that the project financed by
the European Social Fund, which was for hundreds and hundreds of
thousands of Euros, envisaged the identification of the organisational
criticalities of the judicial offices and, at the time of Migrantes, one of the
most relevant and problematic issues was precisely the flow of new appeals
for the recognition of international protection at the Court of Catania. We
were talking about thousands and thousands of appeals and at that time
nothing was computerised and there was no civil, digital and operational
process, there was no coordination between all the bodies involved, etc.”

The pilot project was preceded by a two-year phase of consultations with local and
national relevant stakeholders aimed at mapping the inefficiencies and gaps in the
asylum assessment procedure at local level (see more detail in the following sections).
More specifically (%), in 2015 the Sicilian Region approved the project called
“Operational Programme European Social Fund 2007-2013 of the Sicilian Region, Axis
VIl Institutional Capacity Specific Objective P) on Strengthening Institutional and
Systems Capacity in the Implementation of Policies and Programmes” and entrusted its
implementation to the Government’s in-house company FormezPA. FormezPA selected
a team of consultants who, from 28 April 2015 to 30 October 2015, worked at the
Ordinary Court and the Court of Appeal of Catania with the task of analysing and
providing useful organisational elements to enable the Offices to increase efficiency in
the delivery of the justice services. The project was the result of the joint efforts of the
Court of Catania, in collaboration with the National Commission for Asylum Rights, the
Territorial Commissions for the recognition of asylum and, secondly, with the DGSIA of
the Ministry of Justice. The working group of the ‘E-migrantes’ project immediately
involved the judges of the First Civil Section of the Court of Catania, which has exclusive
jurisdiction over asylum procedures, the magistrate in charge of district IT, the clerks of
the chancellery, the president of the National Commission for the Right to Asylum, the
presidents and IT officers of the Territorial Commissions, the technicians and officers of
the DGSIA. In order to give the E-Migrantes project maximum functionality and
effectiveness, a meeting was firstly promoted at the Prefecture of Catania with the
presidents of the Territorial Commissions. The Prefect of Catania immediately endorsed

(®4) Italy, National Judiciary Association (Associazione Nazionale Magistrati — ANM) (2017), ‘E-
Migrantes": the experience of the Court of Catania in simplifying appeal procedures against refusals of
international protection (“E-Migrantes”: I’esperienza del Tribunale di Catania nell’ambito della

semplificazione delle procedure di ricorso contro il diniego alla protezione internazionale), 29 May 2017.
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the initiative and promptly called and chaired a special meeting, held on 14 July 2015,
at the Prefecture. The meeting, during which the President of the Court of Catania
highlighted the heaviness of litigation relating to appeals for the recognition of
international protection status and the related critical organisational and interpretative
issues, ended with the joint decision to sigh a memorandum of understanding between
all the offices concerned.

Overall, the project was aimed at replacing and digitalising the ordinary asylum
procedures, especially on two key aspects. On the one hand, the communication
between the Territorial Commissions for the recognition of international protection —
the first-level public body in charge of assessing asylum applicants — and civil courts
where complaints against rejections are decided. On the other hand, the MIGRANTES
project was also aimed at creating a common digitalised database of Country-of-origin
Information (COI) at the disposal of both members of Territorial Commissions, judicial
authorities, and immigration lawyers. Asylum applicants could not directly access the
database: the access was authorised to their lawyers.

The project was among the four finalists of the 2017 Council of Europe European
Commission for the efficiency of justice (CEPEJ) award “Balance de Crystal” and is now
concluded. It was in fact an experimental project in the context of the wider
digitalisation of the Italian Civil Justice which was made mandatory by the 2022
legislative reform and is now concluded, including also immigration civil judicial cases,
as stressed by one of the judges interviewed on this use case.

“The impact of digitisation had already preceded and affected the entire civil
sector through the introduction of the electronic civil trial. As far as the
immigration sector was concerned, the problem was the novelty of the issue
and the fact that the main institution, i.e., the Territorial Commissions for the
recognition of the right to asylum, had not yet been included in the PCT
system [...] Therefore, let's say, in the reorganisation of everything, a relevant
part was to tell the Territorial Commissions to use the electronic civil trial,
which already existed, we advertised it in a certain way, we clearly
customised it to the particular situation of the proceedings for the
recognition of international protection, etc.”

Impact on justice professionals’ work

All interviewees for this use case reported that the MIGRANTES project aimed at
addressing the inefficiencies and excessive duration of asylum procedures in a moment
of intense increase of asylum applications. In their opinion, replacing the paperwork and
digitalising the procedure and the exchange of documents positively improved the
communication between Territorial Commissions and local Civil Courts, overall reducing
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the length of the procedures themselves. Moreover, judicial authorities could also have
easier access to relevant country-of-origin information (COI) and case law, thus
facilitating their decision process.

According to one of the interviewees — a judge working in the Catania judicial district —
the introduction of the MIGRANTES project enabled authorities to increase the number
of decided asylum cases by 86% in 2016 (compared to the previous year); moreover, the
digitalisation of traditional administrative procedure entailed a reduction of EUR 70,000
costs in the first year.

The interviewees reported that, during the period 2015-2016, consultations were
conducted involving local and national relevant stakeholders with a view to
implementing the MIGRANTES project. These stakeholders included local judicial
authorities, members of Territorial Commissions, ministerial authorities, justice
professionals, external technological experts, but also international organisations with
competences in the asylum field, i.e., UNHCR. Moreover, the project team identified
eight university students from the local Faculty of Political Sciences who were experts in
international protection procedures. These students were tasked with developing
updated forms on COI for each country, providing a detailed description of the political
situation in that country to feed the database. As explained by one of the judges
interviewed on this use case:

“We activated training courses not only for the members of the Territorial
Commissions but for judges as well, together with the UNHCR on all
information related to COIl. In addition, we made an agreement with the
Council of Advocates on the adoption of certain models for the drafting of
the appeal to standardise the whole procedure.”

In this consultation process, immigration lawyers played a key role as they were
requested to implement best practices when submitting their documentation, for
instance, utilising a standard form to provide information on the background of asylum
applicants. These standardized digital forms were crucial to implement the database of
COIl and to streamline communication between Territorial Commissions and judicial
authorities. As explained by the technical expert interviewed on this use case:

“We involved the main law firms involved in supporting migrants when
appealing against a denial of international protection, asking them to
implement certain behaviours when filing their cases, for example, using a
standard template that would allow us to take the data we needed and put
it into the system without having too much variability. We had good
adherence; they came on a voluntary basis.”
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Training and support to use tool, as well as plans to monitor, improve or update the
tool

One of the judges interviewed for this use case reported that one of the major
challenges for the implementation of the MIGRANTES project was the lack of adequate
training of courts’ staff who were there unfamiliar with the new digital tools. It must be
noted that in 2015-2017 the digitalisation process of the Italian Civil Justice system had
not started, yet. Experiences of training on this project were reported by the
interviewees, which involved judges working in the immigration field, members of
Territorial Commissions and lawyers. Lawyers were also involved in the training schemes
relating to the procedures of uploading documentation on the PCT.

As far as complaints on possible malfunctions of the system are concerned, the
interviewees reported that the ordinary complaints mechanisms to the DGSIA were in
place which generally apply to the PCT. Moreover, complaints could also be filed to the
Italian Data Protection Authority when problems possibly compromise the right to data
protection and privacy.

Future updates of the digital instrument were not mentioned by the interviewees as the
MIGRANTES project is now concluded. However, one of the judges interviewed on this
use case suggested that Al will have a pivotal role in future developments of the judicial
system: as far as immigration law is concerned, COI might in the future be produced and
updated thanks to Al systems.

Fundamental rights risks related to use of the tool/system

The interviewees could not see major risks for fundamental rights caused by the
digitalisation of asylum procedures.

General risks for privacy and data protection were suggested, relating generally to the
digitalisation process and not to the specific use case. For instance, a technical expert
involved in the development of the project stressed that strict security measures are
needed to ensure that ministerial authorities monitor and control access to sensitive
information concerning asylum applicants:

“If the Ministry of Justice loses control of its data, yes there might be risks.
[...] If you want to be granted asylum you need to identify yourself, so there
is no alternative. In an ideal world there are no risks. [...] If we want to make
the digital world work there are no alternatives.”

Mitigation measures/safeguards to avoid harming fundamental rights
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None of the interviewees could report that a proper fundamental rights assessment was
conducted prior to the implementation of the MIGRANTES project. One of the
interviewees — a technical expert involved in the development of the project — stressed
that, in their opinion, such an assessment was not necessary since the project was a
procedural innovation of the already existing procedures. Such innovation was precisely
meant to better protect fundamental rights of asylum applicants, making asylum
procedures faster and more precise, as stressed also by one of the judges interviewed
on this use case. However, this same expert reported that a preliminary assessment of
possible risk for data protection was conducted at ministerial level: however, this
assessment concerned the PCT in general, and not the specific use case. A similar point
of view was shared also by a judge interviewed on this use case who stated that a
fundamental rights assessment was not needed considering the overall goal of the
project.

“There was no particular consideration of fundamental rights because, for
us, respect of fundamental rights was a fundamental premise. The judicial
office’s role in verifying and assessing the validity of the asylum seeker’s
fundamental rights was taken as a pre-condition. It was clear that the
foundational premise from which we operated was the awareness that we
were dealing with the fundamental rights of the human person. We were
working within the framework of our Constitution’s recognition of the right
to asylum. Therefore, our aim was to improve the service, not neglecting the
needs of public administration, but focusing above all on obtaining the most
reliable understanding possible of the political and social situation in the
asylum seeker’s country of origin.”

Fundamental rights benefits of the tool/system

According to all interviewees, the main benefit for fundamental rights of the
MIGRANTES project was the increase of the efficiency of the judicial procedures
concerning asylum applications, the reduction of their duration, and an overall decrease
of the administrative judicial costs. This was explained by one of the judges interviewed
on this use case:

"The intervention of Migrantes was procedural—it introduced innovations to
the procedure and significantly accelerated it. In terms of its impact on rights,
the project ensured the protection of the rights that those appeals to the
judicial authority sought to safeguard. This was achieved through greater
efficiency, timeliness, and effectiveness, as there was a substantial reduction
in the time required to process and resolve appeals.”
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This benefit was also confirmed by a representative of the Ministry of the Interior
working in Territorial Commissions for the recognition of international protection, who
reported that the digitalisation of the civil trial —and of asylum procedures — speeds up
communication between administrations and increases the economy and efficiency of
the territorial commissions in complying with the judge’s decision.

The creation of a consistent and high-quality COI digital database is mentioned as
another aspect fostering impartiality of judicial decisions and supporting the correct
work of Territorial Commissions and judges, thus contributing to the protection of the
right to a fair trial.

The system might also be positive for the right to legal defence: according to one of the
judges interviewed on this use case, the digitalisation of administrative documents
makes it easier for criminal lawyers to access them and avoid the risk of documents’
loss. A similar point of view was shared also by the other judge: according to them, the
project ensured that lawyers had better access to case information, improving their
ability to represent asylum applicants effectively.

Finally, the digitalisation of judicial procedures — including those relating to asylum —is
mentioned as a key step to better protect privacy and personal data: access to digital
data can be more carefully monitored and restricted, thus reducing the risk of data
breaches, as explained by one of the judges.

"Privacy is now much better protected because previously, paper files
containing personal data were stored in cabinets. Sometimes these cabinets
were left open, and anyone circulating in the tribunal could access a file, and
so on. Now, everything is within the encrypted system of the electronic
process, and only those who are authorized and have legitimate access can
view the files. This ensures that the protection of personal data and privacy
is significantly more secure."

Similarly, the representative of the Ministry of the Interior working in Territorial
Commissions for the recognition of international protection reported that no risks
for data protection are caused by the digitalisation of the digital trial since all
documents that are transmitted to judicial Courts by both lawyers and territorial
commissions are encrypted.
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2.2.4 Digital tool/system that facilitates individuals’ access to information and/or

their engagement with justice systems: Proximity Offices

Fundamental rights impacts

Article 47 (right to a fair trial and an
effective remedy)

Positive impact/potential benefits
(briefly give some
elements/components of the right?)

Whose rights?

Negative impact/potential risks? (As
above)

Article 48 (presumption of innocence
and defence rights)

Article 21 (non-discrimination)

Positive impact/potential benefits
(briefly give some
elements/components of the right?)

Whose rights?

Negative impact/potential risks?

Article 7 (respect for private and
family life)

Article 8 (protection of personal data)

Positive impact/potential benefits

Proximity offices

Yes (5/5 interviewees saw an impact on this
right)

- Reduction of the duration of the procedures

- Judicial procedures more accessible for
vulnerable persons

- Increased awareness on judicial procedures

Service users, vulnerable persons

NA

None of the interviewees saw an impact on
this right

None of the interviewees mentioned this
right

- Proximity offices allow vulnerable persons
who find it difficult to reach judicial services
to resort to a nearby service where a more
human contact is ensured

- Proximity offices might help dealing with
digital divide

Vulnerable persons, Persons with limited
digital skills

NA

None of the interviewees mentioned this
right

Yes (mentioned by one interviewee)

NA
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Fundamental rights impacts Proximity offices

Negative impact/potential risks? (As

Possibility of data breaches
above)

Whose rights? Data subjects

Description of use case

For this use case, five professionals were interviewed: one judge, two technical experts
and two civil servants.

Proximity Offices are local services aimed at fostering and easing persons’ access to
voluntary jurisdiction (8). The field of voluntary jurisdiction comprehends those
requests that do not need professional legal assistance, meaning that citizens can
autonomously file their requests by themselves to obtain protection for their rights. An
example of claim included in the field of voluntary jurisdiction is the request for a
support administrator for vulnerable subjects, such as persons with disability or older
persons, especially those who cannot live an independent life.

Voluntary jurisdiction therefore pertains to the field of civil justice. In practice, in the
Proximity Offices, citizens in need interact with civil servants who have undergone
specific training, who then digitally deposit the request in the Tribunal.

The Proximity Offices project was approved for financing in 2018, and the pilot
institutional experiences were initiated in 2019. In practice, Proximity Offices are
implemented by Italian regions in cooperation with municipalities: each Region has
therefore developed its communication and information materials (2°).

The project was established following a 2017 reform that reduced the number of
Tribunals on the national territory, as stressed by the judge interviewed on this use case:

“The reform of the spatial distribution of judicial offices had its own logic,
because the concentration of offices leads to greater efficiency. So many
small offices have been abolished, and this has led to a general improvement
of the justice machine. Against this, however, there was also a side effect,
whereby ordinary citizens who do not necessarily use a lawyer to protect

(%) For more information, see the websites of the national operational programme governance and

institutional capacity.

(%¢) This is for instance the information document developed by the Lazio region.
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their rights had greater difficulty in reaching the office. [...] Proximity Offices
have been imagined as offices where selected requests can be filed by the
citizen.”

As of 2024 (87), 85 Proximity Offices have been set up in 16 regions since the kick-off of
the project; 239 protocols have been signed to establish new ones. According to the
Ministry’s data, the total number of accesses by citizens to proximity offices is 7,481;
the total number of contacts registered by proximity office operators is 16,881; the total
number of services provided by proximity offices is 7,047.

Proximity offices provide a service to citizens who require the initiation of a judicial
activity within the field of voluntary jurisdiction, allowing them to file their requests
without physically attend judicial Courts. In order to file a voluntary jurisdiction request,
citizens can either submit the claim online on their own or physically go to the relevant
court. In this respect, Proximity Offices offer a service for those citizens who are not able
to use the online service due to difficulties related to electronic means or electronic skills
or who would otherwise be required to travel significant distances to access tribunal
services. Thanks to this project, individuals may visit the nearest Proximity Office, which
will subsequently digitally submit the request to the competent Tribunal. Once the court
order is issued, it is transmitted electronically to the proximity offices, which then
extract a certified copy of the order and forward it to the requesting applicant.

The system operates on a triangular basis. The service targets people living in small
towns who may experience difficulties in accessing the nearest tribunal. They approach
the Proximity Office and deposit the requisite documentation, which is subsequently
digitally transferred to the relevant tribunal, particularly the chancellery, which then
communicates the request to the judge, who is the final recipient. The only contact
between the judge and the citizens happens through the measure adopted or in case of
hearings.

The initiative was developed by the three pilot regions — Piedmont, Liguria and Tuscany
— which initially used the ordinary PCT and later developed their own digital system.
Piedmont adopted the so-called "training-organising model”, determining the specific
types of operators required and the operations they were to be capable of performing.
This model prioritises the training of operators, with the objective of ensuring the
efficient operation of the Office. This can only be achieved if operators are fully aware
of the procedures they are expected to follow.

(%7) Italy, Department for Cohesion Policies (Dipartimento per le Politiche di Coesione e per il Sud) (2024),
11th April 2024 — National event on the Proximity Offices project (11 aprile 2024 — Evento nazionale del

progetto complesso Uffici di Prossimita), 3 April 2024.
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Instead, Tuscany adopted the so-called "communication model," which prioritises the
dissemination of information to the public. This model emphasises the importance of
ensuring that citizens are adequately informed about the existence of the Proximity
Office and the types of procedures that can be initiated there.

In conclusion, Liguria adopted the so-called "digital platform" model, which
concentrated on the creation of an open-source software based on the necessities of
the Proximity Office (and with the intention of disseminating it into other fields, such as
sanitary services), with regard to the necessity of depositing files with the Tribunal.

Being this project tailored on local needs, Proximity Offices can be extremely varied:
some municipalities have a population of 500 or fewer residents, which has resulted in
Proximity Offices opening only in the event of scheduled appointments; in other
municipalities, Proximity Offices have set days and hours of opening to the public.

The initiative has been developed by in-house experts and was financed by the Ministry
of Justice through resources from the National Operational Programme Governance and
Institutional Capacity which is one of the cohesion policy instruments 2014-2020
financed by the European Union through the European Structural and Investment
Funds. The development of these services was the result of an intense consultation
between Ministerial staff and technical experts and local staff employed in the pilot
regions: during weekly online meetings, local civil servants were able to have
operational and normative discussion with the central staff, trying to find solutions to
problems they had at that specific time, such as the release of certified copies that could
not be realised by proximity office’s operators.

Proximity offices do not entirely replace the traditional procedure: people can always
opt for the traditional paper-based procedure conducted by civil courts; Proximity
offices therefore are an additional option provided to people who need to avail of
voluntary jurisdiction services, as explained by one of the technical experts interviewed
on this use case:

“This is not a new judicial procedure; the procedure is exactly the same as
before. [...] What has changed is that it has been digitised, because
theoretically at this time these voluntary jurisdiction proceedings are those
that do not need the intermediation of a lawyer. [...] However, since these
proceedings are a bit complex, especially for certain population groups,
Proximity Offices provide an intermediation service to which the individual
can turn to instead of going to court. [...] If |, as a citizen, want to start a file,
I have to go to court and do it on paper. To do it digitally, | have to go to the
lawyer or go to the proximity office. [...] The change was to give local
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authorities the possibility to do the same application that only the lawyer did
before.”

Impact on justice professionals’ work

As reported above, Proximity Offices are not a proper judicial service: they are rather
locally managed services aimed at fostering easier access to specific judicial procedures.
In this respect, the work of justice professionals is not significantly impacted by this
practice: Civil Courts competent for voluntary jurisdiction still receive and deal with the
requests; however, the requests can now be filed by local Proximity Offices thus
reducing the number of persons physically resorting to the Court.

More broadly, Proximity Offices — as most tools and instruments implemented in the
context of the digitalisation of the justice system — have a positive impact in making
more efficient and less burdensome justice procedures, reducing the paperwork that
was requested by traditional procedures. In this respect, the impact of these tools and
projects on courts’ activities can be relevant: the reason for this is the amount and
distribution of courts’ staff since the digitalisation of certain services has allowed for the
devolvement of some staff to different activities. In the opinion of the expert, the
implementation of digital services reduced the duration required to conclude a
procedure by half, as it allowed the professionals to concentrate on processing the
measure and not on manually loading judicial applications and documents.

Training and support to use tool, as well as plans to monitor, improve or update the

tool

Training for civil servants employed in proximity offices were organised at regional level:
organisation, training modes and modules varied depending on the considered region.
For instance, in the Piedmont region, the training programme comprised three
compulsory modules, namely introduction, welcoming and communicating, and digital
procedures, as reported by a technical expert interviewed on this use case. These
modules were conducted over a period of four to five days in a face-to-face setting.
Subsequently, a series of seminars on specific topics was organised. Despite the
differences, the approach that was overall adopted was the training-on-the-job model,
whereby future members of staff were paired with and supported by trainers and given
the opportunity to gain hands-on experience in the field.

As for future pathways for this project, one of the technical experts interviewed for this
research project stressed that the major challenge concerns the sustainability of the
project over time: according to them, the viability of these offices hinges on the capacity
of municipalities to maintain their functionality over time, which may not be
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guaranteed. Additionally, Proximity Offices could represent a good practice whose
approach could be extended to other public services, such as socio-sanitary services.

“The disadvantage, which is in the very nature of the project, is the long-term
sustainability. This is a project that is put on the shoulders of the
municipalities: tools should be found to make this project sustainable,
transforming this platform into a modular service that can be extended to
other functions, through a connection with the court also in relation to social
services, social-health services, all the services that the municipality does in
connection with the court starting from the proximity office.”

Moreover, the Proximity Offices system could be streamlined and standardised
following the indications of a common and uniform framework established at national
level: anincreased centralisation of the system could foster its dissemination in all Italian
municipalities.

The Italian general digital infrastructure also needs to be reinforced in order to sustain
digital services, including Proximity Offices. One of the technical experts interviewed
about this use case reported that some regions continue to experience difficulties in
accessing the system used by Proximity Offices to submit claims to Tribunals: this is the
case, for instance, of areas with poor signal strength which results in prolonged
processing times. Another significant and related challenge concerns the improvement
of digital skills in the general population, with a focus on specific groups such as older
people or persons with disabilities. It is therefore crucial to persist in efforts to advance
digitalisation.

“There is really a structural problem, for example here in Piedmont, in the
mountainous areas, there is a difficulty in stable access to the Internet, there
is no speed of connection, so certainly we need to continue to work on
infrastructure to facilitate this access. We also need to work on digital skills,
especially in the older segment of the population that needs the support of a
professional. [...] | believe that the Ministry of Justice is making a big effort
to introduce digitisation of its proceedings, and we need to continue to
believe in this path.”

Fundamental rights risks related to use of the tool/system

No major risks were identified by the interviewees on the implementation of the
Proximity Offices project. As explained by one civil servant involved in the initiative:

“Since there is an additional channel to file petitions, citizens’ requests, it
certainly does not undermine it, at most it puts another brick in the wall of
the proper functioning of the judicial system. It avoids delays, it avoids costs,
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I do not know what is better than that. Maybe I’'m too pro-proximity offices,
but | come from an area where getting from one place to another by public
transport might get complicated. So, | think that putting a proximity office
every 30 kilometres is fair”

Only one of the interviewees — a civil servant working for Proximity Offices at local level
— expressed their concerns on the possible impact on privacy and data protection: in
their view, the access to the database through a personal, uncontrolled device could
lead to possible contamination by viruses, or even the possibility of someone accessing
the personal account if the password is communicated to third parties. Such a risk was
nonetheless excluded by another civil servant who highlighted that all submitted
requests that come to the attention of the office are stored in a cloud-based system,
with access limited to the civil servant in charge of the practice, their superior, and
another colleague.

Mitigation measures/safeguards to avoid harming fundamental rights

As it was the case for the MIGRANTES project, the interviewees could not see the point
in conducting a fundamental rights assessment since the Proximity Office project was
implemented precisely to better protect fundamental rights, i.e., facilitating access to
justice services for vulnerable and socially disadvantaged groups. Ministerial and judicial
authorities were therefore not worried about possible risks to fundamental rights, as
stressed by a technical expert interviewed on this use case:

“In my opinion, the matter of fundamental rights has not been attended to,
we [Ministerial authorities] did not start from that point of view. We thought
that we could facilitate access to justice services for those who are weaker
or even simply more disadvantaged even just from the point of view of
remoteness or difficulty in reaching the service.”

Moreover, Proximity Offices are services managed by municipalities in the framework
of a regional programming: they do not pertain to the judicial system. According to a
technical expert interviewed on this use case, municipalities did carry out an assessment
of needs at local level —e.g., population size of the region, number of Courts, accessibility
to judicial services, number of voluntary jurisdiction cases, etc. — before deciding to
adhere to this project. Depending on this assessment, financial resources were allocated
by the Ministry of Justice to the adhering regions.

Moreover, an assessment concerning the possible impact of this project on data
protection and privacy is reported to have been conducted at national level, involving
both justice professionals and technicians.
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As for complaint mechanisms, each Region implementing the project designed its own
mechanisms for people to report problems and inefficiencies to competent local
authorities. Some municipalities also introduced satisfaction questionnaires at the
disposal of the Proximity Offices’ users. One of the technical experts interviewed on this
project reported that general guidelines were provided by the Ministry of Justice to all
adhering regions that in turn adapted them to the local context. Civil servants though
have the possibility to report to Ministerial authorities possible shortcomings of the
digital database in place, as well as the need to develop additional functions not
foreseen in the original software: one of the civil servants interviewed on this use case
reported that they requested an evolutive aimed at obtaining the possibility of sending
the notification to the National Institute of Social Security (Istituto Nazionale della
Previdenza Sociale - INPS), which had not been registered in the national registers.

Fundamental rights benefits of the tool/system

The positive result of the Proximity Offices stressed by all participants in the fieldwork
was the development of services close to the citizens, thus fostering access to justice.
The project — which was introduced during a period of rationalisation of judicial costs
and consequent reduction of the number of available judicial courts — was relevant in
supporting citizens in accessing judicial services — in the voluntary jurisdiction field —
without having to bear the costs of long distances needed to reach the nearest judicial
court.

“I would say all the fundamental rights of the person are protected [...] The
right to equality, that everyone has free and equal access to the justice
system, the right to self-determination, all social rights and the protection of
the more vulnerable social groups, the right to be able to exercise one's
rights. It is clear that the justice system in itself always protects individuals’
fundamental rights. The Proximity Office is simply an instrument to facilitate
this protection.” (Judge)

This being the purpose of the project, Proximity Offices are particularly relevant to the
most vulnerable social groups — which are those more concerned by voluntary
jurisdiction — who might face the hardest difficulties in travelling long distances and in
dealing with the complicated organisation of courts. The possibility of resorting to local
and close services which facilitate the activation and implementation of judicial
procedures and take care of the transmission of judicial practices to competent Courts,
is perceived as a way to make the access to justice more effective, as stressed by all
experts interviewed on this use case.

Proximity Offices could also help in humanising the relationship between citizens and
the justice system, thanks to the mediation of local trained staff supporting persons in
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having their rights protected through voluntary jurisdiction possibilities. Relationship
with justice is also made more transparent since applicants can always monitor the stage
of implementation of their practices, as explained by a technical expert interviewed on
this use case: Proximity Offices utilise a multi-level delivery status system, which
provides the applicant with insights into the progress of their request. In addition to the
two conventional levels of status (acceptance and delivery of the message within the
system), the system also provides the sender with a third level of status, indicating that
the request is currently being processed, and with a fourth level, communicating that
the request has been accepted or requested by the court. Moreover, the entire
procedure is expedited since, as soon as the judge renders a decision, the measure is
promptly communicated to the relevant individual, as stressed by a professional working
for a municipal Proximity Office.

Proximity Offices could be crucial also to foster access to justice for individuals with
limited digital skills, thus countering the social digital divide:

“Since the civil trial now is only electronic, this service allows people who
have difficulties, who don't have certified e-mail and who don't know how to
send a document except through a lawyer, to be able to physically access the
Proximity Office and file a document that is then transferred digitally to the
court. So basically this service still allows you to balance this digitalisation
process, that has now become predominant, while turning an eye in favour
of those people, such as elderly people, who are still unfamiliar and are in
difficulty, so that they can access the office to ask for advice, file a signed
request by hand, to also allow those who are not yet on this train to be able
to live. Otherwise, we all go on with digitalisation and forget about a portion
of people who have lived life in another way. And | think that services such
as this one allow you to balance the definitive path of digitalization with the
ability also to look at people who have difficulties.” (Technical expert
interviewed on this use case)

On grounds of all these elements, interviewees suggested that Proximity Offices are also
meant to reduce discrimination in people’s access to justice, providing support in the
access to justice procedures to vulnerable persons.
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2.2.5 Electronic filing and exchange of documents, or electronic case-management or

communication system/platform: Electronic filing in Juvenile Courts

Fundamental rights impacts

Article 47 (right to a fair trial and an
effective remedy)

Positive impact/potential benefits
(briefly give some
elements/components of the right?)

Whose rights?

Negative impact/potential risks? (As
above)

Whose rights?

Article 48 (presumption of innocence
and defence rights)

Positive impact/potential benefits

Whose rights?

Negative impact/potential risks?

Article 21 (non-discrimination)

Electronic filing in Juvenile Courts

Yes (5/5 interviewees saw an impact on this
right)

- transparency and accessibility of judicial
documents

- reduced duration of proceedings

- judicial documents can be lodged at any time

- simplification of judicial procedures

Children involved in civil judicial proceedings

- the system might restrict access to Courts,
especially by children’s parents who need
their lawyers to have access to digital
judicial documents

- digitalisation was not adapted to the
specific features of juvenile proceedings,
thus compromising the protection of
children

Children, parents of children involved in civil
judicial proceedings

Yes (4/5 interviewees saw an impact on this
right)

Easier access to digitalised judicial
documents

Children involved in civil judicial proceedings

NA

Yes (4/5 interviewees saw an impact on this
right)




Fundamental rights impacts

Positive impact/potential benefits
(briefly give some
elements/components of the right?)

Whose rights?

Negative impact/potential risks?

Whose rights?

Article 7 (respect for private and
family life)

Article 8 (protection of personal data)

Positive impact/potential benefits

Whose rights?

Negative impact/potential risks? (As
above)

Whose rights?

Description of use case
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Electronic filing in Juvenile Courts

Wider access is ensured to information
concerning the proceedings

Children involved in civil judicial proceedings

- Access to judicial documents is restricted to
individuals — such as children’s parents and
social services — who need a lawyer to
access the database

- Difficulties for professionals with limited

digital skills

Parents of the children involved in civil judicial
proceedings, social services

None of the interviewees mentioned this
right

Yes (mentioned by two interviewees)

Digital judicial files ensure a higher level of
protection of personal data compared to
paper files stored in judicial offices which are
potentially accessible by anybody entering
the office.

Children involved in civil judicial proceedings
Juvenile judicial proceedings concern
extremely sensitive data: digital technologies

might cause crucial risks of violations of data
protection that cannot be fully avoided.

Children involved in civil judicial proceedings

For this use case, six professionals were interviewed: one lawyer, two judges, one

prosecutor and two technical experts.




79

The use case concerns the extension to the juvenile civil justice of the system in place in
the PCT to digitally lodge judicial documents, judicial notifications and other judicial
information in a cloud managed by the Ministry of Justice. Civil judicial proceedings
generally concern civil matters involving children, e.g., adoptions, limitation of parental
responsibility, assessment of the possible abandonment of children by holders of
parental responsibility, etc.

The 2022 legislative reform of the Italian justice system gave the impetus to the
digitalisation documents’ filing in juvenile judicial proceedings, making electronic filing
compulsory for juvenile courts (since mid-2023). The new system has therefore entirely
replaced the previous method of document filing, which used to require professionals
to file the hardcopy of the documents at the court. Furthermore, it has replaced the
previous system for accessing documents lodged by other parties, as all documents are
now digitally available. The system also allows for the standardisation of judicial
documents: templates are available that enable the judges to proceed directly to the
drafting process using customizable models. This system therefore can mitigate the risk
of erroneous filing by judges. Additionally, judges have access to an archive of legal
precedents that they can consult. However, where needed, professionals — especially
lawyers — can file a request for a hardcopy of the documents they need at the competent
court’s registry. One of the challenges that persists is the migration of documents from
the former paper-based system to the new digital one, as reported by one of the
technical experts interviewed on this use case.

The software has been developed by private companies contracted by the Ministry of
Justice. Various societies have developed the applications needed for the update of the
registries and the software used by judges and still cooperate with ministerial
authorities in case updates and further developments are needed. The Ministry of
Justice has also developed the architectural framework and application servers that
interact with databases that are utilized by the courts’ registers. In the context of
juvenile courts, the designated application is "Select." In this context, the act is created
in digital form as a PDF file and is signed using a digital signing device. All digital
operations occur in the internal digital network of the Ministry of Justice: the documents
are not available on the Internet.

According to some participants, the digitalisation of the juvenile civil system was made
compulsory by law rapidly, whereas a more gradual approach would have been needed.
The mere extension of a system in place in the CPT to the juvenile justice system did not
allow to take properly into account the specific features of juvenile proceedings.

For instance, in juvenile civil proceedings — differently from civil proceedings involving
adults —the role of juvenile prosecutors is pivotal since the proceedings start upon input
from the prosecutors. This platform does not allow the prosecutor to directly receive
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reports that may potentially entail the start of a proceedings: this is the case, for
example, of the reports of local social services reporting a situation of concern about a
child. Consequently, these reports must be transmitted to the prosecutor via certified
e-mail, leading to slower and more difficult communication between relevant
stakeholders. The reports must then be digitally uploaded by the courts’ administrative
staff, thus resulting in an overall slowing down of judicial procedures, as highlighted by
the judge interviewed on this use case:

“The problem is that this is a programme developed within ordinary civil
courts, where the prosecutor almost always has an intervening role in
proceedings brought by private parties. In contrast, in juvenile courts, the
prosecutor is the driving force behind a good 90 percent of the civil litigation
that engages the juvenile court. This creates a whole series of imbalances
because the system is not designed to conceive of a party who in turn is on
the receiving end of the reports that they then have to evaluate and then
have to base the appeal on. So, there is a problem with the receipt and
handling of reports”

Another consequence of the rapid digitalisation was that the system was not
programmed as to effectively communicate with the older manual one: this has resulted
in the loss of all data stored on the previous database, thereby impeding the
reconstruction of the history of families involved in juvenile trials. To illustrate this point,
one of the participants — a juvenile court judge — mentioned the case of a mother who
has been involved in adoption procedures in her childhood; it is probable that she will
transfer her previous trauma to her children. Consequently, it is not possible to restore
these kinds of data after the replacement of the software.

The main users of this system are judicial authorities — both judges and prosecutors —
Courts’ administrative staff and lawyers. Individuals concerned by the procedures who
are not justice professionals — such as parents or local social services — are not entitled
to access the system, thus requiring the mediation of a lawyer, or of another justice
professional.

Professionals involved in the use of this system were poorly consulted before its
implementation: consultations are reported to have been conducted ex post, once the
system was already active. One of the lawyers interviewed on this use case stressed legal
defenders were not consulted at all; another one, confirmed being consulted ex post
through weekly meetings aimed at assessing the functionality of the system. This is due
to the fact that strict deadlines for the implementation were established by law to
respond to the commitments made in the PNRR, as also stressed by one of the technical
experts:




81

“It was necessary to digitise the juvenile court by 30 June 2023, which was a
date to be respected for the PNRR, so the digitisation of the juvenile court
was a step that had to be taken in order to obtain the PNRR funds. So, as far
as | know, the time to develop the software was limited and it was decided
to transfer the software of the ordinary courts to the juvenile courts. One of
the difficulties was therefore to adapt a software that was not designed for
the needs of the juvenile courts. Judges and magistrates have certainly had
difficulties and have communicated to the Ministry of Justice some problems
arising from this dynamic. Over time, there has been an evolution and most
of the problems have been solved by adapting the software to the needs
signalled by the operators interested in using this software.”

The prosecutor interviewed on this use case reported that prosecutors asked to be
directly consulted by the Ministry of Justice with no success. The same was reported by
a judge who stressed that their colleagues tried to point out some inefficiencies of the
system: however, their observations were not taken into account in the development of
the database.

This lack of consultation resulted in major shortcomings of the system which was not
adapted to the specific needs of juvenile civil proceedings, as stressed by both technical
experts (see quotation above), by the prosecutor, and by the judge interviewed on this

use case:

“There have been consultations at the ministerial level, rather hasty and
more about technical aspects than about possible effects. [...] The impact of
the lack of consultation can be seen in our unheard demands, the problems
that the PCT has, and the failure to implement several tools, such as the
possibility for the Prosecutor to understand what the report is about before
opening and studying the file.”

Ministerial authorities did consult external service providers in charge of designing and
developing the system: however, the consultations mostly concerned technical aspects
of the digital tool, as stressed by the prosecutor interviewed on this use case.

Impact on justice professionals’ work

All professionals interviewed on this use case reported that the digitalisation of
documents reduced the workload of courts’ registries, and the paperwork that needed
to be performed for each judicial procedure. This also led to an overall reduction of the
duration of the proceedings.

Moreover, professionals now can reduce the time they work physically from the court,
or the time needed to retrieve documents from courts’ registries since judicial
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documents can be downloaded directly from the digital system. Prior to its
implementation, accessing files often entailed a protracted wait, and in some instances,
courts’ officers were unable to locate the files due to the limitations and shortcomings
of the archiving process, as reported by one of the lawyers interviewed on this use case:

“The electronic trial facilitates a lot because it allows you to view the files
from the office. You had to go, request files that maybe were on file, wait for
days. With the electronic trial you have everything in a moment, so it's all
very accelerated. [...] It greatly reduces time and allows you at any time to
work a case and bring it to the attention of the judge. It makes life a lot
easier. [...] Sometimes it would happen that social services would say they
had filed a report, but it was not in the file. This way all the documentation
can be found into the digital file and is visible to everyone”

When it comes to the work of administrative staff, the introduction of the system allows
them to reduce the time spent on paperwork and in manually registering judicial
documents and acts: according to the participants, more time can now be spent in
addressing the requests and needs of persons who visit the court asking for information
or presenting specific needs.

Training and support to use tool, as well as plans to monitor, improve or update the
tool

Where training occurred, it was offered after the rollout of the new system, due to the
tight timeline negotiated by the Ministry for the digitalisation process. According to one
of the technical experts interviewed on this use case, the software was developed in
different sessions based on the "training on the job" method, a technique whereby the
interviewee's firm helped justice professionals to directly engage with the software. In
their opinion, this approach facilitated a comprehensive understanding of its functions
within a day-by-day context.

The two lawyers interviewed on this use case stressed that no specific training was
provided to them by Ministerial authorities: they mentioned that the associations
representing lawyers in Italy organised their own training schemes. Administrative staff
was offered an online training to adapt to the new system: however, one of the technical
experts reported that the training programme comprised online classes that did not
permit the practical application of the software to understand its functionality. The only
training they deemed useful was offered online by a colleague who was already
proficient in the use of the software due to its prior implementation in regular trials.

“We did some training in the beginning, during the first week, maybe the first
two. It was actually useful, it gave at least a smattering of something new,
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but not that useful for the simple fact that the moment you don't know
something, even the training course is not that effective. They were giving us
information, sometimes even taking it for granted [...] So once this initial
training part was over, we started in the field actually working on it, clashing
daily with what the actual problems, seeing what worked, what didn't work,
why it didn't work, and at that point learning in some way in a fairly case-by-
case way, i.e., we started to see the problem, finding the problems, trying to
find a solution that would keep us going at that moment.” (Technical expert)

The judge interviewed on this use case reported that judges were offered some classes
to become acquainted with the new system: however, this training was provided in time
slots which were not compatible with their work, and by trainers who were not aware
of the functioning of the juvenile justice system.

“The serious thing was the lack of training because all the staff had to change
completely, and our staff members are not very young, so there were online
classes in the morning, when we normally have hearings, when we receive
people. These classes were compulsory in which a person who had never
been to a juvenile court would go on to tell us a story. | attended a couple of
these lectures, and the trainer would not answer my questions, He would say
‘we will let you know the answer to the questions you asked later.” So, | did
not continue.”

Professionals reported that the support provided by the colleagues was key to overcome
the scarce support provided by Ministerial authorities at the rollout of the system.

Complaints concerning malfunctions of the system can be reported to the Ministry’s
DGSIA, as it is the case of any other judicial digital tool: a specific helpdesk and e-mail
address have been made available to justice professionals and citizens experiencing
issues with judicial digital tools. However, participants reported that the most
straightforward way of coping with technical issues is to report them directly to the
court so that its technicians can promptly intervene. In this case — as clarified by one of
the technical experts interviewed on this use case — the professional responsible for
addressing such claims is the Chief of the Judiciary Office, who reports to the President
of the Court, who is the superior authority in the organisational hierarchy.

As for the future development prospects, one of the technical experts stressed that the
provision of support and guidelines to justice professionals dealing with the
digitalisation of judicial documents is key towards improving the efficiency of the
system. Additionally, according to them, juvenile courts need to be provided with
increased and adequate human, financial and digital resources to better cope with the
digitalisation process.
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“Having enough personnel since courts are understaffed compared to real
needs. The second interesting thing is technical assistance, given that they
are somewhat victims of the system as well, meaning that they are growing
along with us, unfortunately. Practically, we look for solutions together. And
then a software adapted to our needs, so not constantly readjusted by us.
We should have a system that knows how the Juvenile Court works and in
which it comes naturally to us to work coherently and appropriately with our
court structure.”

Moreover, one of the technical experts hope that a common and consistent database of
judicial documents and acts will be developed, involving all judicial branches that, as of
now, are at distinct stages of the digitalisation process and use different digital tools and
systems.

Fundamental rights risks related to use of the tool/system

One of the major shortcomings of the system when applied to juvenile civil justice is
reported to be the limited numbers of subjects authorised to use it. In fact, some
categories of people concerned by judicial procedures cannot directly have access to
judicial documents. This is the case of the parents of children who are involved in civil
judicial proceedings, who need their lawyer to have access to the database. This is also
the case of local civil services — which are key stakeholders in this type of proceedings —
that, as reported above, cannot autonomously upload files and documents in the
system: they need to send them to prosecutors via certified e-mails. According to one
of the lawyers interviewed on this use case these limitations might have a negative
impact on the right to an effective access to justice and could also cause possible
discriminatory effects.

“The person who is not assisted by a lawyer may be negatively impacted.
Sometimes parents would come to the Juvenile Court asking for information
and they could have it. Now with digital everything is different; it is necessary
to have the mediation of a professional. [...] | can tell you my experience:
since there is telematics there are not all those people, those parents, who
used to go to the counter and ask.”

Mitigation measures/safeguards to avoid harming fundamental rights

None of the participants reported that, to their knowledge, a fundamental rights
assessment was conducted prior to the introduction of the digital tool in the juvenile
civil justice system. According to the prosecutor interviewed on this use case, this was
because the 2022 legislative reform imposed a tight roadmap on digitalisation, leaving
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reduced room to technicians and justice professionals to carefully adapt the system to
the necessities of this specific branch of the judicial system.

The main mitigation measure mentioned by the participants concerned the strict system
in place to access the documents’ database, with a limited number of professionals
authorized to upload and download the documents. According to one of the technical
experts interviewed on this use case, the tool has been developed with the explicit
intention of ensuring the protection of personal data. In accordance with the General
Data Protection Regulation (GDPR), the software has been designed to permit access
only to authorised operators, and other data have been anonymised.

Another relevant mitigation measure aimed at better protecting children’s sensitive
information is the decision adopted by some juvenile courts to exclude specific judicial
procedures from the digitalisation process: this is the case mentioned by two
interviewees, a technical expert and a judge, when it comes to adoption proceedings.

Fundamental rights benefits of the tool/system

The primary benefit of the tool mentioned by the participants is strictly connected to
the overall goal of the digitalisation process, i.e., the streamlining of the procedures and
the reduction of proceedings’ duration. In this specific case, digital lodging of judicial
documents, acts and information allow for more efficiency of judicial procedures, a
more transparent access to judicial documents. Moreover, justice professionals reduce
the time needed to physically lodge documents at competent courts.

The right to defence is reported not to be compromised by the implementation of this
system: on the opposite, lawyers have a more direct and quick access to judicial
documents and can provide their clients with more precise information.

The digitalisation of judicial documents — in this judicial branch and in general — is
reported to foster an increased transparency of the judicial system, and an easier access
to justice to all judicial parties.

“The general approach of the digital process is to go towards the guarantee
of the fundamental rights of the person, since it aims to guarantee the
certainty of the information, the data, their accessibility. Having information
stored in digital systems that can be accessed by interested operators with
maximum transparency guarantees the exercise of these rights by the person
interested in said procedures.” (Technical expert interviewed on this use
case)

When it comes to privacy and data protection, the judge interviewed on this use case
reported their general perception that digital documents allow for a higher level of
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protection of sensitive data compared to traditional paper documents stored in judicial
offices:

“The digital system should be more privacy-friendly than the paper system,
where a paper file left on a desk with a name exposed is enough to breach
privacy.”
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Conclusions

The selected use cases were useful to confront professionals’ opinions on the overall
state of the art of the digitalisation process in Italy, and to test and confirm the
information collected through desk research.

All participants had solid and long-standing experience with the justice system, and, in
most cases, with the digital tools introduced so far in the digitalisation process.

Besides commenting on the functions and impact of the specific use cases, participants
were also asked to provide their impressions and opinions on the digitalisation process
as a whole, and to point out shortcomings and pathways of improvement and further
development.

Technical experts mostly expressed their satisfaction concerning the current state of
implementation of the digitalisation process, stressing that the role of DGSIA was pivotal
to ensure an effective coordination of activities and innovations. They also stressed that
further developments in this field should be introduced gradually to allow all
professionals to get used to the new systems and procedures.

A further streamlining of the procedures was also suggested by technical experts, but
also by other justice professionals, overcoming a fragmented system where each judicial
branch has its own tools and databases. In this view, some recommended that a unique
and consistent system of digital managing of judicial acts and documents is developed
in the future.

“At the moment we have different digital processes in the Italian legal
system. We are moving towards a unification of digital civil and criminal
trials with common rules. One of the problems is that there are a lot of
different processes, for example the administrative process or the
constitutional process. Each process has its own rules and different
techniques for filing and consulting. A possible improvement could be the
creation of a single, unique software for each process, which would unify
each type of process with the same rules and the same formats.” (Technical
expert)

Most justice professionals expressed their interest and positive feedback on
digitalisation, as it contributes to reducing the duration of judicial proceedings and in
simplifying the procedures, as compared to the time-consuming traditional manual
procedures. Streamlining procedures and providing digital access to judicial documents
and acts is also reported to increase transparency and impartiality of the judicial system.
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Some concerns were expressed concerning the digitalisation of the criminal justice
system as it was implemented too rapidly, without really tailoring the digital instruments
on criminal judicial procedures and needs, as it was the case of all professionals
interviewed on the use case “Electronic filing in juvenile Courts”, and also those
interviewed on the APP system. When it comes to criminal justice, many professionals
stressed that digitalisation in this judicial branch still needs improvement, especially
compared to civil justice.

Professionals often stressed that the insufficient consultation and involvement of justice
professionals — that is experts with first-hand experience and understanding of the
functioning of the justice system — resulted in relevant shortcomings and inefficiencies
of the developed digital tools and instruments. According to some, this approach was
also due to the fact that the digitalisation process — especially in the criminal justice field
— was made compulsory by law with a tight implementation timetable, which did not
allow for a solid consideration of effective judicial needs of Italian criminal courts.

“In my opinion it is a matter of method, but our legislators don't care about
this stuff because they have to be quick in order to say that they have done
something for citizens who know nothing about it. So, | think that nothing
new can be put in place without deep, prior, dedicated, humble thought. If
you want to revolutionise a sector you need knowledge of what exists and
you must share it with those who then have to work for your revolution to
work. [...] it has to be the grassroots that recognises it as a value and feels it
is a protagonist. This is something that | don't think will ever exist.” (Judge)

A more gradual approach to digitalisation was suggested, leaving room for professionals
to test the tools and express their feedback. One suggestion was that technical experts
and IT developers might spend time in Italian courts to increase their awareness of how
the justice system works in practice. This approach might help them designing and
developing tailored tools that can more effectively respond to justice needs.

All justice professionals also stressed that no digitalisation is possible without providing
adequate support and training to justice professionals, especially those who have been
working for the justice system for a long time — and are therefore used to traditional
manual procedures — and who may have limited digital skills. Training cannot be
entrusted only to professional associations of judges and lawyers, and support cannot
only be provided voluntarily by younger colleagues. A solid training and support scheme
should be developed by Ministerial authorities, with practical training sessions on the
use of the digital tools. Ad hoc support mechanisms should also be introduced to cope
with possible technical malfunctions of various digital tools and systems: this support
should be prompt and easy to access, in order to avoid the introduction of digital tools
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having the opposite intended effect and resulting in a slowing down of judicial
proceedings.

In general, many justice professionals — especially those dealing with criminal
proceedings and/or with vulnerable parties, such as children — stressed that the justice
system should not be fully digitalised. In-person presence during judicial hearings,
proceedings involving children or vulnerable victims, cases with multiple defendants, for
example, require increased attention since the risk of violation of fundamental rights is
higher: in those cases, some traditional procedures — both in terms of how the hearing
is conducted and how judicial documents are processed — might be preserved.

Both justice professionals and technical experts stressed that a more robust investment
is needed in the digitalisation process. This investment must concern the financial
resources needed to keep up with technological innovations, renovating and updating
the technological equipment at the disposal of Italian courts. High-quality technology is
also key in reducing the risk of possible violations of privacy and data protection.
Moreover, justice professionals stressed that the investment must also concern human
resources needed to deal with the systemic understaffing of the Italian justice system.

Digitalisation in Italy therefore requires further strengthening and investment, as
pointed out by both desk research and fieldwork. Below are some key measures that
are needed to ensure that the digitalisation process proceeds effectively and in a
fundamental-rights compliant manner.

e The digitalisation process needs to be further reinforced, especially in the
criminal justice field. Future digital developments shall be gradual and based on
an ongoing consultation with justice professionals and courts’ administrative
staff to ensure that innovations can effectively respond to justice needs

e Additional and long-term resources shall be invested in training opportunities
destined to justice professionals, as to increase expertise and awareness on
digitalisation

e Practical and continuous support shall be provided to professionals dealing with
digital innovations. This will also contribute to reducing the digital divide existing
between older and younger professionals

e A thorough assessment of the impact of digitalisation on fundamental rights of
all parties involved in criminal proceedings shall be conducted, both ex post — for
the already existing digital tools —and before implementing new digital systems.
Such an assessment shall focus not only on data protection and privacy. The role
of independent authorities might be reinforced in overseeing and monitoring the
digitalisation process: it would also be relevant to appoint a specific authority
with wide competence in this field
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Additional resources must be invested in the digitalisation process. These are
needed to ensure that Italian courts have access to high-quality and innovative
digital technologies. Resources are also needed to provide the judicial system
with adequate and trained staff to cope with the transformations entailed by the
digitalisation process.
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Methodology

The fieldwork of this research project was conducted during the period July 2024-
January 2025. Twenty-five professionals were interviewed with specific expertise on the
digitalisation of the justice system, and the five selected use cases. All interviews were
conducted online: the online mode was deemed more appropriate to suit the availability
of the professionals, who are also based in different Italian localities.

The fieldwork was preceded by a desk research phase aimed at assessing the stage of
implementation of the digitalisation process in Italy, across all judicial branches. Desk
research also focused on the selected use cases, on available case law and good
practices mapped at national level. The desk research was updated at the end of the
fieldwork to provide information on the latest developments in this field.

As far as the use cases are concerned, the selection was carried out by FRANET’s Legal
expert with the crucial support and counselling of the Information Technology Expert.
This expert is a professional lawyer with a solid and long-standing understanding of the
digitalisation process: they were in fact directly involved in the implementation of such
process at national level thanks to their participation in working groups of the Ministry
of Justice’s DGSIA. This professional expertise proved crucial not only in the selection of
use cases, but also in drafting the preliminary list of possible interviewees.

Use cases were selected as to cover most judicial branches —i.e., criminal justice, civil
justice and voluntary jurisdiction — and also with the accessibility of digital justice to
vulnerable social groups in mind. To this end, two use cases concerning, respectively,
juvenile justice and proximity services fostering the access to justice to vulnerable
citizens — people with disabilities, in particular — were included. Moreover, within the
mapped judicial branches, the selection also offers specific focuses on some relevant
thematic fields of judicial intervention, e.g., the asylum system, and the use of remote-
justice tools (videoconferences).

When it comes to the interviewees, the samples ensure a gender-balanced composition.

Professional Category Gender Age

Lawyers: 3/25 Male: 11/25 30-50: 12
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Professional Category Gender Age

Technical Experts: 7/25

Judges: 8/25

Prosecutors: 2/25 Female: 14/25 50+:13

Other users: 5/25

Technical experts were reached for all selected use cases: in some cases, it was possible
to directly recruit technical experts who worked on the design and implementation of
the selected tools. In two cases, technical experts asked to be interviewed in pairs,
involving a colleague to provide a more thorough overview of the tools and of its
implementation. As for diverse users, the most represented category of professionals
was judges which allowed to achieve a direct understanding of how the selected tools
are effectively used in judicial Courts. This perspective was further integrated with the
two interviews with prosecutors. The three interviews with lawyers were used to
integrate the collected information with the points of view of defendants and victims
involved in judicial proceedings. This was particularly relevant in relation to juvenile
judicial proceedings and to the use of video-conferencing systems which represents a
possible risk of the protection of fundamental rights of defendants in criminal
proceedings.

The major challenges encountered during the implementation of the fieldwork
concerned the recruitment of relevant interviewees. Professionals with direct expertise
on the selected tools proved to be a hard-to-reach target. The snowball effect was less
effective than in other research projects, and despite the support provided by the
Information Technology Expert, the initial list of interviewees had to be redefined more
than once. The interviewers had to contact possible interviewees several times to
schedule the interview, and the interviewed professionals did not provide in all cases
suggestions for additional interviewees. Despite these challenges, the target of five
interviewees for each case use was reached. In one case only — use case No. 3 — it was
necessary to reduce the number of interviewees (from five to four) because the use case
concerned a very specific experimental tool aimed at assessing asylum applications
which had been introduced by a specific judicial district: all professionals who had been
involved in the experimentation were interviewed; the research team therefore decided
to conduct four interviews only, and integrate the sample with an additional interview
for use case No. 5.
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Annex 1: Additional interviews - short
analysis report

1) Methodology/brief overall assessment

The five additional interviews were conducted with a double-fold purpose. On the one
hand, to cross-check and confirm the most salient results emerging from the fieldwork
conducted on the digitalisation of justice in Italy. On the other hand, to collect additional
information on the selected use cases, but also to point out other digital instruments
that are deemed crucial in view of their impact on fundamental rights of defendants and
victims, and that were not considered in the first phase of the research. The possible
future impact of Artificial Intelligence (Al) on the justice system, and its current and not
systematic use, were also investigated.

We interviewed five professionals. Four of them are lawyers; the fifth one is a judge.
Three of the lawyers are also members of civil-society organisations committed to the
protection of fundamental rights in different fields of intervention, and providing legal
support to crime victims and vulnerable groups. With respect to the use cases covered
by the research, the selected interviewees could provide additional information on the
digitalisation of the criminal justice system — dealt with analysing use cases No. 1 (the
use of videoconference systems) and No. 2 (Criminal proceedings archives - Archivio
penale del Processo - APP) — and of the civil justice system, with a specific focus on
asylum procedures — dealt with when analysing use case No. 3 (E-migrantes project).
Moreover, the involvement of a juvenile lawyer allowed to shed more light on the
digitalisation of juvenile trials, thus integrating the information on use case No. 5. Use
case No. 4 (Proximity Offices) though was not commented during the additional
interviews, since none of the interviewees had direct experience to report. More
specifically, the first interviewee is member of the association Strali (STRAtegic
Litigation), engaged in advocacy, support to crime victims and strategic litigation: the
interviewee mainly focused on the second selected use case, i.e., APP. The second
interviewee is member of the Association on Legal Studies on Immigration (ASGI): the
interview mainly focused on the electronic civil trial in the immigration field. The third
interviewee is a member of the association ANTIGONE, which is engaged in the
protection of fundamental rights of detainees and in monitoring detention conditions in
Italy: the interview mainly focused on the digitalisation of the Italian criminal justice
system. The fourth interviewee is a private lawyer, working in the juvenile justice field:
thanks to the interviewee, we further explored the digitalisation of juvenile justice and,
more specifically, use case No. 5, Electronicfiling in Juvenile Courts. The fifth interviewee
is a public prosecutor with specific expertise in digital justice and is also member of the
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Superior Judicial Council (Consiglio Superiore della Magistratura — CSM), the self-
governing body of the judiciary in Italy, with direct competences on the organisation of
judicial offices. Moreover, they also had a direct experience on the E-migrantes project
(use case No. 3). Thanks to this interviewee, we could better analyse the impact of
digitalisation on the work of Italian judges and prosecutors, and more broadly on the
protection of fundamental rights.

Interviews with experts confirmed the results emerging from the first part of the
fieldwork and integrated some additional valuable insights; including on the current and
future use of Al in the justice system. On the whole, interviewees expressed their
concerns on the digitalisation of the Italian justice system: despite stressing the
potential positive impact on justice efficiency, they all pointed out that this process was
implemented too fast and with inadequate consultation of justice professionals which
would have been key to adapt digitalisation to the effective needs and peculiarities of
the different branches of the justice systems.

Lawyers reported not being involved in formal consultations by ministerial authorities
and stressed that the digitalisation of the criminal justice system was too fast and often
not tailored to the specific features and needs of criminal proceedings. This was
confirmed also for the juvenile justice system. The prosecutor reported that the judiciary
neither was formally involved in consultations prior to the implementation of the
digitalisation process: the CSM nonetheless issued opinions on the digital tools and
system which were poorly considered and did not lead to a revision of the envisaged
digitalisation process. Moreover, no formal fundamental rights assessment was
conducted before introducing the considered digital tools. Support is reported to be
provided mainly by colleagues who are more friendly with digital tools — as already
pointed out by previous experts — or by the helpdesks of the private companies
providing the software. According to the experts, digitalisation contributed to increasing
efficiency of the justice system and to reducing paperwork; moreover, it fostered access
to justice by reducing the transport costs of reaching the nearest judicial Court.
However, several malfunctions of the digital tools in place are still occurring, and this
can compromise the effective protection of fundamental rights of individuals involved
in judicial proceedings.

The experts were also asked to share their overall perspective on the digitalisation of
the justice system, as well as to point out measures that would be needed to support
justice professionals in this process. One criminal lawyer with expertise in strategic
litigation, protection of crime victims and advocacy reported that digitalisation can
contribute to the efficiency of the justice system; however, it must be carefully
monitored and must be based on effective consultation with justice professionals, as
reported by the prosecutor who participated in the fieldwork:
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“There needs to be more active involvement of the parties and judicial actors
in decision-making on digitalisation. That’s how you create synergy, which
would lead us in the right direction.”

Professionals also stressed the importance of introducing clear and comprehensive
legislation and policies to ensure that digitalisation is implemented consistently in all
judicial districts, and across all judicial branches:

“The main challenge, in my opinion, is the uniformity of this new discipline.
Now to me there doesn't really seem to be total uniformity. It seems to me
that there is still a lot of confusion among offices and, so, perhaps at the
legislative level the biggest challenge is certainly to make a regulation
cohesive that is unambiguous for everybody.” (Criminal lawyer expert in the
protection of fundamental rights of detainees)

The set up of efficient monitoring and oversight mechanisms was also mentioned by the
professionals, as well as complaint mechanisms tools that users can resort to point out
technical issues and malfunctions of the digital systems.

As for the support measures and initiatives, experts mentioned the need for more
training for professionals and Courts’ administrative staff, more resources destined to
the justice sector, and increased support to become familiar with digital tools.

“The challenge concerns the need to have available staff that is competent
to use digital tools because often, as | was saying, despite the training
courses that may be activated, not all judicial offices are equipped with
adequately trained staff.” (Criminal lawyer expert in the protection of
fundamental rights of detainees)

Moreover, stronger measures should be introduced to ensure the privacy and data
protection of persons involved in judicial proceedings, especially when vulnerable
groups are concerned, e.g., asylum applicants, victims of human trafficking, etc.

These results confirm the indications emerged from the interviews with the experts
conducted during the first phase of the fieldwork.

2) Stakeholder consultations or fundamental rights
impact assessments
None of the lawyers interviewed reported that a thorough and systematic consultation

process was implemented before the introduction of digital tools in the Italian justice
system; nor a fundamental rights impact assessment was conducted by national
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authorities. This information confirms the findings that emerged during the first phase
of the fieldwork.

One of the lawyers expert in strategic litigation, protection of crime victims and
advocacy who shared their opinions on APP, reported that ministerial authorities, but
also the judiciary, did not consult and take into account the opinions expressed by
lawyers and their representing associations in the phase of implementation of the
digitalisation of the Italian criminal justice system. They further stressed that while the
Union of Criminal Chambers Observatory was heard by parliamentary commissions
working on digitalisation, individual lawyers and lawyers’ associations were not given
the possibility to express their opinions to competent parliamentary or governmental
authorities.

“I was also part of the Union of Criminal Chambers Observatory on
digitalisation. No, the ministry and magistrates have been very careful not to
consider the serious considerations shared by lawyers on the compression of
fundamental rights. This was something that absolutely was not considered,
considering that the public power, both the executive and judiciary in Italy,
believe that they can make their own decisions without having to deal with
other justice professionals, and so they did.” (Criminal lawyer expert in
strategic litigation, protection of crime victims and advocacy)

NGOs and associations of professionals only had the opportunity to express their points
of view through advocacy, campaigning and awareness-raising activities: no official
consultation channels were made available. The immigration lawyer interviewed for this
research reported that these public statements and positionings were poorly considered
by public authorities:

“It is true that talking to the authorities... every time one tries to have a
meeting to try to understand how things work, to improve them... it is
difficult to have access to public administrations, and so even public letters,
open letters signed by various associations, not on this specific issue, but on
other things that we have tried, there has been no response. It's like talking
to a wall, more or less. So, it's very tiring from that point of view to be able
to get in touch.”

One of the lawyers expert in strategic litigation, protection of crime victims and
advocacy further stressed that the impact assessment on fundamental rights was not
conducted by public authorities since the core goal of the digitalisation process is to
increase the efficiency of the justice system and to reduce the length of judicial
proceedings: the protection of fundamental rights is not considered a priority. The
existing monitoring indicators are consistently only focused on the targets related to the
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efficiency and the reduction of the duration of judicial proceedings. The prevalent
technical nature of the assessment was also confirmed by a juvenile lawyer:

“No, in my opinion that [fundamental rights assessment] wasn't considered
a problem. They only thought about the staff not being trained, the scarcity
of tools, the incompatibility of their previous filing system, and the
impossibility to transfer data stored in that system to the electronic civil trial.
They thought about technical sides of the matter; they did not think about
the problem of the impact this would have directly on people.”

These observations already emerged during the first phase of the fieldwork, where some
experts stressed that the fundamental rights assessment was not deemed necessary by
ministerial authorities.

The immigration lawyer reported that NGOs and civil-society organisations are the only
entities that are monitoring the impact of digitalisation on fundamental rights of persons
involved in judicial proceedings. Civil-society organisations are not entrusted with
official formal monitoring tasks: they have rather established cooperation networks to
advocate for the respect of fundamental rights and monitor possible violations of these
rights, in several fields of public policies, including the justice system.

The prosecutor interviewed for this fieldwork reported that the CSM issued some
opinions concerning the implementation of APP (88), which were also presented at the
joint table and during the occasions of discussion with ministerial authorities. These
opinions stressed the inefficiencies of the APP system which risk compromising the
efficiency of judicial proceedings; however, according to the interviewee, these opinions
did not change the Ministry’s decision to extend APP to all judicial proceedings and
procedures; they only delayed on some occasions the implementation of the digital
system.

As for the impact of this lack of involvement of professionals and of the omitted impact
assessment on fundamental rights of the digitalisation process, one criminal lawyer
expert in the protection of fundamental rights of detainees stressed that the lack of
involvement resulted in the absence of clear guidance on the new procedures:
professionals are having difficulties in figuring out how the digital trial works — especially
in the criminal justice system — and this might have severe consequences for their
professional activities, since they are responsible for the timely implementation of
several judicial procedures that are needed for the right to legal defence. If they are not
aware of the new procedures, or have digital difficulties in implementing them, the

(%) The content of such opinions is analysed in the overview on the digitalisation process in
Italy, provided in the initial section of this report.
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effectiveness of the defence might be compromised. A juvenile lawyer further noted
that the digitalisation of juvenile judicial proceedings was too fast, did not allow for a
proper consultation of professionals, and caused several inconveniences, especially in
its initial phase when both traditional and digital procedures were possible. Moreover,
as of now, not all paper files concerning juvenile judicial proceedings have been fully
digitalised: it is sometimes difficult for juvenile lawyers to have access to the judicial
documents they need.

3) Benefits/disadvantages to work & support and training
provided

The impact of digital tools on professional activities was commented by all experts: none
of them expressed a completely positive opinion on such impact.

One of the lawyers, expert in strategic litigation, protection of crime victims and
advocacy confirmed that the introduction of the APP system sped up some judicial
procedures, since lawyers can avoid physically resorting to Courts’ chancelleries to lodge
documents and acts: they can autonomously implement such procedures using APP. The
same was reported for the juvenile justice system. However, they also reported that the
entire system can easily collapse due to very basic malfunctions of the APP, thus risking
making those same procedures much more burdensome and lengthier. To cope with
these difficulties, each Court’s administration suggests different strategies, such as
submitting the documents using certified e-mails while the digital system is being
restored: this strategy might cause a territorial fragmentation of the procedures which
can vary depending on the judicial district. In the opinion expressed by the lawyer expert
in strategic litigation, this might represent a serious problem especially when the
established deadline to carry out specific legal procedures is extremely tight. On this
same issue, another criminal lawyer expert in the protection of fundamental rights of
detainees stressed that lawyers need to prove the malfunction of the digital system to
be allowed to use the traditional procedures: this approach further lengthens the
procedure itself, and the assessment of the evidence of the malfunction is subject to the
discretional power of the judge.

One of the lawyers who is expert in migration and asylum procedures reported that the
digitalisation of the civil trial allowed asylum applicants to move within the ltalian
territory, even if their asylum application is managed by a specific judicial district:
applicants (and their lawyers) do not have to physically visit the courts managing the
asylum applications, they can lodge the necessary judicial documents more easily online.
However, in their opinion, some judges are overusing these digital tools to limit the
possibility of in-presence hearings: this approach might compromise access to justice
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and the right to asylum, since it deprives asylum applicants of the possibility to be
physically heard by the court and explain their experiences and reasons.

A specific remark must be made concerning juvenile trials. One juvenile lawyer reported
that the digitalisation process was not tailored to the specific features of juvenile judicial
proceedings: for instance, local social services — which are key actors in this field of
justice —are not involved in the use of digital tools and cannot have access to the digital
file sharing platforms in use. This might cause severe shortcomings since their reports —
that are mandatory in many juvenile judicial proceedings — cannot be directly uploaded
to the system; they must be lodged according to traditional procedures, thus increasing
the duration of the procedures and making the whole system less efficient. The same
perspective was also shared by the prosecutor who participated in the fieldwork:

“I've been very involved in the electronic civil trial for juvenile proceedings
because it came into force about two years ago. At the time, and still today,
I was the coordinator of the joint table. We had a very tough exchange with
the Ministry because we believed it was not suitable for handling juvenile
proceedings. We stated this in several Council resolutions. This issue has also
been explicitly addressed in some Council resolutions, which clearly state that
the electronic civil trial, as conceived, is not suitable for handling juvenile
criminal and civil proceedings.” (Public prosecutor)

This major barrier was highlighted also by experts interviewed during the first phase of
the fieldwork.

The public prosecutor reported that the digitalisation of judicial files had already started
before the 2022 legislative reform which made digitalisation compulsory. In their
opinion, the transition phase to the new systems — such as APP — caused several
malfunctions and a consequent slowing down of judicial procedures, thus compromising
the overall positive potential impact of digitalisation on the efficiency of the justice
system:

“All Italian judicial offices—both criminal and juvenile—have experienced a
deterioration in work quality linked to digitalisation. And a slowdown in
work, which is somewhat paradoxical. [...] The previous digital system had
many difficulties but still ensured reliability in workflows. What’s happening
now, negatively, is recurring breakdowns in major branches of the judicial
organization. [...] In theory, digitalisation improves procedures and should
ensure better access and storage of information. But right now, the effect
we’re seeing is paradoxically the opposite. We’ve lost information and
slowed down processes.” (Public prosecutor)
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None of the lawyers reported having received support from public authorities when the
digital tools were introduced in the justice system. This represented a serious problem
especially for older lawyers who were used to traditional judicial procedures: this
difficulty emerged also during the first phase of the research project. One immigration
lawyer — who commented on the electronic civil trial — reported that, despite the
existence of training schemes on the digital tools in place in the civil justice system,
lawyers got familiar with the new procedures mainly thanks to the support of other
colleagues with more advanced digital skills.

“There are available trainings about the electronic civil trial, it is possible to
attend them; however, in practice, speaking for me and the people | know at
least, | could get familiar with this new system through my own experience
and asking colleagues who had already used it. I still have notes of colleagues
who used to explain to me how the procedures had to be carried out. Even
now, if | have to do a new act, | ask other colleagues who have already done
it.” (immigration lawyer)

This information was confirmed by another criminal lawyer expert in the
protection of fundamental rights of detainees, who also reported that
malfunctions of the systems and difficulties in using the digital tools are often
addressed resorting to the helpdesk of the software in use. However, it is up to
the lawyers to contact the helpdesk, and they often need to support the costs of
the assistance provided by the private companies (in comparison to judges, for
example, who can count on the assistance of the court’s technical staff).

The prosecutor explained that the Ministry of Justice provided a support system
for court professionals, based on the possibility to open tickets reporting
malfunctions. Each court has professionals in charge of reporting technical
problems to the Ministry using this method. However, they also stressed that most
malfunctions depend on the lack of some functions that are needed by judicial
professionals, and that are not foreseen by the systems and tools made available
by the Ministry of Justice.

4) Complaint mechanisms

None of the lawyers reported the existence of systematic complaint mechanisms
relating to the functioning of the digital tools and systems, thus confirming the results
emerging from the first part of the fieldwork.

One criminal lawyer expert in strategic litigation, protection of crime victims and
advocacy reported that, in case of malfunctions of the digital tools, the ordinary
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complaint mechanisms are in place. Lawyers can report the technical issues to the Court
during the hearing and/or challenge the judicial decision on that ground and ask to
report the issue in the hearing’s official report. Moreover, in case the lawyers are not
able to carry out a judicial procedure due to technical problems, they need to collect
evidence of this problem, implement the judicial procedure (e.g., filing of documents)
using certified e-mail destined to judicial offices, and attach the evidence explaining the
use of the e-mail rather than the digital tool (e.g., the screenshot of the message sent
by the software signalling the technical problem). The same was confirmed also by
another criminal lawyer expert in the protection of fundamental rights of detainees,
who stressed that the Courts’ approach is generally to leave lawyers sort technical
problems autonomously, without providing proper support:

“I personally am in the bar association of a judicial district and an official
notice was transmitted to us saying: “evidently some lawyers didn't
understand the directive that we sent, and they continue to send judicial
documents via certified e-mail as if nothing happened. So, if you continue to
send these kinds of acts intended for this office via certified e-mail, we will
not consider them” and so, actually, the attitude is to make it clear once and
for all that it is either digital or nothing.” (Criminal lawyer expert in the
protection of fundamental rights of detainees)

The immigration lawyer stressed that professionals generally resort to the providers of
the digital services in use, which offer a helpdesk for their clients: these services are easy
to contact; however, they offer fee-paid assistance. Moreover, justice professionals are
sometimes forced to solve technical problems physically resorting to the Courts’
chancelleries to point out the malfunctions:

“If you have problems in filing a document you can always try to call the court
clerk's office, they should answer. Last time, for example, something
happened on the digital filing system, | called the clerk's office and, after
calling for 3 hours and finding the line busy, | took the scooter and went to
the Court and printed the screenshot of the computer page and asked: "How
would you solve that?". So, at times, you need to go back to the human direct
relationship with the administration.” (Lawyer expert in strategic litigation,
protection of crime victims and advocacy)
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5) Special measures in place for people who may not be
able to access digital tools or services, or new
tools/systems in development

No special measures were reported by the interviewees.

One criminal lawyer expert in strategic litigation, protection of crime victims and
advocacy specified that the support of the lawyers is crucial to facilitate access to justice
to individuals with reduced digital skills. It is worth noting that legal defence is
mandatory in the Italian criminal justice system, so all defendants must appoint a
lawyer, either an entrusted one or a public defender.

The immigration lawyer focused on the difficulties faced by older lawyers with limited
digital skills. According to their perspective, these professionals continue having to
resort to the services provided by private agencies — such as those providing services for
certified digital signatures, or certified e-mail. Additionally, they also ask for the support
of younger colleagues and collaborators. A similar point of view was shared by the public
prosecutor, who explained the negative impact of a too fast implementation of the
digitalisation process in the criminal justice field:

“There are no alternative methods to digitalisation because this
digitalisation has been implemented somehow brutally. While the electronic
civil trial had a nearly decade-long pilot phase, during which all operators
gradually adapted, with a very important double-track period, the electronic
criminal trial was digitalised rather brutally within two years, leaving no
room for a double-track phase. So, the older lawyer who now wants to file in
a criminal trial has no alternatives.” (Public prosecutor)

Another criminal lawyer expert in the protection of fundamental rights of detainees
specified that some judicial procedures, which are accessible to the general population,
have not been digitalised yet (e.g., the criminal records certificate): individuals can still
go to the public prosecutor’s chancellery in the opening times and ask for their
certificates. Appointments with the chancellery must be booked online but, in the
professional’s experience, this is not a difficulty for most persons who often have
someone — a relative or a friend — who can help them with the online appointment
booking system. The lawyer confirmed that crucial difficulties in the use of digital tools
and systems concern older professionals, or those who cannot count on other
colleagues or on a solid law firm with collaborators helping them sorting out judicial
procedures. Moreover, Courts’ staff has been provided with mandatory training
schemes to get used to the new digital tools: in that case as well tough older clerks often
are supported by younger colleagues with the new procedures.
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6) Positive impacts on fundamental rights (benefits)

As reported in the section of this report concerning the impact of digital tools and
instruments on the work of justice professionals, the experts interviewed reported that
digitalisation of the justice system (i.e., criminal justice, civil justice and juvenile justice)
contributed to simplifying judicial procedures, to reducing the duration of procedures,
as well as to allowing professionals to lodge documents online without resorting to
Courts’ chancelleries. This is especially true for the electronic civil trial (including asylum
procedures) and for the use of APP. Digitalisation can also contribute to better
protection of victims of crimes, allowing them to be heard via videoconference and feel
safer:

“I’'m thinking of managing services remotely or being able to access justice
services without having to travel, or with limited mobility. | am thinking of
victims being interviewed remotely, which provides a greater sense of
security.” (Public prosecutor)

The prosecutor also reported that the CSM is soon to issue guidelines on gender-based
violence, which will also address the issue of the relationship between victim interviews
and new technologies.

A similar observation was confirmed also by the immigration lawyer, as far as asylum
proceedings are concerned. The digitalisation of the civil judicial proceedings concerning
asylum applications can have a positive impact on applicants who live far from the
judicial district in charge of their asylum applications, and with reduced financial
resources: being able to file the documents online and to be heard via videoconference
can reduce the barriers in effectively accessing the judicial system. The outcome might
be positive for their lawyers as well, reducing paperwork and the long distance they
often needed to travel to lodge documents at the competent courts:

“Definitely the whole part of the distance that is bridged especially for some
categories of people who don’t have a residence permit, who remain without
a regular administrative status for a lot of time, who have no job or money.
For these people taking the plane to go to Catania to do the hearing might
not be so easy and so definitely it's an extra possibility. Then again, the basis
is that it is a tool and so it depends on how it is used.” (Immigration lawyer)

The possibility for defendants and victims to reduce the costs of travelling to courts
located in distant places can also contribute to preventing discrimination on grounds of
the economic and social conditions of these parties, as stated by a prosecutor:
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“Digitalisation can prevent discriminations in the sense that in the pre-trial
phase, it can facilitate access to justice. If | have a case in a distant court,
handling it via digital systems reduces the economic burden and improves
access to services. So, in theory, yes.” (Public prosecutor)

According to the immigration lawyer, the digitalisation of asylum proceedings might also
contribute to fostering the independence of the judiciary: the judge must deal with the
case without being in contact with the applicants, and this might contribute to the
impartiality of their judgement.

No relevant risks are reported for the fundamental rights to data protection and in terms
of discrimination, of the considered digital tools. One criminal lawyer expert in the
protection of fundamental rights of detainees specified that the judicial documents
uploaded on APP only report the initial letters of the defendants’ name and the number
of the proceeding: it is therefore impossible to identify the person or to have access to
other information and personal data.

Overall, the information provided by the interviewees confirmed the possible benefits
for fundamental rights of the digitalisation of the justice system. An additional remark
was provided by the prosecutor who stressed that the use of digital tools during the
hearing — especially videoconferencing used to record witnesses and hearings — can help
better protect crime victims, reducing the risk to expose them to judicial procedures
that can worsen their traumas.

7) Negative impacts on fundamental rights (risks)

The digitalisation of the criminal justice system through, for instance, the
implementation of APP, has been reported as a possible risk for the fundamental rights
to a fair trial and for the right of defence. As reported by one criminal lawyer expert in
strategic litigation, protection of crime victims and advocacy, if the system is not
properly functioning, such rights risk being compromised, since defendants and their
lawyers have difficulties in having access to judicial documents, to lodge the documents,
and have less time to prepare an effective legal defence. A similar perspective was
shared by another interviewee — a criminal lawyer expert in the protection of
fundamental rights of detainees — commenting on digitalised criminal proceedings, who
reported a case they had been working on where their client was automatically
identified as defendant — rather than as suspect — because it was impossible to upload
the necessary document to the digital system due to technical malfunctions. The issue
could only be resolved by the lawyer providing evidence of the technical problem, which
had forced the lawyer to submit the requested document via certified e-mail. A good
practice in this respect was identified at the Court of Rome:
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“So, the good practice that | noticed at the Court of Rome, from personal
experience, is that, when technical glitches and technical problems are
promptly reported, they accept, even without providing evidence, to receive
the document filed according to the traditional procedure. Clearly, it only
applies to urgent requests, and to procedures related to the defence right of
the person: this therefore is a good practice.” (Criminal lawyer expert in the
protection of fundamental rights of detainees)

Technical malfunctions, lack of familiarity with digital tools and system, but also the
understaffing of judicial offices might result in the increase of the duration of judicial
proceedings, thus diluting the positive effect of digitalisation in terms of efficiency. This
is for instance the case of juvenile judicial proceedings:

“The electronic civil trial has its usefulness if all parties are able to know
information about the process promptly; if there are dysfunctions both in
downloading the parties' documents and in accessing the visibility of the file
it becomes ineffective as a tool, it risks slowing down the process further.
Then in fact you also have to understand speed, i.e., the Cartabia reform was
supposed to ensure a certain speed and celerity in the conclusion of judicial
proceedings. Actually, in the Juvenile Court there are appeals filed in May
2024 and the first hearing is scheduled for March 2026.” (Juvenile lawyer)

As for the right to defence, one criminal lawyer expert in strategic litigation, protection
of crime victims and advocacy reported that the digitalisation of documents filing
procedures —i.e., the APP system — has caused a dramatic increase of judicial costs, that
are now requested to obtain digital copies of judicial documents and acts. These must
be sustained by defendants, thus representing a barrier to the right to legal defence for
economically disadvantaged social groups.

A criminal lawyer expert in strategic litigation, protection of crime victims and advocacy
stressed that the use of videoconference systems might potentially cause a violation of
the fundamental right to a fair judicial proceeding, since defendants and lawyers do not
see guaranteed their right to confidentiality during judicial hearings, thus confirming one
of the concerns expressed by justice professionals in the first phase of the fieldwork
commenting on use case No. 1 (videoconference systems). Moreover, this tool might
also have a negative impact on a defendant’s right to effectively participate in judicial
hearings, since videoconference reduce the possibility of the court to understand the
non-verbal language of the defendants, as reported by the immigration lawyer:

“Digitalisation has positive sides for sure. Its abuse is to put a screen between
the person and the judge who has to evaluate one’s story. | think putting
barriers in between can take away both that level of empathy but also the
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knowledge of the person, seeing their reactions: this is a totally different
thing. And that in my opinion is limiting.” (Immigration lawyer)

The same perspective was also shared by the prosecutor who stressed that the
digitalisation of judicial documents and acts for sure contributes to the efficiency of the
justice system, whereas the increased use of videoconference can have a negative
impact on the right to participate in the hearings in criminal justice settings:

“What | think becomes more delicate is the direct interaction during
hearings. For example, interviewing a detainee in custody, done online, in my
view, is dangerous from the perspective of the rights of someone deprived of
liberty, compared to in-person interviews. Similarly, | believe that even
migrant interviews conducted online do not guarantee the ability to fully
express oneself or fully understand the situations the judge is dealing with.
So, | believe digital tools are very useful for auxiliary services of the justice
system—filings, submissions, memos, anything outside or before the actual
trial—but | think the procedural aspects should be protected from these
forms of de-spatialization and remote handling of courtroom relationships.”
(Public prosecutor)

In their opinion, remote hearings can only be useful to hear technical experts involved
in the proceeding to provide their expertise and knowledge requested for the decision
of the trial.

The right to asylum was also mentioned by the lawyer who is directly engaged in the
legal protection of migrants and asylum applicants. In their experience, territorial
Commissions for the recognition of international protection and judges in charge of
assessing complaints against asylum applications’ rejections are increasingly conducting
applicants’ hearings using videoconference systems: in their opinion, this method
compromises the right to asylum, making more difficult for applicants to tell their stories
to the Commission’s members, also because the interpreters are also connected online
and not physically near to the applicants. This system risks increasing communication
barriers between the applicants and the Commissions.

“There are asylum procedures where the applicant never sees the judge.
However, some things are easier if verbally explained, some of the problems
of practice, of those public administrations, malfunctions of police
headquarters and, in general, difficulties that applicants face can’t be
explained on paper. You can file a written report on these things;, however it
is not the same as saying them before the Court: it loses incisiveness in some
cases. It speeds up justice procedures; however, at the same time, it is much
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less incisive if there is an excessive use of the digital approach.” (immigration
lawyer)

As far as juvenile judicial proceedings are concerned, the juvenile lawyer —but also
the public prosecutor — confirmed one of the results that emerged during the first
phase of the fieldwork: the digitalisation of juvenile judicial proceedings was
implemented without considering the specific features of this type of proceedings.
As a consequence, parents of children involved — at any title — in juvenile judicial
proceedings have now more difficulties in directly resorting to Courts’
chancelleries to figure out the reasons and elements of the proceedings; they need
to be assisted by a lawyer since most of the judicial procedures are implemented
online, through digital systems that are not accessible to parents.

“You are not talking about corporate law or bankruptcy; you are talking
about children and families who are 90% disadvantaged or otherwise have
very important cultural gaps. | do juvenile and immigration, so you can
imagine that they don't even know how to navigate a world that works
completely differently from theirs. Saying, "no, you can't, you can't know
anything, you don't have human contact,"” also knocks them off their feet,
there's a pretty wide sense of frustration.” (Juvenile lawyer)

Overall, experts confirmed most of the concerns expressed on digitalisation by
justice professionals interviewed during the first phase of the fieldwork. However,
they also provided some additional useful insights. Namely, more than one lawyer
stressed the possible negative impact of technical malfunctions of digital tools
which might force lawyers to collect evidence of the technical problems in order
to justify the use of traditional non-digital judicial procedures. Moreover, one of
the lawyers shed attention on the judicial costs of obtaining hardcopy of judicial
documents, which might represent an additional barrier to the fundamental right
to legal defense. The involvement of an immigration lawyer allowed to focus
better on the possible negative impact of the use of videoconference on the
fundamental right to asylum.

8) Mitigation/measures to address risk of digital tools to
fundamental rights
None of the interviewees reported the existence of mitigation measures or mechanisms

aimed at promptly identifying possible risks of digital tools for fundamental rights. On
the opposite, one of the criminal lawyers expert in strategic litigation, protection of
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crime victims and advocacy suggested that ministerial authorities do not have a real

interest in focusing on fundamental rights:

“There are no mechanisms of this kind basically because the Ministry and the
Judiciary, which are the authorities that somehow have the possibility of
internal implementation of these mechanisms, neither of them in short have
much attention to the issue of the right to defence and right to a fair trial
because they have opposing interests.” (Criminal lawyer expert in strategic
litigation, protection of crime victims and advocacy)

One criminal lawyer expert in the protection of fundamental rights of detainees
suggested that mitigation measures are generally based on the practices in place
in each judicial district which can help solve shortcomings and possible risks for
fundamental rights caused by malfunctions of the digital tools. This is the case —
already mentioned in Section 7 of this report — of the possibility offered by the
Court of Rome to resort to the traditional filing procedures of judicial documents,
in case the digital system is not properly working: this flexibility helps to better
protect the fundamental rights of defendants and victims, which might be
compromised if the malfunctions of the digital system do not allow to conclude
judicial procedures.

The prosecutor interviewed for this fieldwork confirmed that no systematic
monitoring mechanisms are in place; however, the CSM has its own auxiliary
bodies aimed at monitoring the efficacy and functioning of digital system and
tools.

9) Other issues

None of the experts could mention effective monitoring and oversight mechanisms in

place. The immigration lawyer stressed that effective monitoring and oversight is

implemented by civil-society organisations: no initiatives of this type are carried out by

ministerial authorities. Public authorities are reported to be mainly focused on

efficiency, reduction of judicial costs and of the duration of judicial proceedings:

“No mechanisms of this type exist, no, also because when then the digital
trial was introduced, the reason (for this introduction) was to reduce the
weight of the archives of the various courts, to lighten, on the one hand, the
paper volume of the archives of the courts, and, on the other hand, to speed
up the trial times by reducing that paperwork that can be considered
unnecessary. So, the statistics and the verifications, at least as far as | know,
are for now only aimed at checking whether this reduction of judicial backlog
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is being achieved.” (Criminal lawyer expert in the protection of fundamental
rights of detainees)

Experts were also asked to comment on the current and possible future use of Al in the
Italian justice system: these insights are relevant since none of the use cases selected
for the first phase of the fieldwork envisaged the use of Al tools. The general perception
is that the use of Al in judicial procedures still is in its initial phase, and not much
information is available also due to the lack of transparency on the use of these tools by
public authorities: the immigration lawyer interviewed for this research commented
that they hope that Al will not be heavily used in the Italian justice system, since it might
compromise and reduce empathy and the human contact that is needed to deal with
judicial cases.

One criminal lawyer expert in strategic litigation, protection of crime victims and
advocacy reported that Al tools are increasingly used in the investigation phase by the
Italian police and also by judicial authorities: they were referring to the system of facial
recognition at the disposal of the Italian police, but also to Al systems to analyse judicial
evidence. However, the expert could not provide detailed information on these systems,
also due to the reduced transparency on their use. In their opinion, the use of Al to
assess evidence and to identify a suspect could entail a risk for fundamental rights,
especially if the Court is not aware of the functioning of Al algorithms:

“The independence of the judge can be compromised if you implement
artificial intelligence tools to evaluate evidence. But now there is not massive
use there, we are in the early moments of use, among other things there is
not much transparency on the use of these tools by the judiciary. [...]
Moreover, if an artificial intelligence system is used to recognize a defendant
as the perpetrator of the crime, clearly when the judge does not have the
knowledge to understand the accuracy of the tool, can be led to make
decisions based on evidence whose scientific consistency is not fully
understood.” (Criminal lawyer expert in strategic litigation, protection of
crime victims and advocacy)

The expert also commented that the use of Al tools for evidence assessment and for the
identification of suspects could lead to discriminations and biases, especially if facial
recognition is carried out exclusively in some parts of the cities or targeting specific
social groups, thus confirming social expectations concerning threats to public security.

The prosecutor also provided an interesting insight into the possible future use of Al to
manage the huge amount of data stored in judicial database that were created following
the indications of the National Recovery and Resilience Plan (PNRR). The risk is an
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excessive standardisation of judicial procedures and decisions, which will not allow
judges to foster and reinforce the protection of (new) fundamental rights:

“What the PNRR has pushed us to do is create huge databases, into which all
civil procedural data are being collected. Databases on which artificial
intelligence can be trained, with enormous standardization potential that |
believe will cause major adaptation problems for our judicial system. It will
affect our ability to recognize new rights in the future. The more conformist
the judicial system becomes, the less capable it is of shifting its views. The
huge issue of databases and Al applied to law for decision predictability is
that it becomes increasingly difficult for a judge—facing ever more trained
machines—to recognize new rights, to deviate from precedent in an
authoritative and courageous way.” (Public prosecutor)

All experts confirmed that the use of Large Language Models (LLM) is widespread among
justice professionals, to speed up and support tasks and judicial procedures. Besides the
use made of this tool by professionals, the use of Al is for sure a crucial topic of debate
in the justice sector:

“Let's say from my colleagues, | see many who are sceptical and many who
instead see Al as an additional resource. And | also notice it is a recurring
topic now artificial intelligence even in webinars, conferences, seminars, in
short it is quite a recurring topic. So, | think, regardless of whether one wants
or does not want to use artificial intelligence in one's profession, still one has
to at least know about it and understand what it is. Then everyone has to
decide how they want to use it. Having said that, | also happened to be
approached at the studio by people who wanted to propose acts to be
written with GPT chats. | know that there are actually a lot of other artificial
intelligence programs even more developed than GPT.” (Juvenile lawyer)

However, there are no common guidelines on this, and professionals use LLMs
autonomously to facilitate their work: this might have an impact on privacy of
defendants and victims whose data is shared with LLMs by lawyers and other justice
professionals.

“The most likely risk is that the lawyers can maybe, in some way, abuse the
tool of Al, allowing the Al system to have access to their judicial files, they
might even give just unrestricted access to all their records they have on their
computer. This in my opinion: this could undermine privacy a lot. Even of
people who went to that lawyer years ago and would have no reason to tell
chat GPT about their case information.” (Criminal lawyer expert in the
protection of fundamental rights of detainees)
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Annex 2: Mapping of use cases

Use case #1

Name of use case:

Link to official website, if
available, and brief description
of what sources were
consulted/are available about
this system/tool (include brief
references and links):

Type of tool/system:

Digital tool/system(s) used in:

In application since
(month/year):

(MVC) Videoconference for protected hearings

Aini F. E., Piattaforma multi-videoconferenza: buoni
risultati 1° anno diffusione (21 February 2020)
Napolitano S., ‘Dall’udienza penale a distanza all’aula
virtuale’ in Sistema Penale n. 7/2020 pp.25-68

Ministry of Justice, ‘Servizio di multivideoconferenza.
Precisazioni’ (29 August 2020)

Falcone A, ‘La videoconferenza nel procedimento penale
italiano: riflessioni a margine della recente riforma
Cartabia

In materia di partecipazione a distanza’, in La Legislazione
penale (6 September 2023)

] Digital tool/system that facilitates individuals’ access
to information and/or their engagement with justice
systems.

[ Digital tool/system that facilitates reporting a crime or
issuing a complaint.

1 Digital tool/system used to support judicial authorities
in decision-making.

[ Digital tool/system supporting the work of courts,
prosecution or law enforcement more generally (e.g.
such as for the anonymisation and pseudonymisation of
judicial decisions; a transcription tool for recording of
proceedings; a tool to help with legal analysis (e.g. of
case law and big data sources).

] Electronic filing and exchange of documents, or
electronic communication system.

X Real-time distance communication service or tool, such
as video-conferencing.

L1 Other (please specify):

1 Civil justice x Criminal justice L] Administrative justice

1989




Use case #1

Brief information on scope of
use (e.g. in use nationwide;
interoperable across various
justice authorities/branches of
justice) or applied only in one
particular setting or
jurisdiction?):

Provided/certified by public
authorities

Brief description:

(Mention the purpose of the
system and include a brief
description of the technology
used and whether the private
sector was involved in the
development of the tool, and if
so, was it a ‘general-purpose
tool’ or custom-made/adopted
for specific use in the justice
sphere? If possible, include a
brief explanation of what kind
of non-digital system it is aimed
at replacing/has replaced, if
applicable.)

Does the tool use artificial
intelligence (Al) (to also be
briefly elaborated in the section
above on type of technology):

Brief preliminary assessment of

who uses/interacts with the
system/tool
(i) in a professional capacity?
(for example judges, lawyers,
prosecutors)
(ii) as a service receiver? (for

example individuals seeking
information about justice)
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The tool is used nationwide. Video-conferencing is
adopted in all jurisdictional areas, but the specific use
case refers to criminal justice system.

X Yes [0 No

In this case of use, video-conferencing technologies are
used to ensure safety and protection of vulnerable
individuals, such as children or particularly exposed
witnesses. These video-conferencing systems are
integrated into courtrooms and enable real-time
communication between the witness and the court,
ensuring that the hearing takes place in a safe and
controlled environment. The tool was introduced in
1989 with the Legislative Decree n. 271/1989 to
interrogate individuals under witness protection
programs. In 2017, the use of remote participation was
expanded and a new Multi-videoconference platform
was introduced. The administration has purchased three
different systems from private companies such as BT
Italia S.p.A (MVC1) and Fujitsu Technology Solutions
S.p.A (MVC2 and MVC3). MVC systems offer services
rendered via encrypted communication channels.

[ Yes x No [ Do not know

(i) Professional capacity: all parties involved in protected
hearings (judge, psychologist/examiner, chancellor,
lawyers, the party's technical consultants, prison police
officers).

(ii) Service receiver:




Use case #1

Brief preliminary assessment of

(i) which stakeholders (i.e.
service receivers or others?)
would be impacted?

(ii) which of their fundamental
rights could be potentially
impacted (positively and
negatively)?

Is the system used/intended to
be used in a cross-border
setting?

Case law about the
system/tool, if applicable (e.g.
were there any judicial
challenges of its use)?

Feasibility of researching this
use case (e.g. finding 5
professionals to interview in line
with FRA criteria)?

Relevance (any links to current
policy and legislative
developments about
digitalisation of justice in your
country and/or in the EU?):

Proposed for final selection by
contractor:
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(i) Briefly describe (few sentences) and tick all that apply:

[J Complainants
X Victims

x Defendants

[ Other (specify):

(ii) Briefly describe (few sentences) and tick all that
apply:

X Article 47 (right to an effective remedy and to a fair
trial)

[ Article 48 (presumption of innocence and rights of
defence)

X Article 21 (non-discrimination)

X Article 7 (respect for private and family life)

L1 Article 8 (protection of personal data)

L1 Other (specify): Art.24 (Children Rights)

X Yes [0 No O Do not know/unclear

To be identified

It would be possible for the contractor to identify
possible interviewees.

The use of this instrument —in the first and second use
case — can have a profound impact on the rights of the
parties involved in criminal proceedings. If in the first use
case, it could be detrimental for the right to legal
defence of defendants, in this second use case it could
prove a key instrument to protect children and other
vulnerable persons involved — at different titles —in
judicial proceedings.

XYes [ No




Use case #2

Name of use case:

Link to official website, if
available, and brief description of
what sources were consulted/are
available about this system/tool

(include brief references and links):

Type of tool/system:

Digital tool/system(s) used in:

In application since (month/year):

Provided/certified by public
authorities
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Criminal proceedings archives (Archivio penale del
Processo - APP)

Superior Council of Magistracy (CSM), Criticita relative
all’applicativo APP rilevate dagli Uffici giudiziari,
Plenary resolution, 13 March 2024 (2025 update)
Savio, V. ‘APP, cronaca necessaria di un annunciato
ma utile flop’, (31 January 2024)

lannone F., ‘APP non funziona! Cronaca di una difficile
transizione digitale’ (13 February 2024)

[ Digital tool/system that facilitates individuals’
access to information and/or their engagement with
justice systems.

[ Digital tool/system that facilitates reporting a
crime or issuing a complaint.

[ Digital tool/system used to support judicial
authorities in decision-making.

[ Digital tool/system supporting the work of courts,

prosecution or law enforcement more generally (e.g.

such as for the anonymisation and pseudonymisation
of judicial decisions; a transcription tool for recording
of proceedings; a tool to help with legal analysis (e.g.

of case law and big data sources).

X Electronic filing and exchange of documents, or
electronic communication system.

[ Real-time distance communication service or tool,
such as video-conferencing.

[ Other (please specify):

LI Civil justice x Criminal justice [ Administrative
justice

2023

X Yes LI No




Use case #2

Brief description:

(Mention the purpose of the
system and include a brief
description of the technology used
and whether the private sector
was involved in the development
of the tool, and if so, was it a
‘general-purpose tool’ or custom-
made/adopted for specific use in
the justice sphere? If possible,
include a brief explanation of what
kind of non-digital system it is
aimed at replacing/has replaced, if
applicable.)

Does the tool use artificial
intelligence (Al) (to also be briefly
elaborated in the section above on
type of technology):

Brief preliminary assessment of
who uses/interacts with the
system/tool

(i) in a professional capacity? (for
example judges, lawyers,
prosecutors)

(ii) as a service receiver? (for

example individuals seeking
information about justice)
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APP is the application designed for the management
of the electronic criminal trial (PPT). The system is
used for the electronic filing and transmission of
documents in different stage of the criminal
proceeding, ranging from the registration of the crime
report to the preliminary hearing. It was developed
with the support of a Working Group of legal experts,
IT specialists and judges dedicated to the
development of the PPT.

[ Yes x No O Do not know

(i) Professional capacity: judges and prosecutors,
criminal and judicial police.

(ii) Service receiver:




Use case #2

Brief preliminary assessment of

(i) which stakeholders (i.e. service
receivers or others?) would be
impacted?

(ii) which of their fundamental
rights could be potentially
impacted (positively and
negatively)?

Is the system used/intended to be
used in a cross-border setting?

Case law about the system/tool, if
applicable (e.g. were there any
judicial challenges of its use)?

Feasibility of researching this use
case (e.g. finding 5 professionals to
interview in line with FRA criteria)?

Relevance (any links to current
policy and legislative developments
about digitalisation of justice in
your country and/or in the EU?):

Proposed for final selection by
contractor:
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(i) Briefly describe (few sentences) and tick all that
apply:

X Complainants

[ Victims

x Defendants

[ Other (specify):

(ii) Briefly describe (few sentences) and tick all that
apply:

X Article 47 (right to an effective remedy and to a fair
trial)

X Article 48 (presumption of innocence and rights of
defence)

[ Article 21 (non-discrimination)

[ Article 7 (respect for private and family life)

X Article 8 (protection of personal data)

L] Other (specify):

O Yes O No x Do not know/unclear

To be identified

The case of use could facilitate availability for
interviews for the reaction that has aroused among
professionals.

No links to provide. However, this use case can be
deemed relevant since it was expected to align and
standardise the different tools in place in the criminal
proceeding; however, the assessment conducted by
justice professionals showed that this system still has
many shortcomings and gaps, and has not totally
replaced the other digital instruments in place.

XYes O No




Use case #3

Name of use case:

Link to official website, if available,
and brief description of what sources
were consulted/are available about
this system/tool (include brief
references and links):

Type of tool/system:

Digital tool/system(s) used in:

In application since (month/year):
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Migrantes project

Xilo G., ‘Come il PCT ha cambiato (e cambiera) i
tribunali: un’analisi in 3 punti’ (6 June 2016)
Superior Council of Magistracy (CSM),
Vademecum progetto Migrantes

Finocchiaro R., Sciacca M., Di Marco B., ‘E-
Migrantes: |'esperienza del Tribunale di Catania
nell’ambito della semplificazione delle procedure
di ricorso contro il diniego alla protezione
internazionale’ (29 May 2017)

(] Digital tool/system that facilitates individuals’
access to information and/or their engagement
with justice systems.

] Digital tool/system that facilitates reporting a
crime or issuing a complaint.

[1 Digital tool/system used to support judicial
authorities in decision-making.

x Digital tool/system supporting the work of
courts, prosecution or law enforcement more
generally (e.g. such as for the anonymisation and
pseudonymisation of judicial decisions; a
transcription tool for recording of proceedings; a
tool to help with legal analysis (e.g. of case law
and big data sources).

L] Electronic filing and exchange of documents,
or electronic communication system.

[ Real-time distance communication service or
tool, such as video-conferencing.

[ Other (please specify):

X Civil justice [ Criminal justice L1 Administrative
justice

2015




Use case #3

Brief information on scope of use (e.g.
in use nationwide; interoperable across
various justice authorities/

branches of justice) or applied only in
one particular setting or

jurisdiction?):

Provided/certified by public
authorities

Brief description:

(Mention the purpose of the

system and include a brief description
of the technology used and whether
the private sector was involved in the
development of the tool, and if so,
was it a ‘general-purpose tool’ or
custom-made/adopted for specific use
in the justice sphere? If possible,
include a brief explanation of what kind
of non-digital system it is aimed at
replacing/has replaced, if applicable.)

Does the tool use artificial intelligence
(Al) (to also be briefly elaborated in the
section above on type of technology):

Brief preliminary assessment of who
uses/interacts with the system/tool

(i) in a professional capacity? (for
example judges, lawyers, prosecutors)
(ii) as a service receiver? (for example

individuals seeking information about
justice)
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The project was implemented only in the
immigration law area and involved the | Civil
Section of the Court of Catania, The National
Commission for the right of asylum, the
Territorial Commissions for the recognition of the
international protection of Catania and Syracuse,
The Cabinet of the Minister of Justice, the
Directorate General Automated Information
Systems of the Ministry of Justice.

x Yes [0 No

The "E-Migrantes" project aimed at improving
management of asylum proceedings and
speeding up the decisions of appeals against
denials of international protection applications
pronounced by the Territorial Commissions. The
experimentation included the use the digital tools
(such as PEC) and the application of the PCT
(Electronic civil trial) in the handling of judicial
files concerning the right to asylum.

[ Yes x No [ Do not know

(i) Professional capacity: judges, officers of
territorial commissions

(i) Service receiver:




Use case #3

Brief preliminary assessment of

(i) which stakeholders (i.e. service
receivers or others?) would be
impacted?

(ii) which of their fundamental rights
could be potentially impacted
(positively and negatively)?

Is the system used/intended to be
used in a cross-border setting?

Case law about the system/tool, if
applicable (e.g. were there any judicial
challenges of its use)?

Feasibility of researching this use case
(e.g. finding 5 professionals to
interview in line with FRA criteria)?

Relevance (any links to current policy
and legislative developments about
digitalisation of justice in your country
and/or in the EU?):

Proposed for final selection by
contractor:

Use case #4

Name of use case:
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(i) Briefly describe (few sentences) and tick all
that apply:

[J Complainants

[ Victims

[1 Defendants

[ Other (specify): Asylum applicant

(ii) Briefly describe (few sentences) and tick all
that apply:

X Article 47 (right to an effective remedy and to a
fair trial)

] Article 48 (presumption of innocence and
rights of defence)

X Article 21 (non-discrimination)

X Article 7 (respect for private and family life)

L1 Article 8 (protection of personal data)

X Other (specify): Article 18 (asylum)

O Yes x No O Do not know/unclear

To be identified

The research team has already identified possible
interviewees for this use case, involving both
categories of stakeholders.

The project is an interesting example of
digitalisation of justice applied to the area of
international protection.

[ Yes X No

Proximity offices (Uffici di prossimita)




Use case #4

Link to official website, if available, and
brief description of what sources were
consulted/are available about this
system/tool (include brief references and
links):

Type of tool/system:

Digital tool/system(s) used in:

In application since (month/year):

Brief information on scope of use (e.g. in
use nationwide; interoperable across
various justice authorities/

branches of justice) or applied only in one
particular setting or

jurisdiction?):
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Agency for Territorial Cohesion (Agenzia per la
coesione territoriale), ‘Uffici di prossimita: una
giustizia piu vicina ai cittadini con il progetto
del Ministero della Giustizia finanziato con
risorse del PON Governance’ (21 June 2021)
PON Governance, ‘Progetto Complesso uffici
di prossimita’

Superior Council of Magistracy (CSM), Sportelli
di prossimita: |a giustizia diventa un bene del
territorio

x Digital tool/system that facilitates
individuals’ access to information and/or their
engagement with justice systems.

[1 Digital tool/system that facilitates reporting
a crime or issuing a complaint.

[ Digital tool/system used to support judicial
authorities in decision-making.

] Digital tool/system supporting the work of
courts, prosecution or law enforcement more
generally (e.g. such as for the anonymisation
and pseudonymisation of judicial decisions; a
transcription tool for recording of
proceedings; a

tool to help with legal analysis (e.g. of case law
and big data sources).

] Electronic filing and exchange of
documents, or electronic communication
system.

[ Real-time distance communication service
or tool, such as video-conferencing.

L1 Other (please specify):

X Civil justice [ Criminal justice [
Administrative justice

2019

The project was implemented in 14 Regions by
2021. The Ministry of Justice intends to extend
this system to all Italian regions: however, the
implementation will depend on the regions’
decision to join this system. It applies only for
civil justice.




Use case #4
Provided/certified by public authorities

Brief description:

(Mention the purpose of the

system and include a brief description of
the technology used and whether the
private sector was involved in the
development of the tool, and if so, was it
a ‘general-purpose tool’ or custom-
made/adopted for specific use in the
justice sphere? If possible, include a brief
explanation of what kind of non-digital
system it is aimed at replacing/has
replaced, if applicable.)

Does the tool use artificial intelligence
(Al) (to also be briefly elaborated in the
section above on type of technology):

Brief preliminary assessment of who
uses/interacts with the system/tool

(i) in a professional capacity? (for example
judges, lawyers, prosecutors)
(i) as a service receiver? (for example

individuals seeking information about
justice)

Brief preliminary assessment of

(i) which stakeholders (i.e. service
receivers or others?) would be impacted?

(ii) which of their fundamental rights
could be potentially impacted (positively
and negatively)?
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x Yes [0 No

The project promotes a Justice service closer
to the citizen, creating a network of "Proximity
Offices", able to offer homogeneous services
in the field of voluntary jurisdiction by easing
access to the Courts thanks to the
collaboration and involvement of local
authorities and the support of computer
systems and the use of the PCT in its most
advanced forms. The project is addressed
especially to vulnerable subjects, such as
persons with disabilities, guardians of persons
with reduced intellectual abilities, etc.

[ Yes x No [ Do not know

(i) Professional capacity:

(ii) Service receiver: individuals seeking access
to justice.

(i) Briefly describe (few sentences) and tick all
that apply:

1 Complainants

L] Victims

[] Defendants

X Other (specify): all citizens

(ii) Briefly describe (few sentences) and tick all
that apply:

] Article 47 (right to an effective remedy and
to a fair trial)

L] Article 48 (presumption of innocence and
rights of defence)

X Article 21 (non-discrimination)

X Article 7 (respect for private and family life)
L] Article 8 (protection of personal data)

[ Other (specify):




Use case #4

Is the system used/intended to be used
in a cross-border setting?

Case law about the system/tool, if
applicable (e.g. were there any judicial
challenges of its use)?

Feasibility of researching this use case
(e.g. finding 5 professionals to interview in
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O Yes x No O Do not know/unclear

To be identified

The Information Technology Expert has a
direct expertise in this use case, and she would

line with FRA criteria)?

Relevance (any links to current policy and

legislative developments about
digitalisation of justice in your country
and/or in the EU?):

Proposed for final selection by
contractor:

Use case #5

Name of use case:

Link to official website, if available,
and brief description of what sources
were consulted/are available about
this system/tool (include brief
references and links):

make available possible interviewees.

This digital tool represents an interesting
application of the electronic judicial
proceeding, allowing citizens — especially
vulnerable ones — an easier access to justice:
they could resort to these offices to lodge
judicial documents, instead of dealing with
Courts and Courts’ offices.

XYes [ No

Electronic filing in Juvenile Courts

National Association of Magistrates (ANM -
Associazione Nazionale Magistrati), ‘Interventi
urgenti per la giustizia minorile’ (9 September
2023)

Ministry of Justice, 26 June 2023

SICID minori: anomalie nel PCT




Use case #5

Type of tool/system:

Digital tool/system(s) used in:

In application since (month/year):

Brief information on scope of use (e.g.
in use nationwide; interoperable across
various justice authorities/

branches of justice) or applied only in
one particular setting or

jurisdiction?):

Provided/certified by public
authorities

126

] Digital tool/system that facilitates individuals’
access to information and/or their engagement
with justice systems.

(] Digital tool/system that facilitates reporting a
crime or
issuing a complaint.

[ Digital tool/system used to support judicial
authorities in decision-making.

x Digital tool/system supporting the work of
courts,

prosecution or law enforcement more generally
(e.g. such as for the anonymisation and
pseudonymisation of judicial decisions; a
transcription tool for recording of proceedings; a
tool to help with legal analysis (e.g. of case law
and big data sources).

L] Electronic filing and exchange of documents,
or electronic communication system.

[ Real-time distance communication service or
tool, such as video-conferencing.

[ Other (please specify):

x Civil justice [ Criminal justice L1 Administrative
justice

July 2023

This case of use focus on the application of PCT in
juvenile courts (Civil justice) at national level.

x Yes [0 No




Use case #5

Brief description:

(Mention the purpose of the

system and include a brief description
of the technology used and whether
the private sector was involved in the
development of the tool, and if so,
was it a ‘general-purpose tool’ or
custom-made/adopted for specific use
in the justice sphere? If possible,
include a brief explanation of what kind
of non-digital system it is aimed at
replacing/has replaced, if applicable.)

Does the tool use artificial intelligence
(Al) (to also be briefly elaborated in the
section above on type of technology):

Brief preliminary assessment of who
uses/interacts with the system/tool

(i) in a professional capacity? (for
example judges, lawyers, prosecutors)

(ii) as a service receiver? (for example
individuals seeking information about
justice)

Brief preliminary assessment of

(i) which stakeholders (i.e. service
receivers or others?) would be
impacted?

(ii) which of their fundamental rights
could be potentially impacted
(positively and negatively)? Please
consider in particular those rights
mentioned in section 1.4 of these
guidelines (and select as many as
applicable):
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The electronic filing for the juvenile court has the
objective of simplifying and accelerating legal
procedures related to juvenile cases. Through this
method, judicial documents can be submitted
electronically.

O Yes X No [0 Do not know

(i) Professional capacity:
Lawyers

(ii) Service receiver:
All citizens and administrations.

(i) Briefly describe (few sentences) and tick all
that apply:

L1 Complainants

O] Victims

L1 Defendants

X Other (specify): all parties of the juvenile civil
process

(i) Briefly describe (few sentences) and tick all
that apply:

X Article 47 (right to an effective remedy and to a
fair trial)

L] Article 48 (presumption of innocence and
rights of defence)

[ Article 21 (non-discrimination)

X Article 7 (respect for private and family life)
X Article 8 (protection of personal data)

[ Other (specify):




Use case #5

Is the system used/intended to be
used in a cross-border setting?

Case law about the system/tool, if
applicable (e.g. were there any judicial
challenges of its use)?

Feasibility of researching this use case
(e.g. finding 5 professionals to
interview in line with FRA criteria)?

Relevance (any links to current policy
and legislative developments about
digitalisation of justice in your country
and/or in the EU?):

Proposed for final selection by
contractor:
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O Yes x No O Do not know/unclear

To be identified

The research team could easily contact and
involve justice professionals using this instrument
in their professional activity.

This use case is interesting to investigate since it
could facilitate juvenile judicial proceedings;
however, if not used properly, it could also
impact on the rights of children involved in
judicial proceedings.

X Yes L No




