] * % %

1@EFRA
EUROPEAN UNION AGENCY DATA PROTECTION NOTICE
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Charter experts’ online meetings

The European Union Agency for Fundamental Rights (FRA or Agency) processes the personal data of a
natural person in compliance with Regulation 2018/1725 on the protection of natural persons with regard to
the processing of personal data by the Union institutions, bodies, offices and agencies and on the free
movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC.

This data protection notice explains FRA’s policies and practices regarding its collection and use of your
personal data and sets forth your privacy rights. We recognise that information privacy is an ongoing
responsibility, and we will update this notice where necessary.

For more detailed information on the processing of your personal data in the context of the Charter experts’
meetings, please consult the General Record of Processing Activities for the Charter Experts’ Meetings.

Why do we process personal data?

What kind of personal data does the Agency process?

How do we process your personal data?

Who is responsible for processing your personal data?

What is the legal basis for this processing operation?

Who can see your data

Do we share your data with other organisations?

Do we intend to transfer your personal data to Third Countries/International Organizations
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When will we start the processing operation?

-
o

. How long do we keep your data?

—
—

. How can you control your data?

11.1. Do we need your consent?

11.2. Your data protection rights

12. What security measure are taken to safequard your personal data?

13. What can you do in the event of a problem?

14. How do we update our data protection notice?
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https://fra.europa.eu/sites/default/files/fra_uploads/dpr-2026-254-record-of-processing-activity-charter-experts-meetings.pdf
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1. Why do we collect personal data?

The purpose of the processing of your personal data is the organisation of annual Charter experts’ meetings
which take place online via Microsoft Teams platform. The European Commission’s ‘Strategy to strengthen
the application of the Charter of Fundamental Rights in the EU’, adopted in 2020, and the subsequent Council
conclusions on strengthening the application of the Charter of Fundamental Rights in the European Union
call for further efforts in the Member States to promote the application of the Charter. The Charter experts’
meetings contribute to this objective by increasing the exchange of knowledge and experience and foster
collaboration among experts on the Charter.

The processing includes the handling of the participant's invitation, registration and attendance, granting
participants access to the online platform, recording of the meeting and automatic transcription using the Al
powered feature available in Microsoft Teams, minutes taking at the meeting, collection of feedback, as well
as event follow up actions, i.e. reporting on the event, such as sharing presentations among participants and
feedback collection. It includes, in particular, creation/sharing of participant lists, mailing lists of registrations
and participants.

The recording of the meeting will be used for minutes-taking purposes only and will not be shared publicly.
During the online meeting, FRA uses the Polls audience interaction platform, powered by Microsoft Forms,
for questions and answers, surveys, and collection of participant's feedback. For the evaluation feedback of

the webinar, FRA will use the LimeSurvey tool, which is hosted in the servers of FRA webhosting contractor.
Please find in section 3a the links to the respective data protection notices.

2. What kind of personal data does the Agency collect?
We will collect only the following personal data necessary for the processing operation described above.

General personal data:

» Personal details: name(s), surname, country of origin, profession, organisation
» Contact details: email address
» Employment details: role, function/title, name and type of the employer/organisation

» Other:

o Questions, comments, and messages via chat close captions and transcription (only for the
purpose of minutes taking)

o Voting and/or polling (if applicable)

o |P address and connection details when connecting to Microsoft Teams and LimeSurvey
platforms, please refer to the data protection notices and cookie policy of the respective tools for
more information (under Section 3a.). Please also note that LimeSurvey collects IP addresses
(if IP tracking is enabled for the survey), cookies (technically necessary cookies and security
cookies), metadata (timestamp of the answers if enabled for a survey)

o Name, surname, email, country of origin, profession and organisation when connecting to
Microsoft Teams platform
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o Cookies when registering via the Microsoft Teams Platform. Microsoft uses necessary cookies
to perform essential website functions as well as optional cookies (social media cookies,
analytics cookies and advertising cookies). The latter can be rejected by participants in the web
browser

o Image portraying participants (if camera is switched on)

Video and voice recording in case a presentation is recorded

o Voice is processed by the function of automatic transcription that the Microsoft Teams platform
offers as an Al powered feature

o

Special categories of personal data:

> If participants decide to switch on their cameras, the video might incidentally reveal personal data
concerning their racial or ethnic origin, religious beliefs, or personal data concerning health, which
are special categories of data. Special categories of data will also be revealed in case the
presentation is recorded. By switching on their cameras, participants provide their consent to the
incidental processing of such data.

3. How do we collect your personal data?

3.a. Information you provide us:
For the event, FRA uses the video-conferencing software Microsoft Teams.

For the organisation of the event, and follow-up activities, such as reporting, we collect and process the
information and personal data you provide us (see Section 2 of this document).

Participants will be invited to register online for the event via an email sent to them by FRA, using an online
form created by FRA on the Microsoft Teams event registration site:

* Participants will be asked to provide their name, surname, country of origin, profession, organisation
and email upon registering via the Microsoft Teams event registration site. Third party cookies might
be collected by Microsoft Teams upon registration to the Charter experts meeting. These cookies
collect personal data connected to advertising, social media and analytics. It is therefore strongly
recommended to reject these optional cookies upon registration.

* To register using the online form created by FRA, participants are asked to agree to the Microsoft
Teams Event Registration Site Terms of Service. Please note that accepting the Events Registration
site Terms of Service implies also accepting the Microsoft Service Agreement (unless overridden by
any specific organisation-level agreements linked to the email domain participants use to register),
including the Microsoft Privacy Statement. Participants not wishing to agree to such Terms of
Service can register by sending an email to charter@fra.europa.eu .

* In the registration form, participants may indicate that they agree to be included in the Agency’s
Customer Relationship Management (CRM) database. Regarding the processing of personal data
via CRM, please consult the dedicated data protection notice.



https://eur04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fen-gb%2Foffice%2Fmicrosoft-teams-event-registration-site-terms-of-service-876e9338-a1cf-44cf-805b-d2a83b6b4399&data=05%7C02%7CLuisa.lopez%40fra.europa.eu%7C4d9a7c7caee14f14992508ddd5ba636e%7C1554387a5fa2411faf7934ef7ad3cf7b%7C0%7C0%7C638901718728025912%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=WT7c7QO8iiHeEADzExzJnaoXITGE0RACxtFvmX6QiM8%3D&reserved=0
https://eur04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fen-gb%2Foffice%2Fmicrosoft-teams-event-registration-site-terms-of-service-876e9338-a1cf-44cf-805b-d2a83b6b4399&data=05%7C02%7CLuisa.lopez%40fra.europa.eu%7C4d9a7c7caee14f14992508ddd5ba636e%7C1554387a5fa2411faf7934ef7ad3cf7b%7C0%7C0%7C638901718728025912%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=WT7c7QO8iiHeEADzExzJnaoXITGE0RACxtFvmX6QiM8%3D&reserved=0
https://eur04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fservicesagreement&data=05%7C02%7CLuisa.lopez%40fra.europa.eu%7C4d9a7c7caee14f14992508ddd5ba636e%7C1554387a5fa2411faf7934ef7ad3cf7b%7C0%7C0%7C638901718728046649%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=PyWHyZarTZskuIMwLhTFFimV8fioBrEExsFSAheMcsU%3D&reserved=0
https://eur04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgo.microsoft.com%2Ffwlink%2F%3FLinkId%3D521839&data=05%7C02%7CLuisa.lopez%40fra.europa.eu%7C4d9a7c7caee14f14992508ddd5ba636e%7C1554387a5fa2411faf7934ef7ad3cf7b%7C0%7C0%7C638901718728059618%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=l4qTXOAmPn4oXriULSjRdzf0kSw0fDEsHktrBqg3PBk%3D&reserved=0
mailto:charter@fra.europa.eu
https://fra.europa.eu/sites/default/files/fra_uploads/data_protection_notice_for_data_subjects_-_data_stored_in_crm_v2.pdf
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For accuracy and note-taking purposes, the meetings will be audio- and/or video-recorded upon your
consent. The Agency will use the MS Teams transcription tool which is Al-powered, to transcribe the
meetings. More information about how the tool processes your personal data can be found at ‘How Microsoft
Teams uses Al to enhance audio and video in meetings’. All recordings will be destroyed as indicated in
section 11 below. Moreover, at any point during the consultation, consulted individuals can indicate that they
do not wish to be recorded.

Regarding the processing of personal data by Microsoft Teams meetings service, please consult the
dedicated Microsoft Office 365 Data Protection Notice, which explains FRA’s policies and practices regarding
its collection and use of your personal data in the framework of Microsoft Teams meetings. Participants’
names will be visible during the event.

Collection of participants’ anonymous answers, surveys and feedback, will be done using LimeSurvey and
Teams Polls audience interaction platforms anonymously.

Regarding the processing of personal data by LimeSurvey please consult the dedicated data protection
notice.

3.b. Information we collect about you:

The Agency will send an email invitation to the Charter expert meeting to the participants who have indicated
their preference as to the EU Charter in the Agency’s Customer Relationship Management (CRM) database.

The online tools used in the event might collect some of your device data (IP address, connection details,
etc.) as mentioned in Section 2 above.

4, Who is responsible for processing your personal data?

The Agency is the legal entity responsible for the processing of your personal data and determines the
objective of this processing activity. The Head of the Institutional Cooperation and EU Charter Unit is
responsible for this processing operation.

Certain data is also processed by Microsoft 365, the platform FRA will be using in the organization of the
event and FRA’s web hosting and web development contractors, hosting and configuring the LimeSurvey
tool, respectively.

5. Which is the legal basis for this processing operation?

The processing operation is necessary to achieve the Agency’s goal, as stated in Article 2 of its founding
Regulation (EC) No 168/2007, amended by Council Regulation (EU) 2022/555 (FRA's founding regulation),
to provide its stakeholders, including Union institutions and EU Member States, with assistance and expertise
relating to fundamental rights, including its tasks described in Article 4(1)(a), (c) and (d). Therefore, the
processing is lawful under Article 5(1)(a) of the Regulation (EU) No 2018/1725.

In addition, since participation in the meetings is not mandatory, we will request your consent to participate
and to the audio and/or video recording of the meeting as well as for the Al powered automatic transcription
of the recordings, for accuracy and quality control purposes. Therefore, the processing of the personal data
is also in accordance with Article 5(1)(d) of Regulation (EU) No 2018/1725.


https://support.microsoft.com/en-us/office/how-microsoft-teams-uses-ai-to-enhance-audio-and-video-in-meetings-40e054ef-2b7a-4b19-9bd0-e7cd3288a5a6
https://support.microsoft.com/en-us/office/how-microsoft-teams-uses-ai-to-enhance-audio-and-video-in-meetings-40e054ef-2b7a-4b19-9bd0-e7cd3288a5a6
https://fra.europa.eu/sites/default/files/fra_uploads/data_protection_notice_-_use_of_microsoft_office_365_dpr-2020-108.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/dpr-2024-227_use_of_limesurvey_data_protection_notice.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/dpr-2024-227_use_of_limesurvey_data_protection_notice.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/data_protection_notice_for_data_subjects_-_data_stored_in_crm_v2.pdf
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Moreover, the incidental processing of special categories of personal data as indicated in Section 2 above is
lawful under Article 10(2)(a) of Regulation 2018/1725, as explicit consent will be given by the data subjects
by switching on their cameras

6. Who can see your data?

Access to your data is granted to authorised staff of FRA (restricted number of staff members in charge of
the organisation of this event), without prejudice to a possible transmission to the bodies in charge of a
monitoring or inspection task in accordance with Union legislation. FRA does not share personal data with
third parties.

Additionally, limited data can be accessed also by FRA’s processors, namely Microsoft 365 and FRA’s web
hosting and web development contractors.

7. Do we share your data with other organisations?

Personal data is processed by the Agency (including the processor and its sub-processors) only. In case that
we need to share your data with third parties, you will be notified to whom your personal data has been
shared with.

8. Do we intend to transfer your personal data to Third Countries/International Organizations?

No, the personal data of the participants to the event will not be transferred to Third Countries or International
Organisations.

However, the event is organized using online platforms which are owned by US-based companies, so it
cannot be discarded that some personal data, for example, diagnostic data, is transferred to the US.
Moreover, US based companies are subject to US Surveillance laws. FRA is part of Microsoft ILA 2025 Data
Protection Terms signed between the European Commission and Microsoft which includes a set of
improvements specific to the data protection safeguards in place for M365. Personal data is stored and
processed by M365 within the EU and EFTA regions (EU Data Boundary). Transfers of personal data for
M365 outside the EU or EFTA got strictly limited to specific purposes such as security, resiliency, and
customer-initiated actions. Any (residual) transfers to non-adequate jurisdictions are limited to a small number
of countries. All transfers must follow documented instructions. It is a hypothetical possibility that Microsoft
cannot exclude with the necessary level of guarantee. Microsoft 365 is included in the ‘Data Privacy
Framework List' and therefore, any transfer to the US is based on the Commission Implementing Decision of
10 July 2023 on the adequate level of protection of personal data under the EU-US Data Privacy Framework.

9. When will we start the processing operation?

We will start the processing operation when the invitations for registration to the respective meeting are sent.

10. How long do we keep your data?

Personal data will be kept after the event to ensure implementing necessary follow up activities with regard
to the purpose(s) of the processing of personal data as well as for its related management. Personal data
related to registration and participation will be retained by FRA for a period of 6 months after the end of the
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event. Personal data related to the recordings of the meetings will be retained by FRA for a period of 6
months.

11. How can you control your data?

Under Regulation 2018/1725, you have rights we need to make you aware of. The rights available to you
depend on our reason for processing your information. You are not required to pay any charges for exercising
your rights except in cases where the requests are manifestly unfounded or excessive, in particular because
of their repetitive character.

We will reply to your request without undue delay and in any event within one month of receipt of the request.
That period may be extended by two further months where necessary, taking into account the complexity
and number of the requests.

You can exercise your rights described below by sending an email request to charter@fra.europa.eu.

11.1. Do we need your consent?

Since your participation in the meeting is not mandatory, we need proof that you consented to participate as
well as to the audio and/or video recording and, when applicable (Al-powered) automatically transcribed.
Consent will be collected via the registration form. By switching on your camera, you consent to the incidental
processing of special categories of personal data. You have the right to withdraw your consent at any time,
and we will either delete your data or restrict or stop its processing. All processing operations up until the
withdrawal of consent will still be lawful.

11.2.  Your data protection rights

a. Can you access your data?

You have the right to receive information on whether we process your personal data or not, the purposes of
the processing, the categories of personal data concerned, any recipients to whom the personal data have
been disclosed and their storage period. Furthermore, you can have access to such data, as well as obtain
copies of your data undergoing processing.

b. Can you modify your data?
You have the right to ask us to rectify your data you think is inaccurate or incomplete at any time.

c. Can you restrict us from processing your data?

You have the right to restrict the processing of your personal data. If you do, we can no longer process them,
but we can still store them. In some exceptional cases, we will still be able to use them (e.g. with your consent
or for legal claims). You have this right in a few different situations: when you contest the accuracy of your
personal data, when the Agency no longer needs the data for completing its tasks, when the processing
activity is unlawful, and finally, when you have exercised your right to object.


mailto:charter@fra.europa.eu
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d. Can you delete your data?

You have the right to ask us to delete your data when the personal data are no longer necessary for the
purposes for which they were collected, when you have withdrawn your consent or when the processing
activity is unlawful. In certain occasions we will have to erase your data to comply with a legal obligation to
which we are subject.

We will notify to each recipient to whom your personal data have been disclosed of any rectification or erasure
of personal data or restriction of processing carried out in accordance with the above rights unless this proves
impossible or involves disproportionate effort from our side.

e. Are you entitled to data portability?

Data portability is a right guaranteed under Regulation 2018/1725 and consists in the right to have your
personal data transmitted to you or directly to another controller of your choice.

In this case, this does not apply for two reasons: 1) in order for this right to be guaranteed, the processing
should be based on automated means, however we do not base our processing on any automated means;
I1) this processing operation is carried out in the public interest, which is an exception to the right to data
portability in the Regulation.

f. Do you have the right to object?

When the legal base of the processing is ‘necessary for the performance of a task carried out in the public
interest or in the exercise of official authority vested in the Union institution or body’ which is the case in most
of our processing operations, you have the right to object to the processing. In case you object, we have to
stop the processing of your personal data, unless we demonstrate a compelling reason that can override
your objection.

g. Do we do automated decision making, including profiling?
Your personal data will not be used for an automated decision-making including profiling.

12. What security measures are taken to safeguard your personal data?

The Agency has several security controls in place to protect your personal data from unauthorised access,
use or disclosure. We keep your data stored on our internal servers with limited access to a specified
audience only.

13. What can you do in the event of a problem?

a) The first step is to notify the Agency by sending an email to charter@fra.europa.eu and ask us to take
action.

b) The second step, if you obtain no reply from us or if you are not satisfied with it, contact our Data Protection
Officer (DPO) at dpo@fra.europa.eu.

c) At any time, you can lodge a complaint with the EDPS at http://www.edps.europa.eu, who will examine
your request and adopt the necessary measures.



mailto:charter@fra.europa.eu
mailto:dpo@fra.europa.eu
http://www.edps.europa.eu/
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14. How do we update our data protection notice?

We keep our data protection notice under regular review to make sure it is up to date and accurate.

END OF DOCUMENT

Electronically signed on 04/02/2026 17:39 (UTC+01) in accordance with Article 11 of Commission Decision ?EU) 2021/2121
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