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Access control (ACM) and video surveillance (VSS) systems in the context of FRA premises at the
EPO building (Vienna Green Hub)

The European Union Agency for Fundamental Rights (FRA or Agency) processes the personal data of a
natural person in compliance with Regulation 2018/1725 on the protection of natural persons with regard to
the processing of personal data by the Union institutions, bodies, offices and agencies and on the free
movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC.

This data protection notice explains FRA’s policies and practices regarding its collection and use of your

personal data and sets forth your privacy rights. We recognise that information privacy is an ongoing
responsibility, and we will update this notice where necessary.

Why do we collect and process personal data?

What kind of personal data does the Agency process?

How do we process your personal data?

Who is responsible for processing your personal data?

What is the legal basis for this processing operation?

Who can see your data

Do we share your data with other organisations?

Do we intend to transfer your personal data to Third Countries/International Organizations
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When will we start the processing operation?

-
o

. How long do we keep your data?

—
—

. How can you control your data?

1141. Do we need your consent?

11.2. Your data protection rights

12. What security measure are taken to safequard your personal data?

13. What can you do in the event of a problem?

14. How do we update our data protection notice?
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1. Why do we collect and process personal data?

The purpose of the processing of the personal data is to ensure the safety and security of the Agency’s
premises located in the European Patent Organisation (EPO) office building (Vienna Green Hub) as well as
to protect the Agency’s property, staff members' and visitors.

As owner of the building, EPO operates and maintains two systems in the office building and surrounding
area through an Access Control System (ACS) and a Video Surveillance System (VSS) in order to address
security and operational safety concerns efficiently, validate identities, and manage access to the building
and its facilities.

Based on the lease agreement concluded between EPO and FRA for the rental of office space in the Vienna
Green Hub building, which is used as FRA premises, EPO carries out access control to the building and
video surveillance on behalf of FRA, to protect both EPO’s and FRA'’s assets against unauthorized access
and any other security threats. In this context, EPO is responsible for granting access to the building to FRA
staff, registering visitors and vehicles, ensuring the physical protection of the site, investigating security
incidents, evaluating potential threats and analyzing security risks.

For the purpose of carrying out access control activities, the EPO issues access cards (FRA badges) to FRA
staff members and visitors. To this end, FRA provides the EPO with a list of its staff members, on the basis
of which access cards or badges allowing entry to the building are issued. This list contains only limited
personal data necessary to verify the identity of the staff members and their link with FRA, such as name,
surname, contract duration, FRA email address, and date of birth.

In order to grant access to the building to FRA visitors and other authorised persons participating in meetings,
events or other FRA activities, FRA staff responsible for the event or activity will inform directly the
responsible EPO services in advance (by email or any other means to be set up at a later stage, like a
booking app) of their identity for the purpose of registration of the visitor and the issuance of visitors’ access
cards.

The transfer of personal data by FRA to EPO for the above-mentioned purposes will take place on the basis
of the Commission Implementing Decision of 15 July 2025, adopted pursuant to Requlation (EU) 2016/679
of the European Parliament and of the Council on the adequate protection of personal data by the European
Patent Organisation, which recognises that EPO ensures an adequate level of protection for personal data
transferred from the Union to EPO.

Any additional personal data required solely for the issuance of access cards (such as a photograph or an
identity document) will be provided directly by the staff members to the EPO at the time the access card is
issued.

EPO (and its processors — see section 5 below) will process the personal data for the above purposes as
follows:

- The access control system or ACS may use electronic card readers, access badges and digital access
logs to control the entry to the office building and other secure areas. A Card Management System is
used to register people and issue them with access badges so they can enter the EPO and FRA premises

! For the purposes of this processing activity, staff members include both statutory staff (Temporary Agents and Contract Agents)
and non- statutory personnel like Seconded National Experts (SNEs), trainees, study visitors and personnel of external contractors.


https://link.epo.org/web/office/data-protection-and-privacy/en-commission-implementing-decision-eu-2025-1382.pdf
https://link.epo.org/web/office/data-protection-and-privacy/en-commission-implementing-decision-eu-2025-1382.pdf
https://link.epo.org/web/office/data-protection-and-privacy/en-commission-implementing-decision-eu-2025-1382.pdf
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in a controlled manner. Before an access badge is produced, identity documents presented by staff or
visitors are visually verified by security staff for access control and badge issuance purposes. No identity
document scanners are used, and identity documents are not electronically scanned, stored, or copied
as part of this process.

The access to the building is managed through a central software system used across all EPO sites and
operated by EPO’s Facility Management Directorate. FRA staff are registered in this system via a web-
based application hosted on EPO servers. The system receives the necessary information through the
Card Management System.

In addition to this basic information, the system records which access rights each person has and keeps
logs showing when and where an access badge was used, whether or not access was granted. These
access rights determine which doors or areas a person is allowed to enter within the EPO building.

The video surveillance system or VSS may use cameras placed at entrances and exits, along corridors,
in common areas, parking zones and other shared spaces. The system consists of cameras and
supporting equipment, such as cabling, image storage, control screens and software used to monitor
and analyse the footage. The cameras record images of people entering/leaving/walking in given areas
of the EPO building, including entry and exit areas, corridors and parking spaces. In parking areas, the
system may also record vehicle number plates.

The recorded images show the date, time and location of the recording. The system also uses basic
information linked to the images, such as movement, direction or timing. This information is used to help
the system detect unusual situations, such as abandoned objects or suspicious movements, and to
trigger automatic alerts. This allows security staff to react more quickly.

The same information also helps security staff to search recorded footage more efficiently, without having
to manually review large amounts of video.

What kind of personal data does is collected and processed?

As mentioned above, FRA will provide EPO with a list of its staff members with general personal data such
as name, surname, contract duration, FRA email address and birth date as well as information pertaining to
FRA visitors and other authorised persons. When a new staff member joins the Agency, FRA will transmit
the aforementioned limited personal data to EPO for the purposes of issuing the access cards. FRA will also
inform EPO about staff leaving the Agency so the validity of the access card is modified accordingly.

EPO, as separate controller, and its processors (see section 5 below) will collect and process personal data
to carry out the access control and video-surveillance activities described in section 1 above, as follows.

General personal data:

> Personal details: name(s), surname, legitimate form of identification (LFI) document, date of birth,
car plate number (if applicable), respective unit or sector (for FRA staff), organisation (for visitors and
other authorised persons), photograph

» Other:
o Time stamps from data subject’s access to the buildings
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o FRA badge validity/visitor badge validity

o FRA access badge number/visitor access badge number

o Visual information

o Live and recorded video footage detected by the VSS

o Date and time of recording of footage detected by the VSS

Special categories of personal data:

The video recorded by the VSS as well as the picture of the identity documents necessary to verify the identity
of the person issued with an access badge may incidentally reveal special categories of personal data such
as racial or ethnic origin, health conditions, efc.

3. How do we collect your personal data?

3.a. Information you provide us:

Personal data required for the purposes of access management, including name, surname, legal
identification document, and date of birth, will be provided directly by FRA staff members or visitors to EPO
and its (sub)processors responsible issuing the access cards and the security and video surveillance
activities.

3.b. Information we collect about you:

The Access Control System collects information on the time stamps of the data subject’s access of the office
building. Furthermore, video image of data subjects is taken by the Video Surveillance System.

4, Who is responsible for processing your personal data?

FRA and EPO act as separate controllers and are each responsible for the access control and video
surveillance activities described in Section 1, for the purpose of protecting their respective staff and assets
against unauthorised access and security threats, as follows:

- FRA s responsible for the collection, processing and transfer to EPO of the limited personal data of
its staff members, visitors and other authorised persons indicated in section 2 above. The Head of
the Administration Unit is responsible for this processing operation. FRA processes personal data in
accordance with Regulation (EU) No 2018/1725.

- EPOis responsible for the processing of personal data of FRA staff members, visitors and authorised
persons indicated in section 2 above, received from FRA or directly collected by EPO and/or its
(sub)processors solely for the purposes of issuing access cards, badges, or credentials, and for
managing entry rights within the scope of building security operations. EPO processes personal data
in accordance with the EPO Data Protection Rules, which, in accordance with the European
Commission adequacy decision for the EPO ensure adequate level of protection of personal data.
EPO’s delegated controller, responsible for the processing activities at the Vienna Green Hub is
EPQO’s DG4 - 44 (email: DPL.PD44@epo).



https://www.epo.org/en/about-us/office/data-protection-and-privacy
https://link.epo.org/web/office/data-protection-and-privacy/en-commission-implementing-decision-eu-2025-1382.pdf
https://link.epo.org/web/office/data-protection-and-privacy/en-commission-implementing-decision-eu-2025-1382.pdf
mailto:DPL.PD44@epo
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To carry out the above activities, EPO relies on the facility management company Apleona Austria
GmbH (processor) and its sub-processors, such as the security and reception services contractor
Securitas, which must process personal data in compliance with EPO Data Protection Rules and the
provisions of the GDPR.

5. Which is the legal basis for this processing operation?

The processing of personal data for managing staff and visitor's access to FRA’s premises in EPO’s office
building and to ensure its security and safety is necessary for the functioning of the Agency and the
performance of the tasks assigned to it by Council Regulation (EC) No 168/2007 of 15 February 2007
establishing a European Union Agency for Fundamental Rights, as amended by Council Regulation (EU)
2022/555 of 5 April 2022. Moreover, as per FRA’s security strateqy adopted by the Management Board, FRA
has an obligation to take the necessary measures to protect its staff and assets within the Agency premises.

Moreover, FRA has concluded a lease agreement with EPO whereby the latter performs access control and
video surveillance on FRA's behalf to protect both FRA and EPO staff and assets.

Therefore, the processing is lawful under Article 5.1.(a) of the Regulation (EU) No 2018/1725.

For staff members, contractors, and other authorized persons, requesting access to the parking facilities of
the building, the car plate number will be voluntarily provided by such data subjects. Therefore, the processing
is lawful under Article 5(1)(d), as data subjects have given explicit consent.

The incidental processing of the special categories of personal data mentioned in section 2 would be lawful
under Article 10.2.(b) of the Regulation (EU) No 2018/1725.

6. Who can see your data?

FRA access to the personal data included in the list of staff referred to in section 2 transferred to EPO for the
purposes of issuing access cards is limited to a restricted number of staff in Human Resources (responsible
for compiling the list) and in the Digital Services and Facilities sector (responsible for transferring it to EPO
in a secure way), within the Administration unit (need-to-know basis).

EPO (as separate controller) and its (sub)processors have access to the personal data referred to in section
2 above, as follows:

- Access to data concerning the ACS is limited to EPO organisational units working in security or
reception services during the retention period established and for the performance of their duties
(monitoring and managing security and safety processes, responding to alarms). EPO Technical
Department experts, Advisory Services for the service and updates of the application, and
technicians and the external maintenance company technicians have access to the application and
its hardware for the performance of the maintenance of those ones. The data is only used internally
by restricted EPO, restricted personnel of the Facility Management Company and of its external
security contractor staff. If other recipients request access to personal data concerning the ACS for
purposes such as investigation of security incidents, accidents, alleged criminal activities, insurance
claims, etc, each request will be assessed on a case-by-case basis by the Delegated Controller of
EPO and the Delegated Controller of FRA, who may seek advice from the DPOs of EPO and FRA,
respectively.


https://fra.europa.eu/sites/default/files/fra_uploads/fra_security_strategy_en.pdf
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- Personal data processed or stored in the VSS is used only internally by the EPO department
operating the VSS and staff of its external security contractor to assist them in the performance of
their duties (monitoring and managing security and safety processes, responding to alarms). The
EPO Building Maintenance Team's experts technicians, the external maintenance company
technicians and the external safety experts have access to the application and its hardware for the
performance of the maintenance of those ones. The Operations Office Security staff and the external
security provider can access one hour back the recordings for alarm processing, this way incidents
in areas where the event happened in the last 60 minutes can be verified and discarded or processed
more efficiently. In the event of highly unsafe behaviour, the delegated controller can provide access
to the video footage of the incident to the EPO safety experts for their analysis and expert advice. In
the case of accidents or incidents that entail insurance claims, the EPO delegated controller can also
provide access to the relevant video footage to the company processing the claim, provided all the
relevant provisions of the EPO data protection rules (DPR) for such disclosure are respected.

Subject to the applicable law, and upon reasonable written request from FRA, EPO shall grant FRA
access to relevant VSS footage in the limited circumstances provided for in Annex 6 to the lease
agreement, for the purposes of investigating security incidents, accidents, alleged criminal activities,
insurance claims, etc, provided that disclosure does not compromise the security of the building or
infringe the rights of privacy of FRA staff members (subject to the provisions laid down in _FRA’s
internal rules concerning restrictions under Article 25 of Regulation 2018/1725), visitors or third
parties

7. Do we share your data with other organisations?

Personal data is processed by the Agency and by the EPO (and its (sub)processors) only. In case that we
need to share your data with third parties, you will be notified to whom your personal data has been shared
with.

8. Do we intend to transfer your personal data to Third Countries/International Organizations?

FRA will transfer your personal data, as described in section 4, to EPO, which is an International
Organization. The transfer is necessary to validate access authorizations and enable entry of staff members,
contractors, and other authorized persons to FRA'’s office, located in the EPO building, in accordance with
the lease agreement signed between EPO and FRA. The transfer is lawful under Article 47 of Regulation
(EU) No 2018/1725, as the European Commission has established, through the Commission Implementing
Decision of 15.7.20205 pursuant to Regulation (EU) 2016/679 of the European Parliament and of the Council
on the adequate protection of personal data by the European Patent Organisation, that EPO ensures an
adequate level of protection for personal data in accordance with EU law.

9. When will we start the processing operation?

We will start the processing operation in May 2026.


https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32021Q1119(01)&from=ENbM%3D&reserved=0
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32021Q1119(01)&from=ENbM%3D&reserved=0
https://commission.europa.eu/document/download/2687dc39-5217-4165-8db6-b1294dc5b591_en?filename=EPO%20Adequacy%20Decision%20July%202025.pdf
https://commission.europa.eu/document/download/2687dc39-5217-4165-8db6-b1294dc5b591_en?filename=EPO%20Adequacy%20Decision%20July%202025.pdf
https://commission.europa.eu/document/download/2687dc39-5217-4165-8db6-b1294dc5b591_en?filename=EPO%20Adequacy%20Decision%20July%202025.pdf
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10. How long do we keep your data?

The limited personal data of its staff transmitted by FRA to EPO for the issuance of the access cards will be
deleted by FRA immediately after transmission.

EPO, as the building owner, shall retain data in accordance with its standard data retention policy:

- For VSS, the maximum retention period of the images is 7 days, time after which the images are
automatically deleted. This retention period can be extended for backups of images related to
identified incidents where the footage becomes part of the evidence to support investigations,
appeals, litigation or claims. It can be extended until the investigations, appeals, litigation or claims
are resolved.

- For ACS, access logs older than 12 months will be overwritten by an automated routine programmed
in the software. Visitor's data will only be kept for 28 days in line with the video surveillance records
and for security purposes. This will allow physical security to proceed supporting investigations
involving visitors access if criminal offences are reported. In the event of a formal appeal/litigation,
all data held at the time of the formal appeal/litigation shall be retained until the completion of its
process.

- The data received from FRA with the list of staff and the data provided by the staff for the issuance
of badges is kept for the duration of the employment contract plus one month in case of need.

11. How can you control your data?

Under Regulation 2018/1725, you have rights we need to make you aware of. The rights available to you
depend on our reason for processing your information. You are not required to pay any charges for exercising
your rights except in cases where the requests are manifestly unfounded or excessive, in particular because
of their repetitive character. Moreover, under EPO’s Data Protection Rules,

We will reply to your request without undue delay and in any event within one month of receipt of the request.
That period may be extended by two further months where necessary, taking into account the complexity
and number of the requests.

You can exercise your rights described below by sending an email request to facilities@fra.europa.eu or to
FRA’s DPO at dpo@fra.europa.eu. If the exercise of your rights pertains to the data processed by EPO as
separate controller, you can also exercise your rights under EPQ’s Data Protection Rules by sending a
request to the EPO delegated controller at DPL.PD44@epo or the Data Protection Officer of EPO at

dpo@epo.org.

11.1. Do we need your consent?

Since the process for providing access to the FRA office building is necessary for the functioning of the
Agency under Article 5.1.(a) of Regulation (EU) No 2018/1725, you are not required to provide your consent.

For parking purposes, you have given consent to the processing of your personal data for this specific
purpose. You have the right to withdraw your consent at any time, and we will either delete your data or
restrict or stop its processing. All processing operations up until the withdrawal of consent will still be lawful.


mailto:facilities@fra.europa.eu
mailto:dpo@fra.europa.eu
https://www.epo.org/en/about-us/office/data-protection-and-privacy
mailto:DPL.PD44@epo
mailto:dpo@epo.org

] * K %

1@EFRA
EUROPEAN UNION AGENCY DATA PROTECTION NOTICE
FOR FUNDAMENTAL RIGHTS

11.2.  Your data protection rights

a. Can you access your data?

You have the right to receive information on whether we process your personal data or not, the purposes of
the processing, the categories of personal data concerned, any recipients to whom the personal data have
been disclosed and their storage period. Furthermore, you can have access to such data, as well as obtain
copies of your data undergoing processing.

b. Can you modify your data?
You have the right to ask us to rectify your data you think is inaccurate or incomplete at any time.

c. Can you restrict us from processing your data?

You have the right to restrict the processing of your personal data. If you do, we can no longer process them,
but we can still store them. In some exceptional cases, we will still be able to use them (e.g. with your consent
or for legal claims). You have this right in a few different situations: when you contest the accuracy of your
personal data, when the Agency no longer needs the data for completing its tasks, when the processing
activity is unlawful, and finally, when you have exercised your right to object.

d. Can you delete your data?

You have the right to ask us to delete your data when the personal data are no longer necessary for the
purposes for which they were collected, when you have withdrawn your consent or when the processing
activity is unlawful. In certain occasions we will have to erase your data to comply with a legal obligation to
which we are subject.

We will notify to each recipient to whom your personal data have been disclosed of any rectification or erasure
of personal data or restriction of processing carried out in accordance with the above rights unless this proves
impossible or involves disproportionate effort from our side.

e. Are you entitled to data portability?

Data portability is a right guaranteed under Regulation 2018/1725 and consists in the right to have your
personal data transmitted to you or directly to another controller of your choice.

In this case, this does not apply for two reasons: 1) in order for this right to be guaranteed, the processing
should be based on automated means, however we do not base our processing on any automated means;
I) this processing operation is carried out in the public interest, which is an exception to the right to data
portability in the Regulation.

f. Do you have the right to object?

When the legal base of the processing is ‘necessary for the performance of a task carried out in the public
interest or in the exercise of official authority vested in the Union institution or body’ which is the case in most
of our processing operations, you have the right to object to the processing. In case you object, we have to
stop the processing of your personal data, unless we demonstrate a compelling reason that can override
your objection.
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g. Do we do automated decision making, including profiling?
Your personal data will not be used for an automated decision-making including profiling.

12. What security measures are taken to safeguard your personal data?

The Agency has several security controls in place to protect your personal data from unauthorised access,
use or disclosure. We keep your data stored on our internal servers with limited access to a specified
audience only.

In accordance with Annex 6 of the lease agreement signed between EPO and FRA, EPO has in place
appropriate security, technical and organisational measures to protect any personal data received from FRA
or directly provided by its staff, visitors or other authorised persons for the purposes of the operation of the
Access Control System (ACS) and Video Surveillance System (VSS). Moreover, all personal data are stored
by EPO in secure IT systems in accordance with EPO security standards.

13. What can you do in the event of a problem?

a) The first step is to notify the Agency by sending an email to facilities@fra.europa.eu and ask us to take
action or to contact directly EPO delegated controller at DPL.PD44@epo.

b) The second step, if you obtain no reply from us or if you are not satisfied with it, contact our Data Protection
Officer (DPO) at dpo@fra.europa.eu or the Data Protection Officer of EPO at: dpo@epo.org.

c) At any time, you can lodge a complaint with the EDPS at http://www.edps.europa.eu, who will examine
your request and adopt the necessary measures.

Concerning the data processed by EPO as separate controller, information on the redress mechanisms
available can be found here: Data protection and privacy notice | epo.org.

14. How do we update our data protection notice?

We keep our data protection notice under regular review to make sure it is up to date and accurate.

END OF DOCUMENT

Electronically signed on 29/04/2026 13:03 (UTC+02) in accordance with Article 11 of Commission Decision 9(EU) 2021/2121



mailto:facilities@fra.europa.eu
mailto:DPL.PD44@epo
mailto:dpo@fra.europa.eu
mailto:dpo@epo.org
http://www.edps.europa.eu/
https://www.epo.org/en/about-us/office/data-protection-and-privacy
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